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Document Guidance
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This document is an introduction to the Awingu Admin Guide which
provides guidelines for integrators and customer system
administrators for operating a Awingu environment.

Awingu User Guide 4.1

We strive to continuously improve our products and to develop
solutions that fit the needs of our customers. For questions or
feedback on this document, please contact:
feedback@awingu.com

Awingu N.V.
Ottergemsesteenweg-Zuid 808, B44
9000 Gent

Belgium

Telephone:+32 (0) 9 296 40 11

This guide is intended for Awingu integrators and system
administrators.

All rights in and title to this document and all information contained
and referenced within are owned by Awingu and its licensors unless
expressly stipulated otherwise. This document is issued in confidence
and must not be reproduced in whole or in part or given or
communicated to any third party without the prior written consent of
Awingu. It may not be used except for the restricted purpose for which
it is made available to you. Awingu does not warrant that the
information contained and referenced herein is accurate or complete,
and nothing herein constitutes investment, tax, legal or other advice,
nor should it be relied on in making an investment or other decision.
Awingu shall not be liable for any loss, expense, damage or claim
arising from the statements made or omitted to be made, or advice
given or omitted to be given in this document.



Installation

Introduction

This guide describes how you can install and deploy the Awingu virtual machine.

Connectivity Requirements
Sizing Requirements
Deployment

Awingu Installer

Azure Awingu All-In-One
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Connectivity Requirements

Introduction

Before starting a deployment of the Awingu platform, a few connectivity requirements needs to be checked and/or enabled. Please review this
section to ensure proper installation and operation.

Connectivity Requirements during Installation:

During installation of the Awingu appliance as virtual machine (VM), we need to be able to have a connection to Awingu's repository servers and
sync to the right time-zone.

Connection

NTP: UDP port
123

DNS: UDP port
53

HTTP : TCP port
8080

HTTP : TCP port
80

From

The Awingu-VM

The Awingu-VM

The browser of the
operator

The browser of the
operator

To

On- or off-site NTP service. A common use case it to use the NTP service of the AD service.
The NTP service should use the same time zone as the hypervisor (UTC is recommended).

DNS server which resolves the NTP (when provided via FQDN*) and Awingu's repository servers
(repo-pub.awingu.com).
A common use case it to use the DNS service of the AD service.

The Awingu-VM

The Awingu-VM

* FQDN = Fully Qualified Domain Name, e.g. ntp.mycompany.com

Connectivity Requirements during Operation and Configuration:

The Awingu appliance has a few requirements for correct operation. Before deployment, check whether the following ports can be opened.

Connection

LDAP(s): TCP port 389 (or TCP port
636 for SSL encryption)

KERBEROS: UDP/TCP port 88 and

TCP port 464

RADIUS (if used): UDP port 1812

CIFS (if used):

® UDP port 137, TCP port 445
(direct TCP enabled)

® UDP port 137 broadcast, TCP
port 139 (direct TCP disabled)

WebDAV (if used): TCP port 80 or
443 (or different depending on

From To

The Awingu-VM LDAP or Active Directory server(s) back-end

Kerberos server (Only required when users need to be able to change password

at next logon)
The kerberos server should also have PTR (reverse DNS) and SRV records in
place to locate the KDC server and define the protocol to use**

The Awingu-VM

The Awingu-VM RADIUS service for second factor authentication

The Awingu-VM CIFS/SMB file server(s) back-end

The Awingu-VM WebDAV file server(s) back-end

WebDAV config)

RDP: TCP port 3389 To application server(s) back-end

(RDP/RemoteApp)

The Awingu-VM

On- or off-site NTP service. A common use case it to use the NTP service of the
AD service.

NTP: UDP port 123 The Awingu-VM

Copyright © 2012-2019, Awingu 6


http://ntp.mycompany.com

HTTPS: TCP port 443 The Awingu-VM ® Awingu's repository servers: https://repo-pub.awingu.com (directly or via the
configured HTTP proxy - see Connectivity Settings).
Only mandatory during upgrades, but required for Anonymous Usage
Reporting.
® When using SaasS services, those services need to be reachable by Awingu
or via the configured HTTP proxy (see Connectivity Settings):
® Microsoft OneDrive for Business:
® <mydmain>-my.sharepoint.com
® |ogin.microsoftonline.com
® graph.microsoft.com
® Microsoft Skype for Business Online:
® *online.lync.com
® *infra.lync.com
® |ogin.microsoftonline.com
® DUO Multi-Factor Authentication:
® <your_api>.duosecurity.com
® Automatic certificates through Let's Encrypt (see Certificate Settings):

* *api.letsencrypt.org (.1 only directly, not through HTTP proxy)

HTTP(S): TCP port 80/443 The Awingu-VM Web applications reversed proxied by Awingu

DNS: UDP port 53 The Awingu-VM DNS server which resolves all connections mentioned above (when provided as
FQDN¥)

HTTP: TCP port 80 (long living The (end user ® The Awingu-VM

WebSocket) browser) client*** ® When using automatic certificates (see Certificate Settings): the servers of

Let's Encrypt

HTTPS: TCP port 443 (long living The (end user ® The Awingu-VM (Only when SSL Offloader enabled in Connectivity section)
WebSocket) browser) client*** ® When using automatic certificates (see Certificate Settings): the servers of
Let's Encrypt

SNMP (if used): UDP port 161 Monitoring System  The Awingu-VM (Only if SNMP enabled in Connectivity section)

* FQDN = Fully Qualified Domain Name, e.g. ntp.mycompany.com

** @.g. kerberos-master.(tcp|udp).staging.awingu.com - For more information: https://technet.microsoft.com/en-us/library/cc961719.aspx

*** When this connections goes via an SSL-offloader, reverse proxy, firewalls, etc., please make sure that WebSockets are supported and that
open WebSocket connections are not killed after a while. See SSL offloader, reverse proxy or loadbalancer settings for other important settings.

For multi node deployment, all TCP, UDP and ICMP traffic should be allowed between the nodes. This traffic is not encrypted. Each
node has an internal firewall only allowing traffic from other nodes (based on the IP address).

Awingu only works well when the end-user accesses Awingu via port 80 or 443. When using NAT, port 80 (HTTP) or port 443 (HTTPS)
should be used towards the customer (meaning that browsing to http://awingu.mycompany.com:81 won't work well).

Copyright © 2012-2019, Awingu 7
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Sizing Requirements

Awingu Sizing Requirements

Single node Awingu

In a single node set-up, all processes are running on a single VM. This architecture can support only a limited number of the concurrent sessions.
This is not a hard limit, but a limit that has been determined during in-depth performance testing cycles. For these tests, Awingu has used average
user profiles (3 streamed applications, 10 accesses to reverse proxied web applications, a number of file operations per hour per user). This
has resulted in the following deployment recommendations:

Number of Concurrent Users 20 50 75 100

Memory (GiB) 4 4 6 8

vCPUs 2 4 6 8

Note however that 4 GiB of RAM is a hard minimum!

Multi node Awingu

Once one Awingu appliance has been installed, you can add other appliances to it to have a multi node Awingu environment (see Service
Management Settings). Note that you need a load balancer to balance over the nodes with Frontend roles (see SSL offloader, reverse proxy or

loadbalancer settings).

Each appliance can have a Frontend role, a Backend role or both. An Awingu environment has exactly 1 or 3 backends (whether or not high
availability is required) and 1 or more frontends.

Multi node without high availability

If high availability is not required, i.e. service interruption is allowed until the broken appliance has been restored from snapshot or re-installed,
then you can scale-up to 100 users with a single node. Up to 200 users, you can still use the internal database. When using more than 200 users,
you will need to use an external database (cf. Installation). Note that you cannot change from an internal to an external database!

Number of Appliances with Appliances with External
concurrent users backend and frontend only frontend DB

Max. 150 1x (8 GiB /8 vCPUs) 1x (4 GiB/ 4 vCPUs) Optional
Max. 200 1x (8 GiB /8 vCPUs) 1x (4 GiB /8 vCPUs) Optional
Max. 300 1x (8 GiB /8 vCPUs) 2x (4 GiB /8 vCPUs) Required
Max. 400 1x (8 GiB /8 vCPUs) 3 x (4 GiB /8 vCPUs) Required

For each extra 100 users, add a frontend-only appliance of 4 GiB / 8 vCPUs.

If the CPU load on the first node is getting to high (thousands of users), you can move away the frontend role from that node.

Multi node with high availability

If high availability is required, i.e. service interruption is not allowed (except during upgrades), then you need a multi node and an external
database (cf. Installation) from the beginning. Note that if an appliance goes down, the users that have their RDP connections opened towards the
applications servers via that appliance, will lose their connection and unsaved changes. They will however connect to another appliance for next

RDP connection.

Due to split brain reasons, it is recommended to distribute the Backend roles over three differently powered racks.

Backup strategy

It is always a good practice to regularly backup your Awingu environment, especially before upgrades. If your hypervisor allows consistent live
snapshots, you can use that feature. If consistency is not guaranteed, then you need to snapshot/backup as follows:

® For backend nodes: please sequentially do following actions for each node
1. Shutdown one node
2. Snapshot/backup the node
3. Start the node

Copyright © 2012-2019, Awingu



4. Wait until all services in the Dashboard are green.
® For frontend nodes: you can shutdown and startup them all at once.
® If you have an external database, please use the snapshot feature of the database to create a consistent snapshot.

Soft HA

One appliance might fall out without noticeable performance degradation for the users.

Number of Appliances with Appliances with External
concurrent users backend and frontend only frontend DB

Max. 50 3x (6 GiB /2 vCPUs) none Required
Max. 100 3 x (6 GiB /4 vCPUs) none Required
Max. 200 3 x (8 GiB /8 vCPUs) none Required
Max. 300 3 x (8 GiB /8 vCPUs) 1x (4 GiB /8 vCPUs) Required
Max. 400 3x (8 GiB /8 vCPUs) 2 x (4 GiB / 8 vCPUs) Required

For each extra 100 users, add a frontend-only appliance of 4 GiB / 8 vCPUs.

If the CPU load on the first three nodes is getting to high (thousands of users), you can move away the frontend role from those nodes.

Hard HA

One rack (out of three) might fall out without noticeable performance degradation for the users. The 3 backend nodes are in different racks and
the frontend nodes are evenly spread over the racks.

Number of Appliances with Appliances with External
concurrent users backend and frontend only frontend DB

Max. 50 3 x (6 GiB /2 vCPUs) none Required
Max. 100 3 x (6 GiB / 4 vCPUs) none Required
Max. 200 3x (8 GiB /8 vCPUs) none Required
Max. 400 3x (8 GiB /8 vCPUs) 3 x (4 GiB / 8 vCPUs) Required
Max. 600 3x (8 GiB /8 vCPUs) 6 x (4 GiB / 8 vCPUs) Required

For each extra 200 users, add three frontend-only appliances of 4 GiB / 8 vCPUs.

If the CPU load on the first three nodes is getting to high (thousands of users), you can move away the frontend role from those nodes.

Application Server Sizing Requirements

As a rule of thumb, Awingu recommends one physical Windows application server per 100 concurrent users, with a minimum of 2 for redundancy.
If virtualized, then 4 Windows application server virtual machines per physical machine, with each 4 cores, 32 GB RAM serving up to 25

concurrent users.

Copyright © 2012-2019, Awingu



Deployment

For your convenience, Awingu provides virtual appliances that are custom-build to run on three commonly used hypervisors, i.e. VMware ESXi,
Microsoft Hyper-V and Linux KVM, and on three major cloud platforms, i.e. Microsoft Azure, Amazon EC2 and Google Compute. To begin
installing the Awingu platform, download the virtual appliance for your hypervisor, import and start the appliance and open your browser to further
proceed with your installation through the System Settings. For more detailed instructions describing how to install the Awingu platform on your
hypervisor, please have a look at the section below for more detailed instructions specific to your hypervisor.

Deployment on Microsoft Hyper-V

Deployment on VMware ESXi with vSphere Client on Windows
Deployment on VMware ESXi with vSphere Web Client
Deployment on Linux KVM

Deployment on Microsoft Azure

Deployment on Amazon EC2

Deployment on Google Compute

Copyright © 2012-2019, Awingu 10



Deployment on Microsoft Hyper-V

In this guide we will show you how to deploy the Awingu appliance on Microsoft Hyper-v hypervisor using Microsoft Hyper-V manager

® Step 1 - Download and extract the Awingu appliance
® Step 2 - Create a VM with the VHD image in Hyper-V manager
® Step 3 - Start up the Awingu virtual machine

Step 1 - Download and extract the Awingu appliance

Download the Awingu appliance from the Awingu repository server at https://repo-pub.awingu.com/appliances/latest/vhd/ and extract the ZIP file
to obtain the VHD.

Step 2 - Create a VM with the VHD image in Hyper-V manager
1. Import the VHD image in Hyper-V manager by choosing the option "New Virtual Machine".

23 Hyper-V¥ Manager =1

[la Fie Action View Window Help | =181 %]

e | 2= H

23 Hyper-V Manager Actions Gl
D Virtual Machines HYPER-V-NODE i Ialx] L T

FH

Ha HvPERA2I12 Name = | State | CPUUsage | Assigned Memory | Memory Demand | Memory Status Up

EEGG Running 2% W72 MB n ew k| VirwalMachine..
= aPP2 Running 0% 30720 MB 118 |2 Import virtual Machine... Hard Disk...

2 aPP3 Running % 30720 ME T4 Hyper-y Settings.. Floppy Disk...
2 aPR4 Furring % 30720 W 1

3 HENAPF 0ff ‘L Virtual Network Manager... Rerot

Edit Disk...
Inspect Disk... —

o

194 3 Gotal
(®) Stop Service

75 Rernove Server

T4 Refresh

ll | L Wiew »
Snapshots &) Mews Windaw fram Here

Help

L Add R
APP1 - b Rernoy
= Connect.,

The selected vitual machine has no snapshots.

Ly

Settings...
Turn Off...
Shut Down...
Save

Pause

Reset

Snapshot

Renarne...

APP1
" Created: 10/11/201310:26:33 AW Heartbheat: aK
Notes:  HCLUSTER-IMVARIANTH {1facOeaa-s2 . Assigned Memory: 30720 MB

2. Specify a name for the Awingu virtual machine

ELESFS=00@E

Help

|Displays the new virtual machine wizard.
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https://repo-pub.awingu.com/appliances/latest/vhd/

e Newe Yirtual Machine Wizard ﬂ

|'
r_*' Specify Name and Location

Before Wou Begin Choose a name and location For this virtual machine.

The name is displayed in Hyper-4 Manager. We recommend that vou use a name that helps vou easily
identify this virtual machine, such as the name of the guest operating swskem ar warkload.

Assign Mermory
Configure Metwarking Mame; dwingu-yH|

Connect Wirtual Hard Disk ‘¥ou can create a folder ar use an existing Folder ko store the wvirtual machine. IF vou dont select a
falder, the virtual maching is skared in the defaulk Falder confiqured For this server.

Installation Qptions
[ store the virkual maching in a different location

Location: |C:'I,PrDgrEII'I'IDatEI'I,MiErDSDFt'I,WiI‘IdDWS'I,H':IDEr-'I.l"I,

/v I you plan ko kake snapshots of this virtual machine, select a location that has enough free
space. Snapshots include virtual machine data and may require a large amount of space.

Sumrmary

% Previous Mext = Firish Cancel

3. Assign memory to the Awingu virtual machine:
4. Specify RAM and CPU settings for your VM:

Number users RAM
20 concurrent users 4096 MiB
50 concurrent users 4096 MiB

100 concurrent users 8192 MiB

Copyright © 2012-2019, Awingu
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- New Yirtual Machine Wizard ﬁ

|'
A *' Assign Memory
S

Before You Begin Specify the amount of memory to allocate to this virkual machine, You can specify an amounk From &
) ) MEB through 65536 MB. Toimprove performance, specify more than the minimum amount recommended
specify Mame and Location For the operating system,

Memory: 4IZI96| ME

_ ) ﬂ ‘when you decide how much memory to assign ko a virtual machine, consider how wou inkend
Connect Wirtual Hard Disk ko use the virtual machine and the operating system that it will run,

Configure Metworking

Installation Options
Mare about determining the memory b0 assign bo a virtual machine

Summary

# Previous Mext = Finizh Cancel

5. Configure networking for your Awingu virtual machine

Copyright © 2012-2019, Awingu 13



Before Wou Begin

Specify Narme and Location

Assign Mermory

Connect Yirtual Hard Disk
Installation Cptions

Surmrmary

Configure Networking

Each new wirtual machine includes a netwaork, adapter. ¥ou can configure the network adapter ko use 3
wirtual network, ar it can remain disconnected.

Conneckian:

More about configuring network adapkers

% Previous Mext = Finish Cancel

6. Connect to a virtual hard disk by selecting the option "Use an existing virtual hard disk". Select the unzipped VHD file.

Copyright © 2012-2019, Awingu
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Connect Yirtual Hard Disk

Before Wou Begin & virtual machine requires storage so that wou can install an operating system. You can specify the

) ) storage now or configure it later by modifying the virtual machine’s properties,
Specify Name and Location

Assign Memory ™ Create a virtual hard disk

Configure Metwarking

Ccomeatvimalbavi

S Location: I;|es'|,test'|,awingu_h\,-'per\-"l,awingu_hyper\-"l,'l.-'irtual Hard Disks)  Erowse, .. |
ummary
Size: I 127 GB (Maximum: 2040 GEB)

% Use an existing virkual hard disk

Location: | ey LA voery L Virbual Hard Disks' awingu b T |

" Attach a virtual hard disk later

% Previous et = Finizh Cancel

7. Review your virtual machine settings

Copyright © 2012-2019, Awingu 15



Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew virkual Machine Wizard, ¥ou are about ko create the

) ) fFollowing wvirkual machine,
Specify Mame and Location

. Description:
Assign Mernory F
Configure Netwarking Mame: SWiNguUZZ-¥

) . Memory: 2045 MB
S e B Metwork:  External Nebwork 2

I_ Hard Disk:  W\hyper-v-node\C$iimagesitesthamingu_hyperylawingu_hyperyivirkual H

| | 2

To create the virkual machine and close the wizard, click Finish,

% Previous [ et = Finish Cancel

8. Right click on the Awingu Virtual machine and click "settings..."

e File  Action  Wiew ‘Window Help
= 2= H
25 Hyper-W Manager Actions
S HYPER-V-NODE Virtual Machines
II HYPER-V2012 MHame = | State | CPU Usage | Azzigned Memary | Mewr
i APPY Runnitg 14 30720 MB
i APPE [ulii L& ImportYirtual Machine...
i APPEb Running 0% 30720 ME ) Hyper-V Settings...
EREYE Connect.. I HT Wirtual Netwark Manager. .
g unning 0% 512 MB 7 Edit Disk..
g T — .
i scfoge Start ff E Inspect Disk..,
i ubu120 Skt ] @ Stop Service
4 Rerrowe Sercer
| Export., I x
Snapshi  Rename.. (4 Refresh
Delete,.. Wiew
Help elected vitual machine has no snapshots. Mews Window from Here
[ Hep

9. Please edit the settings of the Awingu-VM to specify the memory and CPU settings:
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In memory management, make sure you select " Static". Dynamic memory allocation is not supported in Hyper-V
manager for debian-based Linux Systems, so selecting "Dynamic” will result in errors on your VM.

- Settings for Awingu-¥M

=10 x|

I.ﬂ\wingu—\-‘M j 4 b | Q
# Hardware Fi#l  Memory

‘ﬂlh Add Hardware
1A BIOS
Book Fram CO

4 B
R Processar

1 Mirtual processar
[= 1 IDE Contraller 0

(—a Hard Drive
awingu.vhd

[= I IDE Contraller 1
4 DWD Drive
Mone
& 551 Controller

[ Metwork Adapter
External metwork 2

T com1
Mone

= come
Mone

Il Disketts Drive
Mone

# Management

\L| Mame
Beingu-vi
7 ) )
=] Inkegration Services
All services offered
1| Snapshot File Location
Cs\ProgramDataiMicrosofthwindo. ..
ig‘_) Autamatic Skart Ackion
Restart if presviously running

i@) Autornatic Skop Ackion
Save

‘*ou can configure options For assigning and managing memary For this virtual machine.

— Memory management

Specify a set amount of memory For this virbual machine, or let Hyper-4 manage the
amount dynarmically within the specified range.

% static
RAM: KNG
o Cryniamic
Startup RAM: I_ ME
Mlaxirurm RAr: I— B

Specify the percentage of memory that Hyper-y should ey to reserve as a
buffer, Hyper-4 uses the percentage and the current demand For memaory to
determine an amount of memary For the buffer.

I 20 %

Mermary bufFer:

— Memaory weight

Specify how to priaritize the availability of memary Far this wirtual machine
compared to ather virtual machines on this computer.

Loy A High

f@ Specifying a lower setting For this virtual machine might prevent it from
starting when ather wirkual machines are running and available memory is low,

L The version of Hyper-¥ running on the server does not support dynamic memory.

[a]4 I Cancel Apply

Awingu recommends the following specs for your virtual machine. Those specs are based on carefully performed

internal load tests.

Number users CPUs

20 concurrent users 2 CPUs
50 concurrent users 4 CPUs
100 concurrent users 8 CPUs

Copyright © 2012-2019, Awingu
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1. Open a console to connect to the virtual machine.
2. Configure the virtual machine network settings. You can choose to use either a static IP or a dynamic IP assigned by DHCP.

™ wvg_app220 on HYPER-Y2012 - ¥irtual Machine Connection - |E||i|
File &ction Mediz Clipboard  Wiew Help

S O@OO NI E

Awingu Network Configuration
Select whether you wish to set a static IP or use DHCP.

Press Up-Doun to select the field.
Press Enter to accept the selection.
Press Esc to cancel.

If you select DHCP and none is available, it will take 5 minutes
to time out.

DHCP

<Cancel>

3. After you have configured your network settings, you are now ready to proceed with the installation through a graphical installer interface.
If you need to change your network settings in the future, you can update these here again (not supported for multi node configuration).
In order to connect to the graphical installer interface, open a web browser and browse to the IP of the Awingu virtual machine on port
8080. More information about how to proceed with the install can be found here.
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Deployment on VMware ESXi with vSphere Client on Windows

In this guide we will show you how to install and deploy the Awingu appliance on VMware ESXi hypervisor.

® Step 1 - Import the appliance in VMware vSphere Client
® Step 2 - Configure your Awingu virtual machine settings
® Step 3 - Start up your Awingu virtual machine

Step 1 - Import the appliance in VMware vSphere Client

1. Connect to your vShpere ESXi hypervisor using vSphere Client

2. Open the OVF deployment menu
1) 172.19.46.20 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help

New L tory [ [El Inventory
| Deploy OVF Template... i
Export » ‘ = ‘ @ @ IW
Report 4
Browse VA Marketplace... [eoa WS- Summary | Resource Allocation | Performance ' Ewvents ' Console ' Permissions
Print Maps » clos:
= What is a Virtual Machine?
it

A virtual machine is a software computer that, like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

N

Host

Virtual machines run on hosts. The same host can run
many virtual machines.

Basic Tasks vSphere Client

[» Power on the virtual machine

3. Import the Awingu OVF template from the Awingu repo server
a. Go to https://repo-pub.awingu.com/appliances/latest/ and browse to the ESX directory.
b. Select the OVA file you want to download and copy-paste this URL in your VMware client import menu:
E.g.: https://repo-pub.awingu.com/appliances/latest/esx/awingu-4-0-1.ova
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@ Deploy OVF Template

Source
Select the source location.

Source

COVF Template Details

Mame and Location

Storage

Disk Format

Ready to Complete Deploy from a file or URL

Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.

Help | < Back | MNext = I Cancel |

c. Alternatively, you can download the OVA file and use it via the Browse... button.
4. Verify the template details
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@ Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
MName and Location
Storage

Disk Format

MNetwork Mapping

Ready to Complete

Product: awingu

Download size: 425.7 MB

Size on disk: 1.2 GB (thin provisioned)
73.2 GB (thick provisioned)

Description:

[E=N NoR =<

Help |

5. Enter the name for your Awingu virtual machine
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Cancel |
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IoRryscEs rw 1A

e

Name and Location
Spedify a name and location for the deployed template

@ Deploy OVF Template EI@

Source Mame:

OVF Template Details
Mame and Location

Storage

Disk Format
Metwark Mapping
Ready to Complete

awingu-VM

The name can contain up to 80 characters and it must be unigue within the inventory folder.

Help | < Back | Mext > I

Cancel |

4

6. Select the data storage where you want to store your virtual machine
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) Deploy OVF Template

Storage

Where do you want to store the virtual machine files?

Source

OVF Template Details
Mame and Location
Storage

Disk Format

MNetwork Mapping
Ready to Complete

Select a destination storage for the virtual machine files:

Name | Drive Type | Capat’lty| Prov’lsionad| Free | Type | Thin Provisioning | Access |
i datastorel S50 216.00 GB 127.64 GB 92.68 GB VMFS5 Supported Single host |
B datastore2 S50 111,75 GB 972.00 MB 110.80 GB VMFS5 Supported Single host
Name Drive Type Capacit}ll Provisioned | Free | Type | Thin Provisioning Access

4

LI}

Help |

< Back | Next = I

7. Select "Thin provision"
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@ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

=

Source ) Datastore: Idamstorel
QVF Template Details

Mame and Location
Storage

Disk Format
MNetwork Mapping
Ready to Complete

Available space (GB): 92.7

™ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
' Thin Provision

Help |

< Back I

MNext =

Cancel |

A

8. Set network mode for your virtual machine to "bridged"

Copyright © 2012-2019, Awingu

24



@ Deploy OVF Template

Network Mapping
What netwarks should the deployed template use?

Source
OVF Template Details Map the networks used in this OWF template to networks in your inventory

Mame and Location

Storage Source Networks | DestinationMNetworks

Disk Format bridged WM Network

Network Mapping
Ready to Complete

Description:

The bridged network

Help |

9. Review your configuration and go back to change details if needed
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@ Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
MName and Location
Storage

Disk Format

MNetwork Mapping

Ready to Complete

Product:

Download size:

Size on disk:

Description:

awingu

425.7 MB

1.2 GB (thin provisioned)

73.2 GB (thick provisioned)

Help |

< Badk | Mext > I

Cancel |

A

10. Click finish to start download and deploy the Awingu appliance. This step may take several minutes. Do not start the machine
automatically after deployment.

-

@ 4% Deploying awingu-YM

Deploying awingu-vM

Deploying disk 1 of 1

7 minutes remaining

[ Cloze thie dislog when completed

Cancel

Step 2 - Configure your Awingu virtual machine settings

1. Right-click on the Awingu-VM to change the settings for RAM and CPUs:
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m

File Edit View Inventory Administration Plug-ins Help

|9 Home ﬁj Inventory DE Inventory

& &
[=] 172.19.46.20
G awingu

G awingu 2015-01-14 evenin

localhost.Jocaldomain VMware ESXi, 5.5.0, 2068190

Summary ' Virtual Machines ' Resource Allocation ' Performance ' Configuration Events ' Permissions

Local Users & Groups

Rename

Report Performance...

Openin New Window...  Ctrl+Alt+N

Remove from Inventory uch as Windows or Linux.
Delete frem Disk -

{3 awingu 2015-01-15 early close tab [X]
Gh awingu-defaultdaol
5 @ Power 4
At uses virtualization software, such Virtusl Machines iy
Bues * Virtual machines. Hosts provide the
Snapshot + lrces that virtual machines use and
Open Console ccess to storage and network
[ Edit Settings... |
Add Permiccion... CtrleP lachine to a host by creating a new Host

irtual appliance.

a virtual machine is to deploy a
Lial appliance is a pre-built virtual
ing system and software already
machine will need an operating

| vSphere Client

2. You can now allocate memory and CPU sources to the Awingu Virtual Machine
L

[ Show All Devices

@ awingu-YM - Virtual Machine Properties EI@

Hardware | Options | Resources | Virtual Machine Version: vmx-09

—Memory Configuration

Memary Size: 4ﬁ IGBLI

Add... | Remaove |

-

Hardware | Summary |
Maximum recommended for this

Ml Memory 4056 MB | 4 guest 0S: 1011 GB.
@ crus 4

) ) Maximum recommended for best
IE Video card Video card 4 performance: 32 GB.

VMCI devi Restricted

= Fviee =St Default recommended for this
&= Hard disk1 Virtual Disk 4 guest0S: 1GB.
BB Metwork adapter1 VM Metwork -

Minimum recommended for this
4 guest O5: 256 MB.

&

! ' | [ [ | [ | | |
FY

Help |

oK Cancel |
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Awingu recommends the following specs for your virtual machine. Those specs are based on carefully performed
internal load tests.

Number users RAM CPUs
20 concurrent users 4096 MiB 2 CPUs
50 concurrent users 4096 MiB 4 CPUs

100 concurrent users 8192 MiB 8 CPUs

3. When the host's memory is almost full, ESXi will start doing memory ballooning on the Virtual Machines. Ballooning is not recommended

for the Awingu. To avoid this, you can reserve all memory:

"Hardware COptions  Resources Wirtual Machine Yersion: wm:x-09

Settings SurnmatYy Resource Allacation

Pl 0 MHz

WEmar 4096 ME (&l locked) | v Reserve all guest memory (Al lacked)

Disk, Mormal

Advanced CPU HT Sharing: &ny Shares: |Nnrmal J | e :I
Advanced Memary MUMA Modes: 2 Frescreeliams | Ii 4096 3 ME

Fiy

Lirit: —_— 28595 =] MB

v

& Limit based on parent resource pool o current host

Help ok Cancel

Step 3 - Start up your Awingu virtual machine

1. Start up the virtual machine in your VMware inventory view and open the console of the Awingu virtual machine
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27 17219.46.20 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

E E ‘E} Home b g5 Inventory b [l Inventory
n > S EGE =R @R

B [@ 172.19.46.20

Gh awingu
5 awingu 2015-01-14 eveniny [eCa GRS SN Ch e Summary  Resource Allocation | Performance ' Events | Console ' Permissions
s awingu 2015-01-15 early close tab
(1 awingu-defauitDol What i - :
at is a Virtual Machine?
(51 [awingu-VM

Avirtual machine is a software computer that. like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run ~_ =
many virtual machines. \1 <
Basic Tasks vSphere Client

[» Power on the virtual machine

% Edit virtual machine settings

2. After booting the machine you should be presented a network configuration menu where you can choose to use a static IP address or to
use a dynamic IP address assigned through DHCP:

@awingu-‘u’l’\a’l on localhest.localdomain El = @

File WView WM

miy @

& B e

Avingu Network Configuration
Select whether you wish to set a static IP or use DHCF.

Press Up/Down to select the field.
Press Enter to accept the selection.
Press Esc to cancel.

If you select DHCP and nonme is available, it will take 5 minutes
to time out.

DHCP

<Cancel>
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3. After you have configured your network settings you can now go to the graphical installation interface. If you need to change your
network settings in the future, you can update these here again (not supported for multi node configuration).
More detailed instructions how to proceed with the graphical installer interface can be found in the next section.
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Deployment on VMware ESXi with vSphere Web Client

In this guide we will show you how to install and deploy the Awingu appliance on VMware vCenter.
® Step 1 - Import the appliance in VMware vSphere Client

® Step 2 - Configure your Awingu virtual machine settings
® Step 3 - Start up your Awingu virtual machine

Step 1 - Import the appliance in VMware vSphere Client

1. Connect to vCenter using vSphere Client (HTMLS5 or Flash)
2. In the left column, navigate to your hypervisor, right-click and select Deploy OVF Template...

vm vSphere Client

8 § [ Actions-7238.0.10 lACTIONS v
* - -
v [ 17218.0.30 th New Virtual Machine... /Jigu*e Permissions WVMs Datastores Networks

Awingu-DC -
v wingu 13 Deploy OVF Template...

W Awingu-EUO1 VMware ESXi, 6.0.0, 2494585 CFPU
[ 172.18.0.10 B ProLiant DL380 Gen9
pe: Intel{R) Xeon{R) CPU E5-2630
[ 721801 Maintenance Mode > vd @ 2.20GHz
[ 17218.012 T 4F
ﬁal—3-6-1 Connection 3 4
& al-3-6-1-vmx1i Power » nes: 17
ﬁ APP2008R2-1 Connected Used: 2.05 TB Capacity: .92 T8
Certificates * 361 days

[ APP2008R2-2
. APP2012R2-1 Storage "
[ APP2012R2-2
[y APP2012R2-3
ﬁ APD2012R2-4 Host Profiles g e
[ APP2016-1

[ APP2016-2

¢ AW-dncp-dns-nt,
¢ AW-dncp-dns-nt, Maove To...
g AW_VCenter_65

3 Add Networking...

Settings
Category Description

. Tags & Custom Attributes g
[ dev-license-gene

ﬁ evil-proxy Remove from Inventory

D, nt Taclc Alorr Add Dorpniccinn
3. Import the Awingu OVF template from the Awingu repo server
a. Go to https://repo-pub.awingu.com/appliances/latest/ and browse to the ESX directory.
b. Select the OVA file and copy-paste this URL the Deploy OVF Template wizard:

E.g.: https://repo-pub.awingu.com/appliances/latest/esx/awingu-4-0-1.ova
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Deploy OVF Template

1 Select an OVF template Select an OVF template

2 Select a name and folder Select an OVF template from remeote URL or local file system

3 Select a compute resource

) ) Enter a URL to download and install the OVF package from the Internet, or
4 Review detalls

browse to a location accessible from your computer, such as a local hard
5 Select storage

drive, a network share, or a CD/DWD drive.

*® URL

6 Select networks

7 Ready to complete

https:/repo-pub awingu.com/appliances/latest/esx/awingu_vmx1l.ova

Local file

Choose Files

CANCEL NEXT

c. Alternatively, you can download the OVA file upload it via the Local file option.
4. Enter the name for your Awingu virtual machine and select the location.

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

4 Review detalls Virtual awingu-VM

machine
5 Select storage

i name:
6 Select networks

7 Ready to complete ) . )
Select a location for the virtual machine.

v [ 172.18.0.30
> Awingu-DC

CANCEL BACK NEXT

5. Select the hypervisor to deploy on.
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Deploy OVF Template

" 15elect an OVF template

" 2 Select a name and folder

3 Select a compute resource
4 Review detalls

5 Select storage

& Select networks

7 Ready to complete

Select a compute resource

Select the destination compute resource for this operation

v Awingu-DC
~ []l Awingu-EUO1
[ 17218.0.10
[ 17218.0.11
[E 17218.0a2

Compatibility

+" Compatibility checks succeeded.

CAMNCEL BACK NEXT

6. Review the details.

Deploy OVF Template

» 15elect an OVF template
+ 2 Select a name and folder

» 3 Select a compute resource

4 Review detalls
5 Select storage
& Select networks

7 Ready to complete

Review detalls
Verify the template details.

Publisher

Download size

Size on disk

Mo certificate present
1.8 GB
4.0 GB (thin provisioned)

73.2 GB (thick provisioned)

CANCEL BACK NEXT

7. Select the storage options and location. Note that Thin Provisioning works fine.
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Deploy OVF Template

+ 15elect an OVF template Select storage

+ 2 Select a name and folder Select the datastore in which to store the configuration and disk files

+ 3 Select a compute resource

+ 4 Review detalls Select wirtual disk format:  Thin Provision -

5 Select storage WM Storage Policy: Datastore Default 4

6 Select networks

MName Capacity Provisioned Free
7 Ready to complete
=l Esxt-Root 22.25 GB 932 MB 2135
(=] Esx1-storage 894 GB 129 7B 156
4 -
Compatibility

v Compatibility checks succeeded.

CANCEL BACK NEXT

8. Set network mode for your virtual machine to "bridged". You don't need to provide an IP address.

Deploy OVF Template

+ 15elect an OVF template Select networks

+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
+ 4 Review detalls Source Network T Destination Network T

+ 5 Select storage bridged WM Network #

-
6 Select networks
1items

7 Ready to complete

IP Allocation Settings

IP allocation: Static - Manual IP address:

IP protocol: IPwd -

CANCEL BACK NEXT

9. Review your configuration and go back to change details if needed.
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Deploy OVF Template

+ 1Select an OVF tEmpIatE Ready to complete
+ 2 Select a name and folder Click Finish to start creation.
+ 3 Select a compute resource

+ 4 Review details

+ 5 Select storage Provisioning type Deploy OVF From Remote URL
6 Select networks
hd Mame awingu-VM
7 Ready to complete
Template name awingu_vmxa
Folder Awingu-DC
Resource 172.18.0.10
Location ESX1-Storage

CANCEL BACK FINISH

10. Click finish to start download and deploy the Awingu appliance. This step may take several minutes. Do not start the machine yet.

Step 2 - Configure your Awingu virtual machine settings

1. Right-click on the Awingu-VM to change the settings for RAM and CPUs:

vm vSphere Clien B Actions - awingu-vM € admin@stack.awingu.com v
Power Lo
= / ACTIONS v
Guest OS >
v [ 172.18.0.30 Snapshots » Or Configure Permissions Datastores Networks
v Awingu-DC
Awingu-EUOT [®F Open Remote Console Guest OS5 Ubuntu Linux {64-bit) CPU USAGE
W |- = o c
Compatibility: ESXi 5.0 and later (VM version 8) E 0O Hz
H 17218.0.10 55 Migrate... VM i i
ware Tools: Not running, not installed
[J 172180m cone . More info... MEMORY USAGE
0 17218012 DNS Name &3 OB
53 ak-3-6-1 Fault Tolerance » IP Addresses: lﬂ STORAGE USAGE
Host: 172.18.0.10
&g al-3-6-1-vmx1l M Policies e ® 4.16 GB

[ APP2008R2-1
fp APP2008R2-]  Template
U APP2012R2-1|  Compatibility > ~
[ APP2012R2-2
R APP2012R2-3 \

R APP2012R2-4 Move to folder... |:| 4 GB, 0 GB memory active
3 APP2016-1
[ APP2016-2

@ Edit Settings... 4 CPU(s)

Rename... 73.24 GB

E‘p‘ AW-dhcp-dng Edit Notes... Br1 WM Network (disconnected)

(% AW-dhcp-dns Tags & Custom Attributes »

3 AW_VCenter U
) Add Permission...
[T awingu-VM Device on the virtual machine PCI bus that provides
[y dev-license-g Remove from Inventory support for the virtual machine communication interface

Deoront Tocle Alorrm Dalata from Dicle

2. You can now allocate memory and CPU sources to the Awingu Virtual Machine
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Number users RAM CPUs
20 concurrent users 4096 MiB 2 CPUs
50 concurrent users 4096 MiB 4 CPUs

100 concurrent users 8192 MiB 8 CPUs

Fore more details, see Sizing Requirements.
When the host's memory is almost full, ESXi will start doing memory ballooning on the Virtual Machines. Ballooning is not recommended
for the Awingu. To avoid this, you can reserve all memory.

Edit Settings = awingu-vm %

Virtual Hardware VM Options
\ ADD NEW DEVICE l

» CPU* 2 - )]
< Memory * 4 GB v

Reservation \ .

¥| Reserve all guest memory (All locked)
Lirmit Unlimited | v| MB -
1

Shares Mormal

Memory Hot Plug Enable
» Hard disk 1 732421875 GB -
» Metwork adapter 1 WM Network ¥ Connect...
» Video card 4 MB

VMCI device Device on the virtual machine PCI bus that provides support for the

virtual machine communication interface

» Other Additional Hardware

CANCEL OK

Step 3 - Start up your Awingu virtual machine

1. Power On your Awingu VM
2. Open the console by clicking on the thumbnail on the right pane.
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vm vSphere Client

= 2 3 awingu-VM ACTIONS v
v [{ 172.18.0.30 Summary Meonitor Configyee Permissions Datastores Networks
v Awingu-DC
swingu ELO1 Guest 0S: Ubuntu Linux (64-bit) CPU USAGE
v N
Compatibility:  ESXi 5.0 and later (VM version 8) [:| 0O Hz
D 172.18.0.10 WMware Tools: Running, version:2147483647 (Guest Managed)
[ 1721801 i m MEMORY USAGE
[ 172.18.012 DNS Name:  awingu 3GB
ﬁ al-3-6-1 IP Addresses:  172.18.0.124 ‘ J STORAGE USAGE
View all 2 IP addresses =
al-3-6-1-vmxl TR B 7 8.33GB
i Launch Remote Console Host 17218.010
3 APP2008R2-1
[ APP2008R2-2
3 APP2012R2-1
LR APP2012R2-2 VM Hardware ~ Notes A
3 APP2012R2-3
E‘b‘ APP2012R2-4 CPU 4 CPU(s) Edit Notes
{3 APP2016-1 Memory D 4 GB, 3 GB memory active
[ APP2016-2 Custom Aftributes ~
AW-dhcp-dns-nt Hard disk 1 73.24 GB
ﬁ cp-ansn N Attribute Value
[ AwW-dhcp-dns-nt.. .
Network adapte.. WM Network {connected)
[ AW_VCenter_65
(3 awingu-vM Video card 4 MB
3 dev-license-gene.. . )
VMCI device Device on the virtual machine
=] nt T L Aloro

3. After booting the machine you should be presented a network configuration menu where you can choose to use a static IP address or to
use a dynamic IP address assigned through DHCP.

awingu-VM Enforce US Keyboard Layout | View Fullscreen | Send Ctri+Alt+Delete

Aiwingu Network Configuratiom
Select whether you wish to set a static IP or use DHCP.

Press UpsDown to select the field.
Press Enter to accept the selection.
Press Esc to cancel.

If you select DHCP and none is available, it will take 5 minutes
to time out.

DHCP

{Cancel>

4. After you have configured your network settings you can now go to the graphical installation interface. If you need to change your
network settings in the future, you can update these here again (not supported for multi node configuration).
More detailed instructions how to proceed with the graphical installer interface can be found in the next section.
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Deployment on Linux KVM

By far the easiest way to deploy the Awingu appliance on a linux KVM hypervisor is by using virt-manager to import and deploy the Awingu
appliance. In this guide we will show you which steps you need to perform in order to deploy the awingy appliance on a linux KVM using
virt-manager.

® Step 1 - Install KVM on your linux system.
® Step 2 - Download the Awingu appliance
® Step 3 - Install and configure virt-manager

Step 1 - Install KVM on your linux system.

Make sure you have KVM installed on your linux system. In case you haven't installed KVM you can install KVM as folows:

# on debi an- based systens
sudo apt-get install genu-kvm

# on Red Hat-based systens
sudo yuminstall genmu-kvm

Before you install KVM, make sure your virtualization host supports hardware-assisted virtual virtualization. If you find "svm" or
"vmx in the file /proc/cpuinfo, then your host supports hardware-assisted virtualization. You can check whether one of these
flags is present by executing the following command:

grep "svm |vnx" /proc/cpuinfo

It is not recommended to do memory ballooning on the Awingu appliances.

Step 2 - Download the Awingu appliance

wget https://repo-pub. awi ngu. coni appl i ances/ | at est/ kvm awi ngu- 4- 0- 1. gcow2
m/ awi ngu-4-0-1.gcow2 /var/lib/libvirt/imges

Step 3 - Install and configure virt-manager

Virt-manager is a graphical front-end to libvirt, which interacts which the KVM hypervisor. You can use virt-manager to manage
all your virtual machines running on KVM.

1. Toinstall virt-manager run the following commands:
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# on debi an- based systens
sudo apt-get install virt-nmanager

# on Red Hat-based systens
sudo yuminstall virt-nanager

2. After you have installed, you need to make sure you start up virt-manager as root

sudo virt-nmanager

3. Connect to your KVM hypervisor (either on local machine or remote host)

Virtual Machine Manager

File Edit View Help

E_—; Open
Name 4  (CPUusage

localhost (QEMLU)

4. Click the icon in the upper left corner to create a new virtual machine.
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New VM

m Create a new virtual machine

Enter your virtual machine details
Name: |Awingu-VM
Connection: localhost (QEMU)

Choose how youwould like to install the operating system
) Local install media (ISO image or CDROM)
() Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)

@® Import existing disk image

Cancel Back Forward

5. Browse to the location containing the Awingu QCOW image and use the same import settings.
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New VM

m Create a new virtual machine

Provide the existing storage path:

Jvar/lib/libvirt/images/awingu.qcow?2

Choose an operating system type and version

Browse...

0S type: | Linux

Version: | Ubuntu 14.04 LTS (Trusky Tahr)

Cancel Back

Forward

6. Specify RAM and CPU settings for your VM:

Number users RAM CPUs
20 concurrentusers 4096 MiB 2 CPUs
50 concurrent users 4096 MiB 4 CPUs

100 concurrent users 8192 MiB 8 CPUs
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New VM

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): [E946 . MB
Up to 3946 MB available on the host

CPUs: 4.
Up to 4 available

Cancel Back Forward

7. Review your virtual machine settings. You don't need to change the advanced options.
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New VM

m Create a new virtual machine

Ready to begininstallation of awing-vm2
0S: Ubuntu 14.04 LTS (Trusty Tahr)
Install: Import existing OS image
Memory: 3946 MB
CPUs: 4
Storage: 73.2 GB /var/lib/libvirt/images/awingu.qcow?

[| Customize configuration beforeinstall

P Advanced options

Cancel Back Finish J

8. After you have finished you have reviewed your virtual machine configurate, press the finish button, The awingu Appliance will get
imported and start to boot. This may take several minutes.
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Awingu-VM Virtual Machine
File Virtual Machine View Send Key

Boot from (hd®,0) ext4 d0Zb262a-?e2f-4f 1e-b54f -5233b7792907

9. When the machine has boot up, you will be presented a network configuration menu where you can choose to you either a static IP or a
dynamic IP assigned by DHCP.
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Awingu-VM Virtual Machine

File Virtual Machine

Awingu Network Configuration
You can access the installer at http:-/-192.168.122.131:3080

Press enter if you wish to reconfigure the network.

<RECONF IGURE NETWORK>

10. After you have configured the network settings for your virtual machine, you can now proceed with the installation through a graphical
installer interface. If you need to change your network settings in the future, you can update these here again (not supported for multi
node configuration).

To access the graphical installer interface you need to open a web browser and go to the IP of your virtual machine on port 8080. More
detailed instructions how to proceed with the graphical installer interface can be found in the next section.
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Deployment on Microsoft Azure

You need to use premium storage to use Awingu.

Deploying using the Azure Resource Manager (ARM)

The Awingu appliance is available via the Azure Marketplace

We have an Azure Marketplace Solution Awingu all-in-one, ideal to kick-start using Awingu:

® Deploys and configures a Windows environment:
® Windows Active Directory server with file server
® Windows Application Server

® Deploys and configures an Awingu environment

Deploying using the Azure Classic Portal

The SAS URL is provided on:http://repo-pub.awingu.com/appliances/latest/azure/
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Deployment on Amazon EC2

Links to the correct Amazon images can be found directly on: https://repo-pub.awingu.com/appliances/latest/ec2
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Deployment on Google Compute

Request access by sending google id (email) to support@awingu.com
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Awingu Installer

Accessing the installer

Step 1 - End User License Agreement
Step 2 - Setup Management User
Step 3 - Server Configuration

Step 4 - Database Configuration

Step 5 - Summary

Installation Progress

Install complete

Accessing the installer

After deploying an Awingu appliance you can access the web based installer by navigating to the appliance on port 8080 using one of
the supported laptop browsers. It is important to note that, although the Awingu interface will work on any device or browser, the install wizard is
not meant to be used on mobile or tablet devices.

® Open your browser
® Enter http://<appliance ip or dns>:8080/ in the address bar

You will be presented with first step of the installation wizard.

All information entered in the wizard is required to bootstrap your Awingu platform. After the install you can review and modify all information in
the System Settings.

Step 1 - End User License Agreement

End User License Agreement 1/5

Awingu.com

. Any Device. Anywhere

AWINGU
END USER LICENSE AGREEMENT (V3.1)

This End User License Agreement ("EULA”) is a legal agreement between:

1) you (both the individual installing the Software and any other person or entity on behalf
of which such individual is acting) ("End User"); and

2) Awingu NV, a limited liability company incorporated under the laws of Belgium, with
registered seat at Ottergemsesteenweg-Zuid 808 bus 44, B-9000 Gent, Belgium and
registered with the Crossroad Bank for Enterprises under company number VAT BE
0832.589.222 (Register of Legal Persons (RPR) Gent) ("Awingu™):

governing your acquisition and use of Awingu's proprietary Software (as defined hereinafter),
either directly from Awingu or indirectly through a Reseller.

1 DEFINITIONS

11 "Concurrent User” shall mean any individual user of the Software who is permitted by
End User to access or use the Awingu Software, it being understood that each simultaneous
login to the Awingu Software (through active browser sessions) shall be deemed to constitute
one Concurrent User. Hence, when one user is simultaneously logged in to the Awingu Software
form two different devices, this constitutes two Concurrent User sessions;

12 “Confidential Information” shall mean the Software, its source code, the content of
the Documentation, any financial, statistical, business, technical, copyright. and confidential or

Yes, | have read and hereby accept the above license terms and conditions.

Previous Next Finish

Before starting the actual setup of the appliance, you have to accept the End User License Agreement.

A PDF version of the EULA can be found on the Awingu website.
If you have any questions regarding the EULA, please contact info@awingu.com.

To proceed, tick the Yes, | have read and hereby accept the above license terms and conditions box and click Next.
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Step 2 - Setup Management User
Setup Management User 2/5

© -+ The Management User has precedence over users from your LDAP/AD Server(s). It is important to
define a username which is not and will not be used on the LDAP/AD Server(s).
* The username cannot be changed afterwards.
¢ The password of the Management User can be changed afterwards via its Account Settings, but only
when providing the previous password. A forgotten password cannot be recovered!

* Required field
"
Username Username
Password * Password
Confirm Confirm Password
Password *

Previous Next Finish

An Awingu environment requires a Management User, which is a pure administrative account.

This Management User will be able to login at any time and alter configuration settings. After connecting Awingu to your LDAP/AD Server(s) using
the Domain Settings, you will also be able to add additional users with administrative privileges. Opposite to users on the LDAP/AD Server(s), this

Management User will not be able to launch streamed applications or access drives. This user is not taken into account for licensing and does not
require a one-time-password (OTP) to sign-in.

It is advised not to use this Management User, other than for install or in case of emergency.

The Management User has precedence over users from your LDAP/AD Server(s). It is important to define a username which is
not and will not be used on the LDAP/AD Server(s). The username cannot be changed afterwards.

The password of the Management User can be changed afterwards via its Account Settings, but only when providing the
previous password. A forgotten password cannot be recovered!

To define a management user, please populate following fields:

® Username: Username of the Management User.
® Password: Password of the Management User.
® Confirm Password: Repeat the password of the Management User.

If all of the above is populated correctly, click Next.

Step 3 - Server Configuration
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Server Configuration 3/5

© The DNS Servers and NTP Servers need to be accessible during the installation.

* Required field
Hostname * yc-installer
DNS Servers * DNS Servers
IP addresses only, separated by comma
NTP Servers * NTP Servers

IP addresses or FQDN, separated by comma

Previous Next Finish

The installer requires following network information:

® Hostname: Enter the hostname (only a-z, 0-9 and - are accepted) of the Awingu appliance. If the DHCP server is providing a hostname,
it will be pre-filled.

® DNS Servers: Comma separated list of IP addresses of your Domain Name System servers.

® NTP Server: The IP or host of your Network Time Protocol server. You can use the Active Directory server if the time source of that
server is reliable (more information).

Note that hostnames of your Awingu appliance(s) cannot be changed afterwards.

If all of the above is populated correctly, click Next. The provided configuration settings will be evaluated and some preliminary checks will be
executed:

® DNS Servers: the installer verifies if the given servers are DNS servers.
® NTP Servers: the installer does NTP calls to the given servers.

Note that the NTP settings will be ignored if they are provided via DHCP.

Step 4 - Database Configuration
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Database Configuration 4/5

© Optionally Awingu allows connectivity to an external database.

For a single node deployment and a multi node deployment for max. 200 users, the specification is optional. However, connectivity to
an external database is mandatory in case the number of concurrent users exceeds 200 or in case high-availability is needed on the
database.

If you do not specify an external database, Awingu will run an internal database.

Warning: Changing the database configuration from internal to external is not possible anymore after the installation.

* Required field
Enable external databases

Frontend Web
E.g.: "usgl//username:password@example.com
frontendWeb

Graphite Web
E.g.:© sgl//username:password@example.com
graphiteWeb

Previous MNext Finish

Optionally Awingu allows connectivity to an external database.

For a single node deployment and a multi node deployment for max. 200 users, the specification is optional. However, connectivity to an external
database is mandatory in case the number of concurrent users exceeds 200 or in case high-availability is needed on the database.

If you do not specify an external database, Awingu will run an internal database.

Externalizing a internal database after installation is not possible.

Changing the database connection URLSs after installation is not possible.

Awingu provides connectors for Microsoft SQL (both on-premise as Azure SQL Database) and PostgreSQL.

We need two databases for Awingu: Frontend Web and Graphite Web. Each database is specified with a Connection URL adherent to following
structure:

protocol://username:password@server:port/database

Where protocol should be replaced by one of the following: mssgl or postgresqg|l.

The server can be defined with its Fully Qualified Domain Name (FQDN) or its IPv4 address.

In case of MS SQL named instances, "server:port" can be replaced with "server\named_instance".

Please make sure the specified accounts and databases are available before proceeding.
Database credentials, name and host can contain following characters:

a-z
A-Z
0-9

Note that his mean that for MS SQL, you cannot use domain users (e.g. DOMAIN\username) because they contain a backslash.

Below some sample URLs:

® Frontend Web: postgresql://username:password@database.company.com:5432/frontendweb
® Graphite Web: mssql://username:password@database.company.com\awingu/graphiteweb

If all of the above is populated correctly, click Next. The connections to the databases will be verified by creating, editing and deleting a table in
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each database. We also check if the databases are not already in use by Awingu.

Step 5 - Summary

Summary 5/5
Management User Credentials

Username admin

Password kA ik
Server Configuration

Hostname ye-installer
DNS Server 8.8.8.8

NTP Server 0.europe.pool.ntp.org

Previous Next Finish

All required configuration parameters are now provided and can be verified on this page. Click on Finish to start the installation process

Installation Progress

The Awingu appliance is installing packages.
This operation will take approximately 15 min.

When the install is completed, you will be presented a sign-in screen.

Install complete

Awingu.com

Welcome to Awingu

The install is complete.
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You can sign-in using your Management User credentials provided in step 2 and start configuring your Awingu platform using System Settings.

Note that the session of the Management User expires after 15 minutes and you will need to login again.

The next configuration steps are:

1. Creating a first domain in Domain Settings
2. Defining an admin group in User Connector Configuration

When done, you will able to use an AD users in the admin group to login to Awingu, which is recommend.

Copyright © 2012-2019, Awingu 54



Azure Awingu All-In-One

® |ntroduction
® Deployment
® Basics
® Awingu Configuration
® Windows Backend Configuration
® Summary
® Next Steps

Introduction

The Awingu All-In-One Azure marketplace solution allows you not only to deploy an Awingu appliance, but also to deploy a complete Windows
backend infrastructure and configure Awingu to use this backend. The result of an Awingu All-In-One Azure marketplace solution is a
pre-configured, ready-to-use Awingu environment hosted in the cloud.

This might be useful in following scenarios:

® Greenfield projects where no existing Windows environment is available
® Migration to the cloud
® Testing purposes, e.g. to evaluate Awingu

Deployment

Deploying an Awingu All-In-One Azure marketplace solution is done through the Azure Portal using a wizard in 3 easy steps.
To start the wizard, search for ‘Awingu All-In-One' on the Azure marketplace and click the 'Create’ button.

The wizard will present you some options and questions in easy 3 steps.

Please note that Awingu All-In-One is not available in Azure Classic.

. C ooy curt(@ wingu.
~v  New » Marketplace » Everything - 20 = E?;U'LFT'QD'IJP?LT‘; ﬁ
-Al Al (ORY

Marketplace Everything

Y Filter

Everything

| Awingu All-In-One|

Virtual Machines

Results
‘Web + Mobile

NAME “ PUBLISHER
Data + Storage

=== Awingu All-In-One Awingu

Data + Analytics
Internet of Things
Networking

Media + CDN
Hybrid Integration
Security + Identity
Developer Services
Management
Intelligence

Containers
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New > Marketplace > Everything > Awingu (Staged)

g Awingu (Staged) A _ 0O X

Today's work is mobile, and having a mobile workforce is high on every CIO’s agenda. Yet more
LT x often than not, implementation often lags due to constraints from legacy IT systems and security.

Awingu removes those constraints. We bring legacy applications to the browser of any device (pc,
laptop or tablet). With Awingu, every application can run in the secured 'sandbox’ of your browser,
and there is no need to configure or manage the device.

BLISHER 7 CATEGORY - We don't stop with “legacy.” Awingu brings together 'the old’ and 'the new’ and allows access to
. Saas applications with just ONE login. Fully secured. Fully managed. Fully audited.
ingu Compute . . . o
“Awingu All-In-One” allows for very easy and fast provisioning of Awingu, application servers, AD
ﬂ and file servers.
ingu Compute
= Highlights

* Intuitive: designed for intuitive use. No installations required on the device

]

* Mobile: access your workspace on any device via a connected HTMLS browser (e.g., Edge,
Chrome, Safari, Firefox).

@ * Hybrid Cloud: run Awingu on Azure. Connect to applications and files running in any cloud.
* Secure: multi-factor authentication built-in. No footprint on the device -
Select a deployment model @
t | v
‘ contentCrawler for NetDocuments Create
DocsCorp
4 3

Basics

The first step 'Basics' covers Azure settings and determines where your Awingu All-In-One environment will be deployed.

This is based on the Azure subscription and datacenter selected. All virtual machines will be deployed in a single, newly created Resource Group

Currently it is only possible to deploy in a new Resource Group.
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» Basics

Subscription

Basics

BizSpark Plus|

‘Configure basic settings

* Resource group @

® Create new
My-Awingu-All-In-Cne

Location

West Europe

Awingu Configuration

The second step 'Awingu Configuration’ will present you with all options and questions required to deploy and configure the Awingu appliance.

ged) » Awingu

B X ngu Configur.

* Email address @
Basics

doc@awingu.com
Done
* Public IP address @
Awingu (new) Awingu
Configure Awingu
* DNS prefix @
my-awingu-aio v

westeurope.cloudapp.azure.com
* Awingu recovery password @

* Confirm password

* Awingu appliance size
1x Standard F2

Label Description
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Your email address to provide you with access to documentation and support. You will receive links and information
on this address.

Email address

Public IP address Public IP address on which your Awingu environment will be accessible from the internet.

DNS prefix for the Awingu environment. You will be able to access your Awingu environment on {prefix}.{location}.clo
udapp.azure.com.

DNS prefix

Awingu recovery This password allows you to recover your Awingu environment in case of backend problems.

password

Awingu appliance size ~ Azure appliance size to use for the Awingu appliance.

Windows Backend Configuration

The third step 'Windows Backend Configuration' will present you with all options and questions required to deploy and configure the Windows
backend servers.

This backend will consist of 1 Active Directory server and a selectable amount of Windows application servers. The Awingu appliance will be
configured automatically to connect to these servers.

nfiguration

X Windows Backend Con... —

* Admin username @
Basics .
awadmin
Done
* Admin password @
Awingu
Done * Confirm password

Windows Backend > * Domain name @

Configure Windows Backend awingu-aio.net
Application server count @

2

* Windows server size @

3x Standard D2 v2

Label Description

Admin Admin username for Awingu and Windows backend. This username will be domain administrator on the Windows backend.
username

Admin Admin password for Awingu and Windows backend.

password

Domain Windows domain name used for the Windows backend. (FQDN)

name

Application  Specify the number of application servers you want to deploy. These servers will host the Windows applications. The number of
server servers depends on the expected load. Servers can always be deployed later on and easily imported inAwingu.

count

Windows Azure appliance size to use for all Windows servers.

server size
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Summary

This step gives you a summary of earlier provided information for review.
If all information is correct, press OK to start deploying your Awingu All-In-One environment.

foawingu.on... (i

Voo Create Awingu (Staged) » Summary DEFAULT DIRE
(DEFAU

Create Awingu (Staged) — 0O X Summary o X

* Doy

ﬂ Validation passed

L] 1 Basics v
Done
Basics
Subscription BizSpark Plus
e 2 Awingu v Resource group My-Awingu-All-In-One
Done Location West Europe
Awingu Configuration
[ Windows Backend Email address doc@awingu.com
3 b v Public IP address Awingu
- one DNS prefix my-awingu-aio
Awingu recovery password =~ TR
- Awingu appliance size Standard F2
s summary - ;
4 Awingu (Staged) > Windows Backend Configuration
& g g Admin username awadmin
Admin password e
Domain name awingu-aio.net
a 5 Application server count 2
i Windows server size Standard D2 v2
. 4 L3
Next Steps

Congratulations! You have your Awingu All-In-One environment up-and-running!

Now you can navigate to http:/{prefix}.{location}.cloudapp.azure.com and sign-in using the admin username and password provided in step 2 of
the wizard.
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System Settings

® |ntroduction
® Multi-tenancy

Introduction

An Awingu environment can be installed via a web based installer. Once the installation has been finalized, the System Settings can be used to
change and apply new parameters, adding applications, drives, etc.

The first time you login, you can use your Management User credentials provided during installation.

Note that the session of the Management User expires after 15 minutes and you will need to login again.

The next configuration steps are:

1. Creating a first domain in Domain Settings
2. Defining an admin group in User Connector Configuration

When done, you will able to use an AD users in the admin group to login to Awingu, which is recommend.

Multi-tenancy

The Awingu solution supports multi-tenancy for end-users and segregated access to the management interface:

® Domain Admins can only manage their specific settings.
A Domain Admin is a user which is member of a security group labeled as admin user in the User Connector of a domain not marked as
an Administrative Domain, as configured in Domain Settings.
® The Management User and Global Admins can manage all domains and generic settings. In the top left corner, the user can toggle
between domains. The generic settings are in the Global menu in the top right corner.
® The Management User is the user defined during installation.
® A Global Admin is a user which is member of a security group labeled as admin user in the User Connector of a domain marked
as an Administrative Domain, as configured in Domain Settings.

More information can be found in the section Service Provider Support in Awingu.
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System Settings - Global

The Global section hosts a number of pages which are only accessible by the Management User or the Global Admins.

Connectivity Settings

General Information

Service Management Settings
Domain Settings

Certificate Settings
Troubleshoot
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Connectivity Settings

Servers

HTTP Proxy

External Reverse Proxy

SNMP

Direct TCP (Use SMBJ/CIFS via port 445)
SSL Offloader

Database connection URLs

Database Backup SFTP user

The connectivity section groups parameters required for Awingu to interface with external services.

Servers

DEV-AWINGU - Configure - Manage - Ch

Connectivity Information

Servers
NTP Server(s) dev-awingu-ad1.dev-awingu.com,dev-awingu-ad2.dev-awingu.com d
DNS IP Address(es) 172.16.0.25,172.16.0.26 4
Repo Server URL http://notbuild.awingu.com rd

System Settings - © 2012-2018 = 41

The servers are configured during the installation and can be edited here.

® NTP server: The IP or fully qualified domain name of your Network Time Protocol server. You can use the Active Directory server if the
time source of that server is reliable (more information). Note that the NTP settings will be ignored if they are provided via DHCP.

® DNS IP address(es): IP address(es) of one or more DNS servers to be used by Awingu.

® Repo Server URL: The repo server hosting the Awingu software (needed for upgrades). Please fill in the following URL: https://repo-pub.

awingu.com.
HTTP Proxy
Configure ~ Manage Changes
HTTP Proxy
State Enabled
D Disabled

HTTP Proxy Server URL

Cancel Apply

System Settings - © 2012-2018 - 4.1

The HTTP Forward Proxy server is configured during the installation and can be edited here. The proxy server will be used to reach public
services, like the Repo Server of previous section, DUO MFA, Skype for Business and OneDrive. Note that automatic SSL (Let's Encrypt) is not
using this proxy. Please refer to Connectivity Requirements for more details about outbound connections.

® State: Enable or Disable the use of an HTTP Proxy Server
® HTTP Proxy Server URL: The URL an HTTP forward proxy server. Username and password can be embedded in the URL, e.g.
http://username:password@ proxy.mycompany.com
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External Reverse Proxy

DEV-AWINGU - Configure ~ Manag

External Reverse Proxy

Reverse Proxy IPs |

When using Awingu behind an external reverse proxy, load balancer or SSL offloader, enter
their IPv4 address(es) or network(s) (comma separated). For requests that come from these
IPs, we will use the supplied client IP in the X-Forwarded-For or X-Real-IP headers. Otherwise
we will use the actual IP that was used to connect to Awingu as the client IP. The correctness
of this client IP is important for auditing and whitelisting purposes.

If you are accessing Awingu without reverse proxy, load balancer or SSL offloader, please keep
this field empty for security reasons.

Cancel Apply

System Settings - © 2012-2018 - a1

Relevant when using Awingu behind an external reverse proxy, load balancer or SSL offloader. Here you specify their IPv4 address(es) or
network(s) (comma separated). For requests that come from these IPs, we will use the supplied client IP in the X-Forwarded-For or X-Real-IP
headers. Otherwise we will use the actual IP that was used to connect to Awingu as the client IP. The correctness of this client IP is important for
auditing and whitelisting purposes.

If you are accessing Awingu without reverse proxy, load balancer or SSL offloader, please keep this field empty for security reasons.

SNMP
F
SNMP
State  Enabled s
Password
System Settings - © 20122018 - 41

The status and health of Awingu appliances can be monitored and integrated in your monitoring system using SNMP.
If enabled, all Awingu appliances provide an SNMP agent which is accessible using SNMPv3.

All communication is AES encrypted and access is password protected.

The agents are accessible on UDP port 161 with the read-only user awingu.

® State: Enable or Disable SNMP agents on the Awingu appliance(s)
® Password: Self-selected password for read-only user awingu required to access the SNMP agents

An example of a snmpwalk command (for Linux users):

snmpwal k -v 3 -0Gs -l authPriv -u awingu -x AES -X '<password>'" -a SHA -A
' <passwor d>' <appliance | P>

Direct TCP (Use SMB/CIFS via port 445)
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DEV-AWINGU - Configure ~ Manage ~ Changes

Direct TCP (Use SMB/CIFS via port 445)

State Enabled

System Settings - © 2012-2018

This settings specifies the SMB/CIFS ports used:
® Enabled: UDP port 137, TCP port 445 (default)
® Disabled: UDP port 137 broadcast, TCP port 139 (for older SMB servers)

Direct TCP should be enabled when accessing DFS namespaces and when using CIFS drives in a public cloud (where broadcasts are typically
blocked).

SSL Offloader

DEV-AWINGU ~ Configure ~

SSL Offloader

State Optional HTTPS

‘You can access Awingu through both HTTP and HTTPS, but the specific security measurements
for HTTPS (e.g. Cookie Secure Flag) won't be applied. This setting can be used with both the
internal and an external SSL offloader.

© Internal SSL offloading with enforced HTTPS

All HTTP traffic to Awingu will be redirected to HTTPS, which will be handled by the internal SSL
offloader of Awingu. This enables specific SeCUFiW measurements for HTTPS (eg Cookie Secure
Flag).

External SSL offloading with enforced HTTPS

Awingu accepts non-SSL traffic, but specific security measurements for HTTPS (e.g. Cookie
Secure Flag) will be enforced. You need an external SSL offloader to access Awingu.

Cancel Apply

System Settings - © 20122018 5 a1

If no external SSL offloader is available, Awingu can handle the SSL offloading (also referred to as SSL termination) internally.
When using multiple Awingu nodes for high availability reasons, we recommend to use an external SSL offloader.

In Certificate Settings, you can upload or generate SSL certificates. Once the first certificate is added, Awingu will start serving HTTPS on port
443.

The internal SSL offloader can be used in three states:

® Optional HTTPS:
® |f you don't use external SSL offloader, Awingu is accessible via both port 80 (HTTP) and 443 (HTTPS).
When accessing via HTTPS, the session cookies have the secure flag enabled: your session cookie is only valid for future
HTTPS connections.
® |f you use an external SSL offloader, you will typically not have certificates uploaded in Awingu and the SSL offloader will access
Awingu through port 80.
® Internal SSL offloading with enforced HTTPS:
® You are not using an external SSL offloader.
® Awingu is only accessible via port 443 (HTTPS). All traffic on port 80 (HTTP) will be redirected to 443.
® The session cookies have the secure flag enabled: your session cookie is only valid for future HTTPS connections.
® External SSL offloading with enforced HTTPS:
® You are using an external SSL offloader.
® You will typically not have certificates uploaded in Awingu and the SSL offloader will access Awingu through port 80.
® The session cookies have the secure flag enabled: your session cookie is only valid for future HTTPS connections.
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Enforced HTTPS with internal or external SSL offloader can only be selected when accessing the System Settings via HTTPS. This is
to avoid that you are locked out of Awingu.

Note: if you switch back from HTTPS to HTTP, you will need to clear your browser cache and delete your Awingu cookies to be able to use
Awingu again.

Database connection URLs
Configure ~ Manage ~ Changes

Database Connection URLs

Database running Internally

Systam Settings - © 2012-2018

Optionally Awingu allows connectivity to an external database. This setting is configured during the installation and cannot be edited afterwards.

Database Backup SFTP user

DEV-AWINGU - Configure ~ Manage ~ Changes

Database Backup SFTP User

Username dbbackup

Password = "TTT™" k4

System Settings - © 2012-2018 - 41

This parameter is only relevant when the Awingu internal database is used. Awingu saves the database to local disk every day. You can retrieve
this dump and saving it on another system via SFTP. The dumps are retained on local disk for a period of 3 days, before being discarded. More
information: Backup and recovery of the Awingu Database.

You can choose the credentials of the SFTP user that can access the database dump:

® Username: SFTP username dbbackup. This cannot be changed.
® Password: SFTP password.
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General Information

Management User

Remote Support

Partner

Account Manager
Anonymous Usage Reporting
License

Upgrade Version

DEV-AWINGU «

Management User
Username
Whitelisted Subnets
Remote Support

Intervention Password

Partner

Address

Account Manager
Mame

Phone Number

State

License

Info

Upgrade Version #

Versions
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General Information

admin

Disabled

Disabled

My cosl Awingu Partnér
Somewhere far ------- = away
Or somewhere \ near

XOX0 </b>Gent<b>

Far East of Flanders
Belgium

+0876543210

Mr. Account Manager

+1234567890

Anonymous Usage Reporting

Disabled

Awingu
Type:
License Terms:
+ 1000 CONCURRENT users until 2021-12-31

Revision: 1

a»
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L )
Could not fetch available versions from the repository server. Please make sure that the Repo Server
URL on the Connectivity page is correct and that it is reachable from the Awingu appliance.

Upgrade

em Settings - © 2012-2018 - 4.1
Syst gs

Management User

The management user can log into the System Settings even when Awingu's connectivity to the authentication service has not yet been
established. For more information, please refer to the appropriate section of the Awingu installer.

® Username: Username of the management user (cannot be edited).
®* Whitelisted Subnets: If enabled, you can only login with the management user from the provided list of subnets. A typical use case is to
only allow access from within the company or the data center.

In order to change the password of the management user:

® Login with the username and password of that management user. When OTP or Radius is enabled, you don't need to provide any token.
® In the bottom left, click on the profile menu and select Account settings.
® Click on Change password.

Remote Support

Some interventions by the Awingu Support Team require SSH access. When temporarily opening the SSH port (TCP:22) on your firewall for the
intervention, it is recommended to use an intervention password that you can communicate to the Support Team as an additional layer of security.
If you don't enable this feature, the Support Team will be able to access your environment without an intervention password.

When you enable the Intervention Password a password will generated for you.

Generate Intervention Password

Are you sure you want fo generate a new intervention password? This will replace any
previous intervention passwords. Please don't lose the generated intervention passwaord!
Without the pessword, you cannot get any remote support from the Awingu Support Team
arymaore.

Cance Confirm

Copyright © 2012-2019, Awingu 67



Intervention Password

Your new intervention password s
x59DgfteGbt

Important this password will not be shown again. Do not lose it Withowt it the
Awingu Support Team will not be able to login to your appliances for imterventions.

Closa
At any point in time you can regenerate the intervention password.
Remote Support
Intervention Password Enabled rd

Regenerate

Partner
Enter the contact details of the Awingu partner which is responsible for installation and upgrades of the Awingu platform.

® Name: Name of the partner.

® Address line 1: Address of the partner.

® Address line 2: Address of the partner. (optional)
® Zip or Postal code: Zip code.

* City: City.

® Location: state/province/region.

¢ Country: Country.

® Phone: Phone number of the partner. (optional)

Account Manager

Enter the contact details of the account manager, the prime contact person at your Awingu partner.

® Name: Name of your contact person.
® Phone Number: Phone number of contact person. (optional)

Anonymous Usage Reporting

When enabled, the appliance will periodically send anonymised usage data to Awingu. The data does not include any identifiable references,
such as names of users, groups, applications etc.

This feature requires your Awingu appliance to have access to https://analytics.awingu.com and can be enabled or disabled at any point in time.

License

This section allows you to upload your Awingu license key and displays key information regarding your license. If a license key is in use, and you
upload a new key, the previous key gets overwritten. There is only one active key at any point in time.

® There is maximum number of concurrent Awingu users allowed by this license. A concurrent user is defined as a concurrent browser
connected to Awingu. Hence, one user connecting to Awingu from 2 different devices will be counted as two concurrent users. When the
concurrent user limit is reached, new users will not be able to connect to Awingu for as long as other users do not first disconnect.

® There is an expiration date of the license. Beyond the expiration date, no end-user will be able to access Awingu.
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Awingu can be used with 2 concurrent users for 60 days when no (valid) license is present.

The Management User can always sign-in to Awingu, even when the the concurrent user limit or the expiration date has been
reached.

Upgrade Version

When a new version of Awingu is published, this version will be shown in the drop-down list.
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Service Management Settings

¢ Introduction

® Adding Awingu appliances

® Removing an Awingu appliance
® Assigning roles

Introduction

Service Management enables you to add and remove Awingu appliances (nodes) to your environment and define the roles of each Awingu

appliance.
The main page gives you an overview of all registered Awingu appliances and which roles are assigned to them.

Please refer to Sizing Requirements for supported multi node architectures.

Remarks
Once an appliance has been added and configured, you cannot change its IP address. Doing so will will result in services failing.

Global ~

Service Management

@ Changes are not allowed when there are unapplied changes.
Appliances can only be deleted if no service are assigned to it.
The database service cannot be moved when an internal database is used.

Advanced Mode

Hostname IP address Backend Database Frontend ra
long-living-m-v2-4-0-no... 10.147.128.122 4 v v
long-living-m-v2-4-0-no... 10.147.128.121 v

System Settings - © 2012-2018

Selecting an appliance from the list, will show its details below the list.

You can modify your environment by clicking the edit button.
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Adding Awingu appliances

1. Make sure all TCP, UPD and ICMP network traffic is allowed between all Awingu appliances. The appliances should have the same
version as the existing Awingu environment.

2. Click on the pencil next to the table.

. Click on Add appliance.

4. After maximum 10 seconds, the Discovered Appliances section will show a list with all Awingu appliances in the network. Discovery of
appliances only works when broadcast is allowed on the network. This is usually not the case on public clouds.

5. When using discovery: click on a discovered appliance, change its hostname if desired and click on Add.
When not using discovery: fill-in a hosthame and an IP address in the form at the bottom and click on Add.

6. Check the roles you want to assign to the new appliance (see further).

. Repeat steps 3-6 for all appliances.

8. Click on Update.

w

~

Removing an Awingu appliance
In order to remove an Awingu appliance:

1. Click on the pencil next to the table.

2. Uncheck all roles that were assigned to the appliance.
3. Delete the appliance from the list.

4. Click on Update.

If the appliance was still running, Awingu will try to shut it down. Do not start that appliance again!

Assigning roles

To assign a role to an Awingu appliance, make sure the corresponding role is ticked for the appliance.
Click Update to apply the configuration changes.

In case the update fails due to e.g. system inconsistencies, you can check the option Ignore operational errors to continue despite these
warnings.
Please consider that this might break your environment! It is recommended to contact support@awingu.com.

Following roles are defined:
® Database: Provides the database service to store all metadata. This role cannot be moved. This role is not present when using an
external database.
® Backend: Provides all services required for internal operation of the Awingu platform (indexer, metering, mq). One appliance with a
backend role is enough to serve thousands of concurrent users. For high availability (HA), 3 appliances are required.
® Frontend: Provides all APIs and brokering services (frontend, memcache, proxy, rdpgw, worker). This role scales horizontally and is
CPU bound.

Always make sure that the backend role is assigned to 1 appliance (non-HA) or 3 appliances (HA).
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Domain Settings

® |ntroduction
® Domains
® Default Domain

Introduction

Awingu does not store user credentials but instead authenticates and authorizes users based on information retrieved from the existing enterprise
authentication and authorization infrastructure. This approach avoids that user credentials need to be maintained over several systems and allows
to keep user data in a central location. It also speeds up the roll-out of Awingu as there is no need to configure users onto the Awingu platform.

Domains

DEV-AWINGU - 0 & | Global ~
Domains
Bulk Action ~
Name = NetBIOS Name  FQDN for UPN Administrativ... |s Default Actions
DEV-AWINGU DEV-AWINGU dev-awingu.com v v Setdefault | T | #
DEV-AWINGU-2  DEV-AWINGU dev-awingu.com Setdefaut | |
out STACK stack.awingu.c... Setdefault | T ./
STACK STACK stack.awingu.c... v Setdefault | T | #
Iltems per page 10 :I 1] 4 1 2 |11 p» M
Add

=

System Management Console
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DEV-AWINGU ~

Domain Details

NetBIOS Name

Name

FQDN for UPN

Host Headers

Administrative Domain?

DEV-AWINGU

DEV-AWINGU

dev-awingu.com

dev-awingu.com

Yes

DC/LDAP Server dev-awingu-ad1.dev-awingu.com
Base DN de=dev-awingu,dc=com
LDAP over SSL? Enabled
DNS Server 172.16.0.25
Bind user for domain binduser
Password for bind user .

Create Bind Name builtin.create_domain_bind_name s
Find Groups builtin.find_groups_by_member_of 4
Max Concurrent Users  Disabled e

System Management Console - ©

Domains can be added using the 'Add' button, or modified by clicking the pencil button in the ‘Actions' column of the selected domain.

A domain is defined by following properties:

NetBIOS Domain Name: NETBIOS domain name (e.g. MYCOMPANY)

Name: Domain name used in Awingu. Multiple names can refer to the same NetBIOS name.

FQDN for UPN: The FQDN counterpart when logging in using the user's UPN. Used to sign in with e-mail address like user name. E.qg.
domain.internal

Host Headers: In case of having multiple domains, when reaching Awingu via one of the host headers defined here, the branding of this
domain will be used and the domain does not need to be filled-in (the extra field for domain will be hidden at the login page). Multiple host
headers can be entered comma separated.

Administrative Domain: When set to yes, admin users of this domain are allowed to configure all domains, global settings and have
access to the Dashboard. Admin users can be defined in User Connector Configuration.

DC/LDAP server: FQDN or IP address of the Domain Controller or LDAP Server. E.g. ad01.domain.internal. Multiple servers can be
entered comma separated. The first server will always be tried as first one during login.

Base DN: When a user signs in, this base distinguished name (DN) is used to bind via LDAP to the Domain Controller/LDAP server. This
can be used to filter access based on organizational unit (OU).

Example without OU restriction: dc=domian,dc=internal

Example with OU restriction: ou=Employees,dc=domian,dc=internal

This field can be used to create different Awingu domains, all pointing the same NetBIOS. Only users of the configured OU will
be able to login to that domain.

LDAP over SSL?: Requires SSL certificate on Domain Controller or LDAP Server.
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LDAP over SSL is required to allow users to change their password via Awingu.

Please make sure the SSL certificate installed on the AD/LDAP server for LDAPS is encrypted using SHA256. A certificate
using SHA512 is NOT supported by Awingu. Therefore, LDAPS login will not work with SHA512.

® DNS Servers: This DNS server is used to resolve servers matching the FQDN for UPN. Multiple servers can be entered comma
separated. E.g. if FQDN for UPN is domain.internal, then fileserver.domain.internal will be resolved with the mentioned DNS server.

® Max Concurrent Users: If enabled, you can configure the maximum number of users that can concurrently login on this Awingu domain.
When set to 0, no domain users can access the domain anymore.

® Privacy Policy Acceptance: When set to enabled, each user will have to accept the Privacy Policy the first time they login. This is
needed for GDPR compliancy.

Optionally a service user account can be defined which is required for importing labels (users and groups) and applications servers from Active
Directory from within System Settings. To configure this service account, following parameters are required:

® Bind Name: The username of the service account
® Bind Password: The password required to authenticate the service account

For security reasons, it is recommended to create a new read-only user account with limited rights on the Domain Controller/LDAP
Server for this purpose only.

Note that the "Base DN" is not used during the import, meaning that domain admins will be able to see all users/groups/servers of the
whole Windows domain, unless the bind user has been configured on the AD to only allow to list the ones of its OU.

Some advanced functionality:

® Create Bind Name: defines how to bind user names in LDAP:
® builtin.create_domain_bind_name (default): bind to LDAP via "DOMAIN\username"
® builtin.create_username_bind_name: bind to LDAP only via the username
® Duiltin.create_uid_bind_name: bind via uid=<username>,ou=Users,<base dn>

Find Groups: defines how to query the LDAP Server for groups to which a user belongs

® builtin.find_groups_by member_of (default): find group via memberOf field in LDAP result
® builtin.find_groups_by_token_groups: find group recursively (method 1)
® builtin.find_groups_by_member: find group recursively (method 2)
® builtin.find_groups_by uid: find group via UID

Default Domain

A default domain is configured, which will be used if no domain is specified at login time or no correct host header was used.
To change the default domain, use the set default action on the domain to use as default.
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Certificate Settings

¢ Introduction
® Uploading certificates manually
® Certificates with passphrases
® Converting PFX certificates
® Certification Sign Requests (CSR) for new certificates
® Self-Signed Certificates
® Generating certificates automatically
® Replacing and deleting certificates

DEV-AWINGU ~ e Global ~

Certificates
earch Bulk Action ~
Subject Names a Invalid Before Invalid After Automatic Actions
*.dev-awingu.com, dev-awingu.com 2017-04-24T08:35:33 U... 2020-05-30T15:00:26 U... m
ltems per page 10 :I 1] 4 1 2 /11 p M
Add

System Management Console - @ 2012-2017

Introduction

If no external SSL offloader is available, Awingu can handle the SSL offloading (also referred to as SSL termination) internally.
When using multiple Awingu nodes for high availability reasons, we recommend to use an external SSL offloader.
Only when the internal SSL offloader is used, you need to upload or generate the certificates in Awingu via Global > Certificates.

Once the first certificate is uploaded or generated, Awingu will start serving HTTPS on port 443. To enforce HTTPS, please refer to Connectivity
Settings.

Uploading certificates manually

Click on Add and provide following information:

® Certificate: manual
® SSL Certificate: The public certificate file in .crt format/.pem format, ASCI! file, starting with:

Make sure the certificate also contains the intermediate key chain, otherwise some browsers might not connect to Awingu because the

Copyright © 2012-2019, Awingu 75



connection is untrusted.
® SSL Certificate Key: The private key file associated with the certificate in .key format, ASCI! file, starting with:

or

Certificates with passphrases

If you open the certificate key file and see binary characters instead of the BEGIN (RSA) PRIVATE KEY header, this means your certificate key is
still encrypted with a passhprase. The Awingu SSL offloader cannot start automatically when the private key is still encrypted using a passphrase.
Therefore you'll need to remove the passphrase from the private key first before uploading the key file. You can remove the passphrase by using

the openssl command as follows (you will also be prompted to type in your passphrase):

openssl rsa -in encrypted. key -out decrypted. key

Converting PFX certificates

The Awingu appliance only supports unencrypted PEM & KEY files. If you have a PFX based certificate you can convert them with OpenSSL.
If you are looking for Windows binaries for OpenSSL you can find them here: http://gnuwin32.sourceforge.net/packages/openssl.htm

openssl pkcsl1l2 -in [yourfile.pfx] -nocerts -out [keyfile-encrypted.key]
openssl pkcsl1l2 -in [yourfile.pfx] -clcerts -nokeys -out [certificate.crt]

Certification Sign Requests (CSR) for new certificates

Most certificate providers will request a CSR file to generate a Certifcate. Awingu doesn't have at this stage a build in CSR generator but this is
not a problem.

A CSR or Certificate Signing request is a block of encrypted text that contains information that will be included in your certificate such as your
organization name, common name (domain name), locality, and country. It also contains the public key that will be included in your certificate. A
private key is usually created at the same time that you create the CSR. A certificate authority will use a CSR to create your SSL certificate, but it
does not need your private key. You need to keep your private key secret. The most secure way to generate an own CSR file is to use openssl:

openssl req -nodes -newkey rsa: 2048 -sha256 -keyout exanple. key -out
exanpl e. csr

As an alternative you can also use online services like https://csrgenerator.com/

Self-Signed Certificates

Although not recommended Awingu also supports self-signed certificates. Using self-signed certificates will show a security warning when
accessing the site but can be created for free. One of the most easy ways to do this is to use http://www.selfsignedcertificate.com/

Generating certificates automatically

If you do not own SSL certificates, you can use the Automatic option which will generate and configure SSL certificates provided by the free CA
service of https://letsencrypt.org

To generate certificates automatically, click on Add and provide following information:
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® Certificate: Automatic
® Subject Names: the host name(s) you want to create certificates for (e.g. awingu.mycompany.com)

The generated certificates are valid for 90 days. After 60 days, Awingu will renew the certificate. Therefore, the public servers of Let's Encrypt
always need to be able to reach the Awingu appliance on port 80 and 443.

Following network requirements are needed in order to request and renew automatic certificates:

® Ports 80 and 443 of Awingu need to be accessible for the public servers of Let's Encrypt through all provided subject names.
® Awingu needs to be able to reach the REST API of Let's Encrypt directly (without the use of an HTTP proxy) through port 443
for *.api.letsencrypt.org.

Please note there is a rate limit of the number certificates per registered domains and the number of duplicate certificates. Those limits are
described in the documentation of Let's Encrypt. You can hit this limit easily if you use a subdomain of a service or cloud provider, like
*.azure.com. Please use a subdomain you fully control.

Automatic SSL is only available for single node Awingu configuration or for multi node Awingu with only one Frontend service.

Replacing and deleting certificates

When you want to replace a certificate, e.g. because the existing one will expire soon, you first upload the new certificate and then delete the old
one.

Expired manual certificates are not automatically deleted and are still offered to the browsers, which will cause a security warning for
the user.

If you are deleting the last certificate of the subject name you are now browsing to, you will need to go manually to HTTP (if HTTPS is not
enforced in Connectivity Settings) after deletion. If HTTPS is enforced, you need to go to another subject name you still have a certificate for. You
won't be able to delete the last certificate if HTTPS is enforced to avoid that you cannot reach Awingu anymore.
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Troubleshoot

® Database actions
* dig

® download-logs

® |dapsearch

* ping

® tcpscan

® traceroute

® udpscan

® uptime

DEV-AWINGU ~ Configure Manage Changes Global ~

Troubleshoot

1. Select Action

Start typing to search

database-create-backup Days @
database-list-backups

database-restore-backup 7
dig
download-logs
|dapsearch
ping
fcpscan -
2. Execute Action
s
Clear Select Execute

System Settings - © 2012-2018

The troubleshoot page offers some tools to allow you to manage internal database backups and to troubleshoot why your configuration is not

working as expected.
The steps are as follows:

1. Select Action:
® Select an troubleshoot action to execute

Copyright © 2012-2019, Awingu

78



® Some actions need arguments. Please enter them.
2. Select Target Appliance(s) to execute action on
3. Execute Action:
® Execute: execute the selected action and the output will be shown in the text box
® Clear: empty the output text box
® Select: select all output in the output text box

All actions executed via the Troubleshoot page are logged into the log files. If you enter passwords in the commands, they will
be logged in plain text. Please use the data of dummy users for all troubleshooting actions.

Database actions

The database actions allow you to manage backups of the internal Awingu databases.

Following actions are provided:
Action Description
database-list-backups Generates a list of all available database backups on the Awingu environment
database-create-backup  Created a new backup of all internal Awingu databases

database-restore-backup Restores the database backups of the provided file

More information on Backup and recovery of the Awingu Database.
dig
Dig is a DNS lookup utility.

Example of arguments to use:

® Lookup for www.example.com on the DNS server with IP address 8.8.8.8

@. 8. 8. 8 www. exanpl e. com

® Lookup for repo-pub.awingu.com. No DNS server is given, so the one configured in the Connectivity tab is used.

r epo- pub. awi ngu. com

Dig returns the answer from the DNS server (see Answer Section in the output)

More information: dig man page.

download-logs

Download the log files of the Awingu appliance. In the arguments field, you can provide the maximum age (in number of days) of the log files. The
default value is 7 days. 0 days is today and -1 means all log files.

A link to the log files will be shown in the output field. If the ZIP file is not ready yet, the file name starts with INPROGRESS. Every hour, ZIP files
older than 1 hour will be cleaned-up.

Idapsearch

Ldapsearch is a LDAP utility.

Example of arguments to use to simulate the default Awingu behavior when Userl signs in:

-LLL -H I dap://donain. exanpl e.com 389 -b ' dc=domai n, dc=exanpl e, dc=com -D
' DOVAI N\ User1' -w 'password' ' (& sAMAccount Nane=User 1) (obj ect Ol ass=user))"

Argument definition:
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-LLL: show the output in LDIF format
-H <ldap_url>: the URL of the LDAP server. Typically: 389 (no SSL)
-b '<base_dn>": the starting point for the LDAP search
-D '<bind_dn>": the distinguished name to bind to the LDAP directory. See Functions in User Connector tab:
¢ function builtin.create_domain_bind_name (default): '<domain_name>\<username>"
® function builtin.create_username_bind_name: '<username>
® -w '<password>": the password for the user to bind with
® ‘<filter>": LDAP search filter. The filter used by Awingu: '(&(sAMAccountName=<username>)(objectClass=user))'

Ldapsearch returns the LDAP search result. Interesting output lines are the ones starting with "memberOf", to see the list of AD security groups
the user belongs to.

More information: Idapsearch man page.

ping
Ping is a ICMP echo request sending tool.
Example of arguments to use:

® Ping 3 times to example.com:

-c 3 exanpl e.com

® Ping 5 times to example.com and only show IP addresses (n = numeric):

-c 5 -n exanpl e.com

More information: ping man page.

tcpscan

Scans for open TCP ports. This action requires following arguments:

® Host: hostname or IP address
® Port: single port, port range (e.g. 80-100) or comma separated list of ports (e.g. 80,443).

traceroute
Traceroute is a tool print the route packets trace to network host
Example of arguments to use:

® Trace route to example.com

exanpl e. com

® Trace route to example.com and only show IP addresses (n = numeric):

-n exanpl e. com

More information: traceroute man page.

udpscan

Scans for open UDP ports. This action requires following arguments:

® Host: hostname or IP address
® Port: single port, port range (e.g. 80-100) or comma separated list of ports (e.g. 80,443).

uptime
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Uptime is a utility that tells how long the system has been running.

It shows some additional information, example:

15:21: 06 up 2 days, 1:46, O users, |load average: 0.19, 0.25, 0.25

15:21:06: current time of the Awingu VM in UTC. If the time is not correct, this can indicate a faulty NTP server.
up 2 days, 1:46: number of days and hours since the last time the Awingu VM has booted-up.
0 users: number of system users logged-in to the system. Is typically O.

load average: system load of past 1, 5 and 15 minutes. The Awingu VM is overloaded if the value is higher than the number of CPUs.

More information: uptime man page.
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System Settings - Configure

Domain specific settings are configured here:

® Branding Configuration
® Feature Configuration
® User Connector Configuration
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Branding Configuration

® Multi-domain branding behavior
® Configuration options

® General

® \Wide Logo

® Square logo

® |ogin Page
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DEV-AWINGU ~ peiliilT]-g

Branding

General
Primary Color
Secondary Color
Background Type
Wide Logo
Active Wide Logo
Custom Wide Logo
Square Logo
Active Square Logo

Custom Square
Logo

Login Page
Active Background

Custom Desktop
Background

Custom Tablet
Background

Login Text

Copyright © 2012-2019, Awingu

Polygon

Awingu

2

Polygon

Default (Polygon)

e

o

Hostname: nightly-external-ssl-4-0.c.awingu-dev.internal
Redeployed: 2018-05-01 18:04 UTC
Domain: DEV-AWINGU

Original login text:

Hostname: nightly-install-4-0
Configured: 2018-05-01 17:48 UTC
Domain: DEV-AWINGU

System Settings - © 2012-2018
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Multi-domain branding behavior

Each domain has its own branding configuration:

® When you access the login page via the host header defined in Domain Settings:
® The branding of that domain is shown.
®* The Domain field on the login page is hidden.
® When you access the login page via a non-defined host header and there is only 1 domain configured:
® The branding of that only domain is shown.
®* The Domain field on the login page is hidden.
® When you access the login page via a non-defined host header and there are multiple domains configured:
® The branding of the Default Domain is shown.
®* The Domain field is shown on the login page.
® When you are logged in:
® The branding of the applicable domain is shown.

Configuration options

For each domain following settings can be shown:

General

® Primary Color: The base color used to generate the background, polygon, pop-ups and favicon of the Awingu frontend for this domain. It
is recommend to choose a bright color.

® Secondary Color: The color used in the Awingu frontend for buttons, folder icons, etc.

® Background Type: Whether to have the Awingu polygon background or a plain color. In both cases the primary color is used. Note that
the background of the login page can be customized further on this page.

Wide Logo

® Active Wide Logo: choose between the default Awingu logo and your own custom logo. The logo is shown on the top left of the Awingu
frontend on the login page and the non-collapsed sidebar.
® Custom Wide Logo: upload an image for your custom logo:
® Maximum file size: 100 KiB
® Logo area: 159 x 70 px (when you scroll down, the logo area reduces to 159 x 30 px)

Square logo

® Active Square Logo: choose between default Awingu polygon (with the color based on the primary color) and your own custom square
logo. The logo is shown as favicon and on the collapsed sidebar.

® Custom Square Logo: PNG, JPG, SVG or ICO file of max. 2 MiB. Image needs to be square. Best results with PNG of 512 x 512 px or
SVG image.

Note that if you have already accessed Awingu via the same browser before changing the square logo, you might need to clear your browser
cache to see the favicon being changed.

Login Page

® Active Background: choose between the default Awingu background image and your own custom background on the sign-in page.
® Custom Desktop Background: upload an image for your custom background for desktops (= screen width or height is more than 1280
pixels)
® Maximum file size: 500 KiB
® Recommended resolution: 3000x2100.
® Custom Tablet Background: upload an image for your custom background for tablets (= screen width or height is less than 1280 pixels)
® Maximum file size: 150 KiB
® Recommended resolution: 1280x860.
® Login Text: A free-field text, beneath the login credentials area, to put company specific information such as e.g. legal disclaimers.
HTML tags are allowed.

Note about the background images:

® Rescaling (both scale-up and scale-down) is done while keeping the aspect ratio.

® When the scaled image is smaller than the canvas height, the upper and lower part will be cut-off equally.
® When the scaled image is smaller than the canvas width, the left and right part will be cut-off equally.

® The white banner with the logo will cover the upper part of the background image.
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Feature Configuration

Behavior

Smooth fonts (anti-aliasing) in streamed applications
Show Shares on Files page

Show Folders on Files page

Allow to download files from the Files page

Allow to upload files in the Files page

Allow session sharing

Allow in-app printing

Allow to use the local clipboard

DEV-AWINGU ~ Configure ~ Ma ] Global ~

Features

Name Smooth fonts (anti-aliasing) in streamed applications

User Labels  [ET 4
Name Show Shares on Files page

UserLabels [E@ s
Name Show Folders on Files page

User Labels  [EM 4
Name Allow to download files from the Files page

User Labels  [ET 4
Name Allow to upload files in the Files page

User Labels  [EM 4
Name Allow session sharing

User Labels  [EM 4
Name Allow in-app printing

UserLabels [ET 4
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Name Allow to use the local clipboard

User Labels  [EM 4

System Management Console - © 2012-2017

Behavior

All features listed here are applied to users based on labels:

® When the labels of a users matches one the labels set to a feature, the feature will be applied for that user.
® To enable a feature for all users of the domain, please attach the predefined all: label to that feature.
® To disable a feature for all users of the domain, please remove any labels from that feature.

To create custom labels and to find more information, please refer to Label Management.

Smooth fonts (anti-aliasing) in streamed applications

Smooth fonts result in a better visualization of fonts shown in streamed applications, but result in a higher bandwidth for applications with a lot of
text.

Show Shares on Files page
When disabled:

® The Shares section on the Files page is removed. If Show Folders on Files page is disabled, too, the complete Files page is removed.
® The Share action is disabled for all files and folders.

Show Folders on Files page

When disabled, the Folders section on the Files page is removed. If Show Shares on Files page is disabled, too, the complete Files page is
removed.

Allow to download files from the Files page

When disabled, the Download action is disabled for all files and folders on the Files page.

Allow to upload files in the Files page

When disabled, the Upload action is disabled for all files and folders on the Files page.

Allow session sharing

When disabled, the feature to share application sessions with other users is disabled. This feature is accessible in a streamed app when clicking
on the polygon and then on the ellipsis (...).

Allow in-app printing

When disabled, printing using the 'Virtual printer' within streamed application will not be possible. Printing using other printers configured on
application servers will still be possible.

Allow to use the local clipboard

When disabled, using you cannot copy/paste data from streamed applications to your local device and vice versa.
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User Connector Configuration

® User Groups
® User Profile Defaults
Advanced Authentication

® Multi-factor Authentication
API Token Based Authentication
Reverse Proxy
Skype for Business Online Integration
SSO Identity Provider (I1dP)

® SSO Services
® Application Sessions

° ® Application Recording
® Session keep-alive

User Groups

DEV-AWINGU ~ eV

DEV-AWINGU / User Connector

User Groups

Sign in White List Disabled s
Name = Sign In Whitelist = Admin Staff Record ra
Awingu Admins CceBey #"/@&\% [} x v x x
Recorded Users Coelloy #"@&\% T} x x x v
Items perpage 10 v H | 1 1 » H

System Management Console - © 2012-2017

In this section, you can define User Groups, named security groups on Windows Domain Controllers. Those groups can be used for 2 use cases:

® White listing:
® Enabled: only user in groups marked as Sign in Whitelist can sign-in.
® Disabled: everybody with valid credentials in the LDAP/AD of the domain can sign-in to Awingu. Note: OU restrictions can apply
via the Base DN set in Domain Settings.
®* Domain Roles: Members of the defined user groups can be assigned one or more of following roles:
® Admin: users belonging to groups that are assigned to the "admin:" label and have access to the System Settings, the
Dashboard and the Recorded Session Player.
® Staff: (label for future use)
® Record: users belonging to groups that are assigned to the "record:" label and have all their streamed sessions recorded. The re
cording feature needs to be enabled.

Via Application Management, Drive Management and Feature Configuration, you can use the same labels to limit certain
applications/drives/features to certain user groups. Note: other labels than admin/record/staff can be defined in Label Management.

To define user groups, click on the on the pencil on the right of the table. A new page opens, with:

® Add User Group: Enter the name as defined on the LDAP/AD.
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The security groups entered are case sensitive!

® Check boxes Sign In Whitelist, Admin, Staff and Record

User Profile Defaults

DEV-AWINGU ~ Configure ~

User Profile Defaulis

Keyboard layout English United States s
Language  English e
Guided tours  Enabled 4

System Management Console - © 2012-2017

This section allows you to define default profile values for users of a domain.

® Keyboard layout: the default configured keyboard layout for users of this domain
® Language: the Awingu interface's language for users of this domain. By default Awingu will use the browser's default language, if this is
unknown to Awingu, it will fall back to this language configured for the domain.

Please note that a user can always update his preferred keyboard layout and language on his/her profile page.

Advanced Authentication

Multi-factor Authentication
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DEV-AWINGU ~ Configure ~

Multi-factor Authentication

Mode RADIUS v
Servers radius.awingu.com
Port 1812
Secret
LDAP Username Attribute sAMAccountName v

Cancel Apply

Whitelisted Subnets 172.22.2.0/24

Cancel Apply

Trusted Browser Enabled
® Disabled
When this setting is enabled, users will be allowed to mark their browser as b
multi-factor authentication fol

@

ng "trusted" and skip

30 days

Cancel Apply

System Management Console - © 2012-2017

Awingu provides out-of-the-box one-time-password (OTP) support and integrates with a number of Multi-factor Authentication providers.

When enabled, each time a user wants to sign-in to Awingu, not only the LDAP/AD credentials need to be provided, but (s)he will need to
generate a token via an app (e.g. Google Authenticator for standard OTP) or a hardware token.

Multi-factor authentication is disabled by default but can be enabled by selecting the desired integration mode.

® Counter based OTP (builtin): Leverages the built-in counter based one-time-password (OTP) functionality
® Device setup: The first time a user wants to sign-in, (s)he needs to download Google Authenticator (iOS/Android) or Auth7
(Windows Phone) -or any other application supporting counter based one-time password generation (e.g. on their smartphone)-
and set-up his/her device on via the Awingu sign-in page.
Note to not to use "time based" authentication.
When enabled, new users can set-up secure devices to generate a token via an app. (e.g. Google Authenticator), if not, only
already configured users can log-in to Awingu.
® Manage User Token Count: Allows to reset the token count for specific users. When the token is reset, the user will need to
set-up his/her device again.
®* Azure MFA: Token will be validated by Azure Multi-Factor Authentication using MFA server
For more information: Integrating Awingu with Azure MFA
® SDK url: URL of the Azure MFA Server Mobile App Web Service
® SDK username: User name configured for the Azure MFA Server Mobile App Web Service
® SDK password: Password configured for the Azure MFA Server Mobile App Web Service
® Duo Security:
For more information: Integrating Awingu with DUO
® API Hostname: The Duo Auth API configured hostname
® Integration Key: The Duo Auth APl integration key
® Secret Key: The Duo Auth API secret key
®* RADIUS: The token will be validated using an external RADIUS server
The RADIUS server needs to be configured to not increase the counter for a failed attempt. For FreeRadius, this means adding
no_incremement_hotp to auth requisite in the radiusd config file.
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® Servers: Comma separated list of hosts or IP addresses of the RADIUS server
® Port: Port number the RADIUS server is listening on
® Secret: The secret configured in the RADIUS server
® SMS PASSCODE: The token will be validated using the SMS PASSCODE RADIUS server
® Servers: Comma separated list of hosts or IP addresses of the SMS PASSCODE RADIUS server

® Port: Port number the SMS PASSCODE RADIUS server is listening on
® Secret: The secret configured in the SMS PASSCODE RADIUS server

For all MFA providers, you can configure following additional setting:

* LDAP Username Attribute: the LDAP attribute should be used to provide as username to the provider, via the LDAP Username

Attribute field. One of following attributes can be chosen:
® sAMAccountName: corresponds with the login name without UPN on Windows Domain Controller

®* NETBIOS\sAMAccountName: same as sAMAccountname, but with the NetBIOS name prefixed
® userPrincipalName: corresponds with the UPN on Windows Domain Controller

® uid: corresponds with the login name without UPN on OpenLDAP
®* Whitelisted subnets: Comma separated list IPv4 subnets. For users accessing Awingu from these subnets, Multi-factor Authentication

will be skipped.

When using a reverse proxy server in front of Awingu, please make sure you forward the client's originating IP address using
the X-Forwarded-For header. See SSL offloader, reverse proxy or loadbalancer settings.

® Trusted Browser: If enabled, users will be asked if they trust the device. If so, no MFA will be required for 30 days. Note that if the user
deletes her browser cookies, MFA will be required again.

The management user (created during installation) does not need to use any form of MFA to login. To avoid access with that user from
the public internet, you can limit subnets from where that user can login on General Information.

APl Token Based Authentication

DEV-AWINGU ~ el TR Manage - Ch.

AP| Token Based Authentication

Whitelisted Subnets © Enabled
Disabled

Whitelisted Subnets
Enabling the Whitelisted Subnets and providing no subnets effectively disables the APl Token
Based Authentication.

Cancel Apply

System Settings - © 2012-2018 - 44

Next to basic authentication with username and password, administrators can use authentication with an API token. This is useful for automation
of Awingu through scripts using the REST API. As this token never expires, it is recommended to limit the usage of the token to the network of the

computers/servers where the scripts are running using Whitelisted Subnets.

Note: if Whitelisted Subnets is disabled for APl Token Based Authentication, the API token can be used from anywhere.

Administrators can generate an API token from their Account settings page under Manage API token:
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Manage APItoken —————

When automating the configuration by means of a REST AP|, it is possible to use a token to
bypass logging in and the multi-factor authentication: you will not be prompted to fill in a
username and password.

Only administrators can generate a token for their username. When generating a new token,
the previous token is disabled.

Please refer to the Administration Manual for more information about REST APl-based
caonfiguration.

Warning: A token is equivalent to a password and should therefore be kept secret. Anyone
with a token has the same access rights and configuration permissions as the user who
generated it.

Please enter your password to generate or disable a token:

Password

Generated token for dev-awingu\kerwyny:

Generate new token

Disable token

See Automate Awingu via the REST API for a PowerShell example.

Reverse Proxy

DEV-AWINGU ~ il T

Reverse Proxy

Default Login Host dev-awingu.com
Header

The host header which the user will be redirected to if he is logged out when trying to
access a proxied web application in this domain.

Cancel Apply

System Settings - © 2012-2018 - 41

Here you set the default host header for this domain that will be used when accessing a reverse-proxied web application.

Skype for Business Online Integration

See Microsoft Skype for Business Online.

SSO Identity Provider (IdP)
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DEV-AWINGU ~ Configure ~

SSO0 Identity Provider (IdP)

State  Disabled rd

Issuer

Logout URL

Certificate @

Private Key @

SSO Services

Name = State
Azure AD / Office 365

Confluence

Dropbox

Freshdesk

Google Apps

JIRA

Okta

Salesforce

X X X X X X X X X

Zoho

Items per page 10 :I 1] 4 1 2 |11 p M

System Management Conscle - @ 2012-2017

Awingu allows SSO (Single Sign-On) integration with SaaS services. In case SSO is enabled, Awingu serves as Identity Provider (IdP), as
defined in SAML V2.0. This allows you to:

® Sign-in automatically to SaaS services when accessed via Awingu
® Use your account on Awingu to sign-in on SaasS services

This section contains the settings required for all SaaS services, while the next session SSO Services handles the settings per service.

® State: Enable or Disable IdP functionality in Awingu for all SaaS services.

® [ssuer: URL from which Awingu is reachable for the end-users, e.g. https://awingu.mycompany.com/.

® Logout URL: The logout URL redirects the browser to this URL, once the user logs out of the SaaS application that is configured for
SSO. By default, the Logout URL is /' (i.e goes to Awingu main page), but it can hold any valid URL.

SAML V2.0 mandates that responses are cryptographically signed. Awingu uses a certificate and private key to generate the SAML responses.
The SaaS service validates the response with the certificate, which should be configured in the service. As there is no certificate authority
involved, the certificate can be self signed. Note that the certificate-key pair is the same for all configured SaaS services configured within one
Awingu domain.

® Certificate: The public X.509 certificate for the provided Issuer in .crt format/.pem format, ASCII file, starting with:
----- BEG N CERTI FI CATE- - - - -
® Private Key: The private key file associated with the certificate in .key format, ASCII file, starting with:
----- BEG N PRI VATE KEY-----
or
————— BEG N RSA PRI VATE KEY-----

The way you generate keys and certificates often depends on your development platform and programming language preference. Here an
example is shown how to generate a certificate using openssl (download for Windows here) via the command line:
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set OPENSSL_CONF=C:. / QpenSSL- W n32/ bi n/ openssl . cfg

C:\ OpenSSL- W n32\ bi n\ openssl . exe genrsa -out private_key. pem 2048
C:\ OpenSSL- W n32\ bi n\ openssl . exe req -new -x509 -days 3650 -key
private_key.pem-out certificate. pem

When the "Common Name" is asked, please enter your domain name, e.g. mycompany.com.

An alternative way to generate keys: https://www.samltool.com/self_signed_certs.php (note: generating keys via a third party always induces a
security risk).

Security Warning

The private key should be kept secret at all times. If this key gets compromised, unauthorized individuals can access to your corporate
accounts of the SaasS services.

SSO Services

Awingu supports several SaaS services for Single Sign-On (SSO) out of the box. In this section, you can enable and configure each service.
Please refer to Single Sign-On for SaaS Applications for step-by-step guidance.

® Azure AD / Office 365
® Google Apps

® Okta

® Salesforce

To support other SaaS services than the ones supported by Awingu, you can use Okta or Azure AD as IdP Proxy, which can redirect those
services to Awingu. For more information, please refer to:

® Use Okta as IdP Proxy
® Use Azure AD as IdP Proxy

Application Sessions

DEV-AWINGU ~ Configure ~

Application Sessions

Recordings Upload © Enabled
Disabled

Recordings Upload URL

Required, supported protocols: http and smb

Cancel Apply

Keepalive Disconnected 15

Timeout
Timeout in minutes

Cancel Apply

System Settings - © 2012-2018 - 41

This section applies to streamed applications (RDP apps and RemoteApps).
Application Recording

Awingu allows to save recordings of streamed application sessions. When a session recording ends, the resulting recording file is automatically
transferred from the Awingu appliance local disk to a back-end server you can define. Those recording files can be played with the Recorded
Session Player, which is accessible for all users in a group with the admin label.
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When this feature is enabled, following streamed app sessions will be recorded:

® All Applications with the record label (cf. Application Management)
® All users in user groups with the record label (cf. User Connector Configuration)

Settings:

® Recordings Upload: Enable or disable the feature to record sessions for streamed applications

® Recordings Upload URL: Specifies destination for recorded sessions in following specific structure:
® For HTTP: http://lusername:password@server:port/path/to/save
® For SMB/CIFS: smb://DOMAIN\username:password@server:port/path/to/save

Note that DOMAIN should match an Awingu domain name, which might be different from the NetBIOS name, and must be upper
case.

For privacy reasons, please make that only authorized personnel can access the server defined in Recordings Upload URL!

Session keep-alive

A streamed application sessions can be kept alive when the end user accidentally close their browser or browser tab, when they loose network
connectivity or when they logout without closing their applications.

Keepalive Disconnected Timeout: Number of minutes the session will be kept alive. After the time-out, the application will be terminated
(unsaved changes will be lost).
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System Settings - Manage

Domain specific objects can be managed here:

Application Management
Application Server Management
Category Management

Drive Management

File Type Management

Label Management

User Management
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Application Management

¢ Introduction

® Adding applications manually

® Importing applications with a CSV file
® Generating a CSV file
® Importing a CSV file

® Configuring shortcut keys

Introduction

This page allows to manage applications for each domain. Awingu supports following types of applications:

® Streamed Applications, using the Remote Desktop Protocol. Awingu supports 2 flavors:
® RDP: will make use of the regular Remote Desktop Protocol. Full desktops can only be provided via this protocol.
®* RemoteApp: an extension to the Remote Desktop Protocol. RemoteApp needs to be supported by your application server, and
your applications need be exposed over RemoteApp. It have has several advantages over the regular RDP applications:
The window selector (Windows button in the top of the app) is available.
The experience on tablets is smoother (especially when rotating the tablet and zooming in/out).
The app sharing experience is better.
It uses less resources on the application server.

The technical flow of opening a streamed application (RDP or RemoteApp), is documented here.

When both RemoteApp as RDP Applications are supported on your application server, we strongly recommend to use
RemoteApp.

* Web Applications. When launching a web application, a separate browser tab will be opened. You can specify whether to use the built-in
reverse proxy for HTTP(S).
® Without reverse proxy: The browser will be redirected directly to the URL of the web application, which needs to reachable from
the end-user's device.
® With reverse proxy:

® The browser will be redirected to a configured source hostname (e.g. intranet.mycompany.com), which resolves
(through DNS) to the same IP as the Awingu environment.

® Awingu will check if the user is authenticated and has right to access the application. If so, the content of the web
application is reverse proxied through Awingu.

® Awingu can be configured to rewrite HTTP headers (including cookies) and the body to replace all occurrences of the
destination URL with the source hostname.

® |f Awingu is configured to do SSL offloading, it also behaves as an SSL offloader for an HTTP web application.

® |f the web application supports Basic Authentication, the username and password given to Awingu can be provided to
the web application (= Single Sign-On, SSO).

The technical flow of opening a reverse proxied web application is documented here. There are however some limitations:

® When the rewrite option is enabled, the web application might still have links to the original destination URL instead of
the configured source hostname. This might be because it uses content that is not text/html or because the URL is
obfuscated or encoded. Therefore, if the web application has support to run behind a reverse proxy, we recommend to
not use the rewrite option in that case.

® The reverse proxy uses a connection pool towards the web application. This means NTLM authentication cannot work
because it needs a persistent connection to the browser.

Other references:

® To define the application servers, please refer to Application Server Management.
® To prepare the application servers, please refer to Integrating with existing Windows environment.
* Awingu does NOT manage the actual applications on the application server(s). There are commercial products are available to do so.

Adding applications manually

Click on Add to define a new application and scroll down.

DEV-AWINGU - Zonfigure Manage -

Add Application

Name
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Required

Description /

2

Choose File | No file chosen

Icon

Protocol [

Required

Command

Unicode Keyboard ® Enabled
Support -, pisabled

Working Folder

Only available for RDP Applications

Categories Available items
Office -
RDP App 2008 CeeBoy #'/@¢
RDP App 2012 CeeBoy #'/@¢
RDP App 2016 CeeBoy #'/@!¢
RemoteApp 2008 Cosley #'/(
RemoteApp 2012 Coelay #/
RemoteApp 2016 Coslay #/
Selenium

Servers

Smartcard CeeBoy #/@8&\%"|

St

4 3

Select all

Media Types Available items
application/acrobat
application/msword
application/pdf

application/rtf

application/txt
application/vnd.ms-excel
application/vnd.ms-excel.addi
application/vnd.ms-excel.shet
application/vnd.ms-excel.shet
application/vnd.ms-excel.temj _

Aarmlimatianhomd e rsoeensin
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Labels

Server Labels

User Labels

Auto Start Labels

Start in Foreground

Concurrent Usage

Ask for Credentials

Notifications

Copyright © 2012-2019, Awingu

Select all Select all

Enter labels to logically group applications together or to enable certain features
(smartcard, record). You can use these labels in the search field and in the
Dashboard.

The Remote/RDP application will be launched on application servers with a
matching server label. Note that each application server has a server label named
"appserver.<server name>".

The application will only be visible for users with a matching user label. Use "all:"
to assign the application to all users; keep empty to have no users assigned.

The application will start automatically at login for users with a matching user
label. Use "all:" to enable auto start for all users. Recorded applications will not be
started automatically.

Enabled
® Disabled

If this application starts automatically (see "Auto Start Labels"), this application will
start in the foreground (max. 1 per domain).

® Enabled
Disabled

Allow a user to open multiple instances of this application at the same time.

Enabled
® Disabled

Can only be enabled when there are no auto start labels assigned.

A user will have to provide credentials to login to the application.

® Enabled
Disabled

Allow this application to send notifications to a user which will be shown in the
sidebar.

Cancel Add

System Settings - © 2012-2018
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The following settings can be configured:

® Name: The application name as it will appear in the Awingu user interface.
® Description: description of the application, not visible to end-users.
® Icon: The application icon that will be visible to the end-user in the Awingu user interface. When you upload an icon, it is saved to the
database and automatically propagated to all Awingu front-end instances in your Awingu deployment. Only ICO, JPG and PNG are
allowed.
® Protocol: possible options:
®* Remote Application is an extension to the Remote Desktop Protocol. Remote Application needs to be supported by your
application server, and your applications need be exposed over Remote Application. It have has several advantages over the
regular RDP applications:
® The window selector (Windows button in the top of the app) is available.
® The experience on tablets is smoother (especially when rotating the tablet and zooming in/out).
® The app sharing experience is better.
® |t uses less resources on the application server.
®* RDP Application will make use of the regular Remote Desktop Protocol. Full desktops can only be provided via this protocol.
®* Web Application is not served through the RDP gateway component. Instead, when launching a Web application, a separate
tab will be opened. You can specify whether to use the built-in reverse proxy for HTTP(S).

When both Remote Applications and RDP Applications are supported on your application server, we strongly recommend to
use Remote Application.

® Alias / Command / Destination URL (depending on the chosen protocol):
® For Remote Applications, provide the Remote Application alias.
® For RDP Applications, the command is the full path to the program executable. If left empty, a full desktop will be launched.
® For Web Applications, you can provide the URL the application can be accessed.
® When not using the built-in reverse proxy, that URL needs to be accessible for the end-user.
® When using the built-in reverse proxy, that URL needs to be accessible for Awingu.
® Reverse Proxy (Only available for Web Applications): Enable or disable the use of the built-in reverse HTTP(S) proxy of Awingu for this
application.
® Source Host Header (Only available for Reverse Proxied Web Applications): When a user opens this web application, the Source Host
Header will be shown in the URL bar of their browser. This host header should resolve via DNS to the Awingu environment. To increase
security, it is recommended not to use a subdomain of the Awingu environment (e.g. don't use intranet.awingu.mycompany.com when
awingu.mycompany.com points to your Awingu environment).
® Destination Host Header (Only available for Reverse Proxied Web Applications): This is the host header passed to the web application.
By default, the host of the Destination URL is used. If the web application is configured to accept HTTP requests on the Source Host
Header, you can use a custom host header (with the same value of the Source Host Header).
® Rewrite Content (Only available for Reverse Proxied Web Applications): Rewrite all URLs in the returned content (HTTP headers and
cookies and text/html bodies) from the web application by replacing the host of the Destination URL with the specified Source Host
Header. If the web application is configured to accept HTTP requests on the Source Host Header, you probably might disable this
feature.
® Single Sign-On (Only available for Reverse Proxied Web Applications): If enabled the username and password provided when logging in
to Awingu will be passed (base64 encoded) to the Web application in a HTTP authorization header. This requires that the Web
application supports basic authentication and is hosted on a Web server with basic authentication enabled.
® Domain For Single Sign-On (Only available for Reverse Proxied Web Applications with Single Sign-On enabled): If enabled the domain
name (NETBIOS\username) will be included in the HTTP authorization header that is passed to the Web application.
® Unicode Keyboard Support (Only available for RDP/Remote Applications): Disable when the application (e.g. software made with Qt)
does not support the Unicode Keyboard Awingu uses in the RDP Gateway. We suggest first to try with Unicode Keyboard Support
enabled: when typing in the application results in a repetition of the first typed character (or other odd behavior), then you should disable
the Unicode support. The advantage of Unicode Keyboard is better recognition of special characters on keyboards and the use of
on-screen keyboards on tablets.
® Working Folder (Only available for RDP Applications): Folder into which an application needs to be launched, i.e. the current working
directory. This can remain empty.
® Categories: Associate zero, one or more application categories to this application.
®* Media Types (Only relevant for RDP/Remote Applications): Associate zero, one or multiple media types with this application for viewing
or editing.

If you want to associate media types with applications, such that you can open files with a linked application when clicking on
the file, you need to make a few additional configuration steps:

1. On your application server, make sure you have enabled the option "Allow any command-line arguments" for your
remoteapp.
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= Properties |- | o
Word 2013 (QuickSessionCollection Collection)

Show All
General + Command-line Parameters
User Assignment + () Do not allow any command-line parameters

File Type Associati... + (@) Allow any command-line parameters

{. By allowing this RemoteApp program to run with any command-line parameter, your
server may be vulnerable to malicious software.

() Always use the following command-line parameters

OK || Cancel Apply

=

2. Make sure you have included the ‘document’ placeholder into the UNC path of your drives Drive Management

When you configure media types for MS Excel, make sure you also add the two "openxmlformat-officedocument.spreadsheet”
media types. This is required for opening ".xIsx" files.

® Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports. This is also

used to enable specific features:
® The smartcard: label is used to enable smart card access for this application (see Smart Card Redirection for more information).
® The record: label is used to to activate session recording for this application for all users (needs to be enabled).

® Server Labels (Only relevant for RDP/Remote Applications): Server labels identify on which application servers this application is
available. When a users launches this application, these labels will be used to define a list of applicable servers to connect to.

® User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see
the application in the Applications tab (use all: to be visible for all users). See chapter on Label Management for more information.

® Auto Start Labels: Start the application automatically at login for users with defined matching labels. The set of labels you can define,
are the same as User Labels. Use "all:" to enable auto start of the application for all users. The application will be started in the
background and will be available to the user via the sidebar. Note: recorded applications will not be started automatically and this feature
is not compatible with the option Ask for Credentials.

® Start in Foreground (Only available for RDP/Remote Applications): If enabled and the application auto starts at login, it will immediately
be presented to the user and the workspace will be skipped.

® Concurrent Usage (Only available for RDP/Remote Applications): Allow a user to open multiple instances of this application at the same
time. This is enabled by default. A common use case to disable this option is for an application that accesses a predefined user-owned
file, like Microsoft Outlook (only one process can access the user's mailbox).

® Ask for Credentials (Only available for RDP/Remote Applications): A user will have to provide credentials to login to the application
(otherwise Awingu provides the login credentials to the application server). This is useful when the Server Labels are linked to application
servers that are not joined to the Windows domain. Can only be enabled when there are no Auto Start Labels assigned.

® Notifications (Only available for RDP/Remote Applications): Allow this application to send notifications to a user (default enabled).
Those natifications will be shown in the sidebar as a red dot. If the application provides a relevant hover text for the systray icon, this will
be shown to the user, too.

Importing applications with a CSV file
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When importing a CSV (comma separated value) file, you can add multiple applications at once. Only RemoteApp is supported.

The CSV file is formatted as follows:

"comand", "name", "i con"”
"EXCEL", "M crosoft Excel 2010","0,0,1,0,5..... "

Generating a CSV file

Via a PowerShell script, you can run a script to gather all published RemoteApps on an application server.

1. We provide a sample script on our public GitHub account: https://github.com/Awingu/awingu-utils/blob/master/RemoteApp/PowerShell/ge
t_remoteapps_from_appserver.ps1.
You can download that script with right-click on the Raw button and save the link content.

2. To run the script, which is not signed, you can open PowerShell and execute:

power shel | -ExecutionPolicy ByPass -File
.\ get _renoteapps_from appserver. psl

3. The script generates the folder Awingu_Apps in the current working directory containing the CSV file that can be imported in Awingu.

Importing a CSV file

In Awingu, when importing from file, you can configure for all imported applications following fields:

® Unicode Keyboard Support
® Categories

® Media Types

® Labels

® Server Labels

® User Labels

® Auto Start Labels

® Notifications

See Adding applications manually for more details about those fields. You can always update the afterwards (via Bulk Action).

Configuring shortcut keys

For each streamed application, an administrator can configure shortcut keys that will be provided in a shortcut toolbar to the end user.
Click on the Shortcut Keys button next to the application name in the list of applications.
Click on Add to create a new key combination:

® Name: the text shown on the keyboard button, e.g. Save, Refresh, Next page

® Key Combination: text representing the key combination in one of following formats:
® modifier+key
® modifier+modifier+key
® modifier+modifier+modifier+key

Possible modifiers:

ctrl

shift

alt

altgr
windows
context

Possible keys:

f1-f12

a-z

0-9

space

pageup, pagedown
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end, home

left, up, right, down
printscreen

insert

delete

esc

backspace

tab

enter
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Application Server Management

¢ Introduction
® Adding/Configuring Application Servers
® Importing applications servers
® Manually adding/editing application servers
® Further Configuration of the Applications
®* Remote Desktop Service Connection Broker

Introduction

When an end-user launches a streamed application, a session is set up dynamically between the Awingu appliance and an application server. A
detail of this process, can be found here.

The Application Connector (a component within Awingu) will select the application server (hostname and port) that should be used to set up this
connection.

In a typical Awingu environment, there are multiple application servers deployed. An application can be served by one or more application
servers. However, it is by no means required that each application is installed on every application server.

It is the role of the application connector to find the most suited application server to launch a particular application at a certain moment in time.
The default behavior of the Application Connector is:

1. List all application servers where the application is available (based on server labels).
2. Select the server that has the least open connections (known by the Awingu system).
3. If a server is not reachable, another server from step 1 will be selected.
When using a Remote Desktop Service Connection Broker (RDS farm), the broker will do the load balancing.

Note: the application servers need to be configured correctly before any streamed application can be opened. Please refer to Integrating with
existing Windows environment.

Adding/Configuring Application Servers

Application servers can be added via System Settings > Manage > Application Servers.

Importing applications servers

When the bind user has been configured for the domain (see Domain Settings), you can import them by clicking on Import from AD and scroll
down.
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Manage « #» Apply Changes

Import
1. Select Servers
Name « Host Name Dn
AD2012 AD2012.stack.awingu.com CN=AD2012,0U=Domain Controllers.DC...
AD2012-2 AD2012-2.stack.awingu.com CN=AD2012-2,CN=Computers,DC=stack....
APP1 APP1.stack.awingu.com CN=APP1,0U=SGO-APPservers,DC=stac...
APP2 APP2.stack.awingu.com CN=APP2,0U=SGO-APPservers,DC=stac...
APP2008 APP2008.stack.awingu.com CN=APP2008,0U=SGQ-APPservers,DC=...
APP2012 APP2012.stack.awingu.com CN=APP2012,0U=SGQ-APPservers,DC=...
APP3 APP3 stack.awingu.com CN=APP3,0U=SGO-APPservers,DC=stac...
APP4 APP4 stack.awingu.com CN=APP4,0U=SGO-APPservers,DC=stac...
APP5 APP5 stack.awingu.com CN=APP5,0U=SGO-APPservers,DC=stac...
APP6 APP6.stack.awingu.com CN=APP6,0U=SGO-APPservers,DC=stac...
ltems per page 10 :I W < 1 2 /14 p ]
2. Set Default Settings
Port 3389 s
Max Connections 4
Required
State (")Enabled
(") Disabled
Required
Labels
Cancel mport

System Management Console 012-2015

1. First select the servers to import. You can use the search box.
2. Configure the servers to import:
® Port: TCP port used to set up the RDP session to the application server (default 3389).
® Max Connections: Maximum number of simultaneously active RDP sessions that are allowed to this application server. In case
this maximum is reached, no new sessions will be set up to this application server. Note: O (zero) results to an unlimited number
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of connections.

® State: When this attribute is set to 'disabled’, no new sessions will be set up to this application server. Toggling from ‘enabled' to
'disabled' does not impact active sessions.

® |Labels: Add labels to servers to group them. These groups can be used to assign applications (see also Application
Management) to servers and to filter application servers in lists and reports.

Manually adding/editing application servers

Following attributes can be configured per added application server:

Name: Name of the application server that will be visible in the application connector

Host: Fully qualified domain name or IPv4 of the application server

Port: TCP port used to set up the RDP session to the application server (default 3389).

State: When this attribute is set to 'disabled’, no new sessions will be set up to this application server. Toggling from 'enabled' to

'disabled' does not impact active sessions.

® Max Connections: Maximum number of simultaneously active RDP sessions that are allowed to this application server. In case this
maximum is reached, no new sessions will be set up to this application server. Note: 0 (zero) results to an unlimited number of
connections.

® Description: Description of the application server (free text format)

® Server Labels: Add labels to servers to group them. These groups can be used to assign applications (see also Application Management

) to servers and to filter application servers in lists and reports.

Further Configuration of the Applications

Please refer to Application Management to assign applications to servers and assign applications to users.
This page will also allow you to add applications to categories, define the command that needs to be executed, etc.

Remote Desktop Service Connection Broker

When using the Microsoft Remote Desktop Service Connection Broker (for RDS farm), only the broker needs to be configured in Awingu. The
Broker will refer Awingu to the correct application server when opening an application.

1. First create labels in Label Management for each RDS Collection configured on the Broker:
® Key: rdscollection
® Value: the name of the collection
2. In Application Server Management, add the Broker as an application server. In the Labels field, add the labels defined in step 1.
3. In Application Management, when adding an application, use the labels configured in step 1 to assign applications to the collections
where they are published.

When you have changed the name of an RDS collection in the past, you still need to provide the original collection in Awingu. This is
because Microsoft Windows Server cannot change its collection internally. To retrieve your original collection name, there are 3 options:

® Check the Windows registry on HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal
Server\CentralPublishedResources\PublishedFarms\<CollectionName>

® Check following folder: C:\Windows\RemotePackages\CPubFarms\<CollectionName>

® Download an RDP file via RDWeb and open it in Wordpad. One of the lines is: loadbalanceinfo:s:tsv://MS Terminal Services
Plugin.1.<CollectionName>
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Category Management

Categories are logical groups of applications available to end-users. These categories are visible to end-users in the left pane of the Applications
tab in the Awingu application. There are three types of categories:

® Category All: The category 'All' contains all applications to which the end-user is authorized. This category is always present and cannot
be configured, i.e. this category is not visible in the configuration management console.

® Category Favorite: When a user first logs on to Awingu, this category is empty. End-users can add/remove applications to the 'Favorite'
category. The category 'Favorite' is always visible to end-users in the user interface, even when it is empty. The category 'Favorite' is
built-in to the Awingu application and is not configurable by administrators.

® Other categories: System administrators can define additional categories for end-users. These additional categories will be visible to
end-users when they are authorized to at least one application that belongs to that category. There is a many-to-many relationship
between applications and categories. Administrators can assign zero, one or multiple categories to an application, see Application
Management. Similarly, a category can be assigned to zero, one or more applications.

This page provides you the list of existing categories and allows you to add, remove or modify categories.
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Drive Management

® Introductions
® Supported protocols
® Adding/editing drives

Introductions

Awingu provides the user with access to file server backends: CIFS, WebDAV and OneDrive for Business. Browsing files is implemented as a
series of REST API calls towards the Awingu platform infrastructure. The Awingu platform infrastructure then proxies these REST API calls to
another protocol that is supported by the drive back-end. Also creating, renaming, moving, copying, uploading and downloading files is possible.
Files can also be opened with configured streamed applications (except when using OneDrive): in this case, the application server will mount the
user's drive and open the application with the specified file.

Supported protocols

The current release of Awingu supports the following protocols:

® CIFS with support for:
® SMB 3.0 for Windows Server 2008 R2, 2012, 2012 R2 and 2016
® Sambag3 server.
®* WebDAYV with support for:
® |IS for Windows Server 2008 R2, 2012, 2012 R2 and 2016 with a minimum requirement of WebDAV class 2.
® Microsoft OneDrive for Business (see link for step-by-step instructions to set-up). Note that for OneDrive backends, the user cannot
select "Open with" with a streamed application.

From an end-user perspective, there is no noticeable difference in behavior between the different types of back-ends: the same file navigation
rules apply to both. It is also possible to move/copy files and directories across file storage back-ends.

It is technically possible to create 2 different drives mapping to the same backend, e.g.:

® Drive "Shared folder" maps to smb://file-server.company.com/Shared/
® Drive "Project folder" maps to smb://file-server/company.com/Shared/Sales/Common/Projects/

In this peculiar case, when an end-user moves via the Awingu interface a file/folder from "Shared folder > Sales > Common > Projects" to
"Project folder", Awingu does not take into account this maps on the same folder. The Awingu interface will ask whether to overwrite the moved
file/folder, resulting in the file/folder to be deleted (because a move, is a copy-overwrite followed with a delete of the original file).

Adding/editing drives

Drives are configured to allow end-users accessing file servers via a web-based file manager. Authorization to drives is done in a similar way as
configuring authorization to applications, by means of labels.
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Manage - #» Apply Changes

Add Drive
Name
Required
Description
Backend ‘ :I
Required
URL | |
Required
UNC
Domain Use Enabled
Disabled
Labels
User Labels
Cancel Add

System Management Console - ©@ 2012-2015

* Name: Name of the drive as it will be displayed in the Awingu end-user interface, in the left-pane of the Files tab.
® Description: Free text description of the drive.
® Backend: Protocol via which the Awingu API will communicate with the file server back-end. Supported protocols:
® CIFS: also called SMB or Samba
If access to DFS namespaces is required or when UDP broadcast is blocked (e.g. on Public Clouds), please make sure to
enable the Use SMB/CIFS via port 445 (Direct TCP) feature Connectivity Settings.
* WebDAV
® Microsoft OneDrive For Business. Mored details here.
Client ID: (only for OneDrive) Client ID (Application ID) of your configured OneDrive Awingu app in Azure.
Client secret: (only for OneDrive) secret created when adding your OneDrive Awingu app to Azure
Awingu URL: (only for OneDrive) the URL a user uses to access Awingu, e.g. https://awingu.mycompany.com
Redirect URL: (only for OneDrive) (read/only) URL to use to configure your OneDrive Awingu app in Azure.
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® URL: URL of the file server that will be used by the Awingu API to communicate with the fileserver.
Note that this URL can be parameterized with:
® <username>: the user's username
® <domain>: the name of the domain the user is part of

URL needs to be based on FQDN name, not netbios.

Examples:
* SMB
snb://file-server.stack.aw ngu. conf hone/ <user nanme>/ Docunent s
* WEBDAV:

http://file-server.stack. awi ngu. com 8080/ hone/ <user nane>/ Docunen
ts

® OneDrive: link to your sharepoint.com environment

htt ps:// myconpany. shar epoi nt. com

® UNC: UNC that will be used by the application server to access the drives. This UNC path is needed when using "Open with" as action
on the Files tab in Awingu.
Note that this URL can be parameterized with:
® <username>: the user's username
® <domain>: the NETBIOS name of the domain the user is part of
Example:

\\file-server\Home\ <user nane>\ Docunent s

UNC needs to be based on netbios name, not FQDN.

If no UNC path is provided, you can only "Open with" preview (if available).

® Domain Use: During authentication against the WebDAYV file server, it may be required to pass the domain name. This depends on the
configuration of the WebDAV file server. If required, check the box Use Domain in Awingu. This option is ignored in case of a CIFS file
server back-end.

® Labels: Assign labels to drives to create groups of drives. These groups can be used to select, filter and report on drives.

® User Labels: By assigning user labels to drives, you can grant groups of users access to drives. Only users in users groups assigned to
a label will see the drive in the Files tab (use all: to be visible for all users). For more information on labels, please consult the section Lab
el Management.
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File Type Management

® |ntroduction

® Linking Application (or preview action) to a file type.

Introduction

File types are the way to link a file on the Awingu Files page to a configured Application. If multiple applications are associated to a file type, the
user can choose which one to use.

A selection of common used file types are already configured in Awingu at install time.

DEV-AWINGU -

Add File Type

File Extension

Description

Icon

Apps

|

Manage -

Required

e

Browse... | No file selected.

Available items

APl Docs

Dashboard

Advanced Insights

Preview

Recorded Session Player
System Settings

Bob50 (app2012) CeeBay #"/(
Microsoft Word (app2008) Cex
Microsoft Word RDP (app200!
Microsoft Word RDP (app201:

Select all

System Settings - © 2012-2018

Chosen items

Select all

Cancel Add

Linking Application (or preview action) to a file type.

When opening files in Awingu, the file type of the file is inspected to determine which applications can be used to open the file.

Four parameters are used to define a file type:
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File Extension: This is the part of the file name after the leading dot
Description: Free text description

Icon: Icon used to represent the given file type on the Files page in Awingu.
Apps: List of applications that can be used to read or modify this file type
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Label Management

® |ntroduction
® User Labels

® Importing Labels
® Example of Use of User Label

® Server labels
® |abels

Introduction

Labels allow you to group users, applications, drives and servers by different properties.

These groupings can not only be used to easily filter items in lists or reports, but also to link different items with each other.

Labels are used to authorize end-users to applications, drives and features in an automated and scalable way.
When an end-user logs in to Awingu, the credentials are passed to a User Connector that authenticates the user with an external authentication
service, i.e. a Microsoft Domain Controller or an LDAP server.

See the details of the Sign-in Process.

Each time a user signs-in, the labels will be defined for that user. Whether the users has the labels admin:, staff: or record:, can be defined in Use
r Connector Configuration. All other labels can be defined here, in System Settings.

Labels are defined by a key and a value. There are 3 types of usage of labels:

® User labels
® Server labels
® Labels

In case there is no confusing, the general term "label" is used in System Settings.

User Labels

User labels are used to assign applications, drives or features to users. Each time a user signs-in, labels are assigned to the user based on their
LDAP properties. If you add those labels to application, drives or features, users with the matching labels will have access to this applications or
drives, or will have this feature enabled.

Key

group

username

upn

ou

all

admin

staff

Value

<the name of the security group>*

<username in DOMAIN\username
format>*

<username in
username@fqd-for-upn format>*

<the name of the organizational
unit>*

(empty)

(empty)

(empty)
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Comments

Custom made user label.
Per security group you want to filter on in Awingu, an entry with group key needs to be made.
You can use Import groups from AD to find user groups to auto-generate the labels.

Custom made user label.

Per user name you want to filter on in Awingu, an entry with username key needs to be
made.

You can use Import users from AD to find user groups to auto-generate the labels.

', The domain should be entered in uppercase and username should be entered in lower
case, e.g. MYDOMAIN\johndoe

Custom made user label.
Per user name (via UPN) you want to filter on in Awingu, an entry with upn key needs to be
made.

Custom made user label.
Per OU you want to filter on in Awingu, an entry with ou key needs to be made.

Predefined user label. Do not remove.
When this label is attached to a drive/app/feature, all users from that domain, can access
that drive/app/feature.

Predefined user label. Do not remove.
This label corresponds with the groups indicated as admin in the User Connector
Configuration.

Predefined user label. Do not remove.
This label corresponds with the groups indicated as staff in the User Connector Configuration
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record (empty) Predefined label. Do not remove.
Add as label to an application (RDP and RemoteApp) to activate session recording (needs to
be enabled).

smartcard (empty) Predefined label. Do not remove.
Add as label to an application (RDP and RemoteApp) to enable Smart Card Redirection.

state enabled Predefined user label. Do not remove (system label).

* To look-up the ou, group, username or upn of users that have already signed in on Awingu, navigate to Manage > Users: select a user to show
the properties, including the labels.

When assigning user labels it needs to be taken into account that the labels are case sensitive.

Importing Labels

To auto-create group and username labels, you can use the buttons Import groups from AD and Import users from AD. To be able to use this
feature, the bind user needs to be configured in Domain Settings.

When clicking on the button, the groups/users are listed as shown below:

STACK Manage - #» Apply Changes

Labels

Bulk Action =

Key = Value Actions
admin

all

Eb

appservergroup 2008

Eh

appservergroup 2012
record
smartcard

staff

=[]

state enabled

ltems perpage 10 :I [ | 1 2 /11 » M
Add Manually mport groups from AD Import users from AD
Import Group Labels

Select Groups

Name = Dn
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https://confluence.awingu.com/display/AAG40/SMC+-+Connectivity#SMC-Connectivity-ApplicationRecording

Access Control Assistance Operators CN=~Access Control Assistance Operators,CN=Builtin,DC=stack.D...
Access-Denied Assistance Users CN=Access-Denied Assistance Users,CN=Users.DC=stack,DC=a...
Account Operators CN=Account Operators,CN=Builtin,DC=stack,DC=awingu,DC=com
Administrators CN=Administrators,CN=Builtin, DC=stack,DC=awingu,DC=com
Allowed RODC Password Replication Group CN=Allowed RODC Password Replication Group,CN=Users,DC=s...
Backup Operators CN=Backup Operators,CN=Builtin,DC=stack,DC=awingu,DC=com
CD Staff CN=CD Staff,OU=SGQ-Users,DC=stack.DC=awingu,DC=com
CDAdmins CN=CDAdmins.QU=SG0O-Users,DC=stack, DC=awingu,DC=com
Cert Publishers CN=Cert Publishers,CN=Users,DC=stack,DC=awingu,DC=com
Certificate Service DCOM Access CN=Certificate Service DCOM Access,CN=Builtin,DC=stack.DC=a...
Items per page 10 :I | | 1 2 7w |
Cancel Import

System Management Console - © 2012-2015

You can use the search box to filter. Select the desired groups/users and click on Import.

Example of Use of User Label
We have following AD configuration:

® ou:Europe

® group:Engineering

® group:Europe Managers
® ou:America

® group:Accountancy

¢ group:HR

® group:America Managers
® ou:Global

® group:Administrators

In User Connector Configuration, we have for this domain:

Group admin  record staff

Administrators 0

In Label Management, we have added following rows:

Key  Value
ou Europe
ou America

group Engineering
group Europe Managers
group Accountancy
group HR

group America Managers

In Drive Management, we have added following user labels to the drives:
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Drive Labels

Home Drive all:

Engineering Drive group:Engineering
Accountancy Drive group:Accountancy

Managers Drive group:Europe Managers
group:America Managers

Administrators Drive  admin:
In Application Management, we have added following User labels to the applications:

Application Labels

Microsoft Word all:

AutoCad group:Engineering
Finance Explorer  group:Accountancy

Cost Calculator group:Engineering
group:Accountancy

Euro Specs ou:EMEA
group:HR

Network Manager admin:

This results in this overview of rights:

Domain\user and security groups Available applications Available drives
John: - Browser Check* - Home Drive
ou: Europe - Microsoft Word - Engineering Drive
groups: Engineering, Europe Managers - AutoCad - Managers Drive

- Cost Calculator

- Euro Specs
Lucy: - Browser Check* - Home Drive
ou: Europe - Microsoft Word - Engineering Drive
groups: Engineering - AutoCad

- Cost Calculator

- Euro Specs
Maria: - Browser Check* - Home Drive
ou: Europe - Dashboard* - Administrators Drive
groups: Administrators - System Settings*

- Recorded Session Player*
- Microsoft Word
- Network Manager

- Euro Specs
Kim: - Browser Check* - Home Drive
ou: America - Microsoft Word - Accountancy Drive
groups: Accountancy, America Managers - Finance Explorer - Managers Drive

- Cost Calculator

Patrick: - Browser Check* - Home Drive
ou: America - Microsoft Word - Managers Drive
Groups: HR, America Managers - Euro Specs

* pre-installed system application

Server labels

To assign applications to application servers, both the application server and the applications need to have a label in common.
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Key Value Comments

<the name of the RDS collection> Custom made server label.

rdscollection
See Remote Desktop Service Connection Broker for more information.

Custom made server label.

<any key>*  <any value>
Any key* and value can be used to link applications with application servers.

* Any key, except the reserved ones defined in this document.

Labels

All labels can be used for filtering in search boxes and reporting tools. Server and user labels can be used for that purpose, too.

Key Value Comments

smartcard  (empty) Predefined label. Do not remove.
See Smart Card Redirection for more information.

audioinput  (empty) Predefined label. Do not remove, nor use (system label).

<any key>* <any value> Custom made label.
Any key* and value can be used to filter.

* Any key, except the reserved ones defined in this document.
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User Management

The Awingu System Settings allow administrators to list and filter users. Administrators can also consult more detailed information about the user
such as:

first login date

last login date

labels that have been assigned to this user
email address

configured locale and keyboard layout

All other parameters parameters are read-only, and most of them are dynamically populated in the database at login into the platform, based on
information retrieved from the enterprise authentication infrastructure (AD/LDAP), see also the section User Connector Configuration.
Administrators can change the user keyboard and locale settings in the configuration management console.

To logout users and close their application session, please refer to Live Monitoring of Users Activity.

Users can be deleted from Awingu, but as long they exists in an authorized user group on the AD/LDAP, they will be able to sign-in
again.

Manage ~ #» Apply Changes

User Details
Name clybouwy
Date joined  5015.05.20 16:53:13
Lastlogin  5516.02-17 15:30:46
Is staff false
Is superuser false
E-mail
Labels username: STACK clybouwy [ upn:clybouwy@stack.awingu.com | email: | domain:STACK | ou:5GO-Users
guid: fdcdcbT4-5c28-e743-b218-ef82be0BcTeT | accountExpires: | maxPasswordAge: | minPasswordAge:
passwordLastSet:1450270586.0
User profile
RDP gateway long-living-v2-3-1
Locale  English e
Keyboard Layout French (Belgium) 4

System Management Console - €
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System Settings - Change Log

For auditing reasons, all system settings are logged and kept during 13 months. This applies both for changes done in the System Settings web
interface and for changes done through the REST API.

DEV-AWINGU ~ C Ire Changes

Changes
Filters Action - Resource type - User i
Authentication - &= &= Reset
Action Resource Type Resource Id User Authentication Timestamp
Update App DEV-AWINGU - Micr... dev-awingu\lopeza-a... Session 2018-12-07 14:30:28
Update App DEV-AWINGU - Micr...  dev-awingu‘lopeza-a... Session 2018-12-07 14:30:21
Update App DEV-AWINGU - Micr... dev-awingu‘lopeza-a... Session 2018-12-07 14:29:51
Update Domain DEV-AWINGU admin Session 2018-12-07 09:57:55
Update Domain DEV-AWINGU admin Session 2018-12-07 09:52:24
Update Two Factor Provider DEV-AWINGU - RAD... admin Session 2018-12-07 09:52:24
Update App DEV-AWINGU - Micr... admin Session 2018-12-06 15:04:40
Update App DEV-AWINGU - Micr... dev-awingu‘lopeza-a... Session 2018-12-06 12:52:13
Update Configuration Configuration dev-awingu\yannick-... Session 2018-11-28 11:33:12
Update Configuration Configuration dev-awingu'yannick-... Session 2018-11-28 11:24:51
10 items per page M < 12 29 p M
& Export CSV

System Settings - ©2012-2018

If you are an admin of an administrative domain (global admin) or logged in with the management user (set-up during installation)

® You can select the domain you want to see the changes of with the domain drop-down on the top left
® You can see all global changes, regardless of the selected domain.

If you are a domain admin (non-administrative domain), you will only see changes of your domain. You can export the queried results to a CSV
file.

You can filter and list the changes for following fields:

Action: Create / Delete / Update

Resource type: Those are the resources used in the REST API. They mostly map with the corresponding pages of the System Settings.
Resource Id: This is typically the name of the resource, e.g. name of the application, user group, label, etc.

User: User who performed the change.

Authentication: Whether a session (username/password) or API token (see User Connector Configuration) has been used.
Timestamp: Date and time when the change was made.

When clicking on a change in the list, the body of the REST API request and response is shown, even when the change has been done trough
the web interface. Example for action Update, resource type Contact, the change log when editing the phone number of the partner on the
General Info page:

* Request:
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{
"phoneNunber": "+9876543210"

}

® Response:

{
"name": "My Awi ngu Partner",
"l ocation": "East-Flandres",
"uri": "http://172.16.5. 65/ api/v2/contacts/1/",
"city": "Gent",
"phoneNunber": "+9876543210",
"addressLinel": "Sone street 1",
"country": "Bel giunt,
"post al Code": "9000",
"addr essLi ne2": ""

}
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Service Provider Support in Awingu

Introduction

Awingu allows service providers to give access to applications and documents to their customers in a secure way.

We will describe 5 possible use cases:

Number of
Awingu environments

One
One
One
Multiple (one per customer)

Multiple (one per customer)

Number of
Awingu domains

One

Multiple (one per customer)
Multiple (one per customer)
One per Awingu

One per Awingu

Number of
Windows domains

One
One
Multiple (one per customer)
One

Multiple (one per customer)

Branding
per customer

A service provider can combine those use cases, e.g. 1 Awingu environment for multiple small customers and multiple Awingu environments for

some of the bigger clients.

For automatic configuration, Awingu offers an API (see Automate Awingu via the REST API).

When using a multi node high available deployment, we strongly recommend to do the SSL offloading at the load balancer.

Case 1: One Awingu / One Awingu Domain / One Windows Domain

A

Customer 1

o

Customer 2

A

Customer 3

Architecture

Access to Awingu:

Awingu

www.provider.com

* 1 Awingu domain
* Assign apps/drives by
ou/group labels

Domain

Domain Controller(s)

1 ou/group per customer

File App
Server(s) Server(s)

® All customers access Awingu via the same URL, e.g. https://www.provider.com
¢ All customers will see the same branding.

For the Awingu topology, following is required

® Multi node setup (for +100 concurrent users)
® External load balancing (for high availability or +200 concurrent users)
® External database (for high availability or +200 concurrent users)

The Windows architecture:
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® Only 1 domain with one or multiple domain controllers, file servers and application servers.
® The users of a customer are grouped in the same organizational unit (OU) or security group.

Licensing

Only 1 Awingu license is needed for the desired number of maximum concurrent users.

Configuration

® System Settings > Global > Domain:
® Define 1 domain.
® This domain should be an Administrative domain.
® Provide a bind user to allow import.
® System Settings > Configure > User Connector:
® Define the group(s) that need administrator rights
® Assign the Admin user group label to it
® System Settings > Manage > Labels:
® In case customers are grouped per OU: create a label per customer:
* Key:ou
® Value: the name of the OU (case sensitive)
® In case customers are grouped per security group: use Import groups from AD
System Settings > Manage > Application Servers: define or import the application servers for that domain.
System Settings > Manage > Applications: define the applications and limit the usage per customer with the ou/group labels.
System Settings > Manage > Drives: define the drives and limit the usage per customer with the ou/group labels.
System Settings > Configure > Features: you can limit some features per customer with the ou/group labels.
System Settings > Configure > Branding: you can only define one branding.

Administration

Only the service provider will be able to manage Awingu. There is no multi tenancy in this case.

Case 2: One Awingu / Multiple Awingu Domains / One Windows Domain

""l" Awingu

Customer 1

customerl.provider.com Domain

}.‘ Domain Controller(s)
“ customer2.provider.com

1 ou/group per customer

customer3.provider.com File App
Server(s) Server(s)

},‘ * 3 Awingu domains
u « Limit access to Awingu
domain via ou/group
Customer 3 + Define apps/drives per
Awingu domain

Customer 2

Architecture

Access to Awingu:

® You can define multiple DNS entries pointing to Awingu in order to give each customer his own URL, e.g. https://customerl.provider.com.
If you access Awingu via an unknown host header (or via IP address), you can enter your domain manually (if not provided, the default
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domain will be used).
® You can define branding for each customer.

For the Awingu topology, following is required

® Multi node setup (for +100 concurrent users)
® External load balancing (for high availability or +200 concurrent users)
® External database (for high availability or +200 concurrent users)

The Windows architecture:

® Only 1 domain with one or multiple domain controllers, file servers and application servers.
® The users of a customer are grouped in the same organizational unit (OU) or security group.

Licensing

Only 1 Awingu license is needed for the desired number of maximum concurrent users. You can limit the number of concurrent user per domain.

Configuration

® System Settings > Global > Domain:
* Define a domain for the employees of the service provider. That domain should be an Administrative Domain and should be the
Default domain.
® Define 1 domain per customer. Those domains should not be Administrative Domains. The NetBIOS Name is the same for each
customer, but the Name is different.
Per customer domain: provide the Host Header, e.g. customerl.provider.com
Per customer domain: provide a bind user to allow import.
Per customer domain: define the maximum concurrent users, if desired.
In case customers (or the employees of the service provider) are grouped per OU: limit access via the Base DN, e.g.
"ou=Customer 1,dc=provider,dc=com"
® Per Domain (select via top left):
® System Settings > Configure > User Connector:
® User Groups:
® In case customers (or the employees of the service provider) are grouped per security group:
® Enable Sign in White List.
® Define the group that should have access and cross the check box Sign In Whitelist.
® Define the group that need administrator rights (and cross the Sign In Whitelist check box if applicable):
® For the domain of the service provider: members of that group can manage all domains and the global
settings. We call them Global Admins.
® For the domain of a customer: members of that group can manage the domain (applications servers,
applications, drives, features, branding, etc). As all customers share the same Windows domain, it is
not recommended to allow customers themselves to manage their domain. It make more sense that the
assigned solution engineer(s) of the service provider are managing the domain. We call them Domain
Admins.
® User Group Labels:
® Assign the Admin label to the defined administrator group
System Settings > Manage > Application Servers: define or import the application servers for that domain.
System Settings > Manage > Applications: define the applications for that domain.
System Settings > Manage > Drives: define the drives for that domain.
System Settings > Configure > Features: you can limit some features for that domain.
System Settings > Configure > Branding: you can define the branding for that domain.

Administration

Global Admins:

® Are the members of the Admin group defined for the domain for the service provider.
® Can manage all domains and global settings.

Domain Admins:

® Are the members of the Admin group defined for a customer domain.
® Can only manage applications, drives, features, branding etc. of that customer.

The Dashboard is only available for Global Admins.

Case 3: One Awingu / Multiple Awingu Domains / Multiple Windows Domain
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Domain for customer 1

Awi ngu @omain Controller(s))

——
} ,‘ File App
u Server(s) Server(s)
Customer 1
customerl.provider.com Domain for customer 2
}&‘ @omain Controller(s))
2. ider.
customer2.provider.com

Customer 2 File App
customer3.provider.com Server(s) Server(s)

}“‘ Domain for customer 3

Customer 3 * 3 Awingu domains @omain Controller(s))

mapping on the Windows
domains

» Define apps/drives per File App
domain Server(s) Server(s)

Architecture

Access to Awingu:

® You can define multiple DNS entries pointing to Awingu in order to give each customer his own URL, e.g. https://customerl.provider.com.
If you access Awingu via an unknown host header (or via IP address), you can enter your domain manually (if not provided, the default
domain will be used).

® You can define branding for each customer.

For the Awingu topology, following is required

® Multi node setup (for +100 concurrent users)
® External load balancing (for high availability or +200 concurrent users)
® External database (for high availability or +200 concurrent users)

The Windows architecture:

® Each customer has his own domain with one or multiple domain controllers, file servers and application servers.
®* The employees of the service provider will typically have their own domain, too.

Licensing

Only 1 Awingu license is needed for the desired number of maximum concurrent users. You can limit the number of concurrent user per domain.

Configuration

® System Settings > Global > Domain:
® Define a domain for the employees of the service provider. That domain should be an Administrative Domain and should be the
Default domain.
® Define 1 domain per customer. Those domains should not be Administrative Domains. The NetBIOS Name will be typically
equal to the Name of the domain.
® Per customer domain: provide the Host Header, e.g. customerl.provider.com
® Per customer domain: provide a bind user to allow import.
® Per customer domain: define the maximum concurrent users, if desired.
® Per Domain (select via top left):
® System Settings > Configure > User Connector:
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® User Groups: define the group that need administrator rights:
® For the domain of the service provider: members of that group can manage all domains and the global settings.
We call them Global Admins.
® For the domain of a customer: members of that group can manage the domain (applications servers,
applications, drives, features, branding, etc). Typically, members of that domain are the IT administrators of the
customers and/or the solution engineer(s) of the service provider. We call them Domain Admins.
® User Group Labels:
® Assign the Admin label to the defined administrator group
System Settings > Manage > Application Servers: define or import the application servers for that domain.
System Settings > Manage > Applications: define the applications for that domain.
System Settings > Manage > Drives: define the drives for that domain.
System Settings > Configure > Features: you can limit some features for that domain.
System Settings > Configure > Branding: you can define the branding for that domain.

Administration

Global Admins:

® Are the members of the Admin group defined for the domain for the service provider.
® Can manage all domains and global settings.

Domain Admins:

® Are the members of the Admin group defined for a customer domain.
® Can only manage applications, drives, features, branding etc. of that customer.

The Dashboard is only available for Global Admins.

Case 4: Multiple Awingus / One Awingu Domain per Awingu / One Windows Domain

Awingu 1

}u‘ —>®customer1.provider.com

Customer 1 Limit access to Awingu
domain via ou/group

Domain
. AWingu 2 Domain Controller(s)
’ v ‘ ] 1 ou/group per customer
u 4>® customer2.provider.com
Customer 2 Limit access to Awingu File App
domain via ou/group Server(s) Server(s)

Awingu 3

}u‘ 4>®customer3.provider.com

Customer 3 Limit access to Awingu
domain via ou/group

Architecture

Access to Awingu:

® Each Awingu environment has its own IP address and DNS entry. Each customer has his own URL, e.g. https://customerl.provider.com.
® You can define branding for each Awingu.

For the Awingu topology, following is required
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® Multi node setup for each customer with +100 concurrent users.

® External load balancing for each customer requiring high availability or +200 concurrent users.

® External database for each customer requiring high availability or +200 concurrent users. The same database server(s) can be shared for
multiple customers.

The Windows architecture:

¢ Only 1 domain with one or multiple domain controllers, file servers and application servers.
® The users of a customer are grouped in the same organizational unit (OU) or security group.

Licensing

You need an Awingu license for each Awingu (customer), each one for the desired number of maximum concurrent users.

Configuration

® Per Awingu environment:
® System Settings > Global > Domain:
¢ Define 1 domain.
® This domain should be an Administrative domain.
® Provide a bind user to allow import.
® |n case customers are grouped per OU: limit access via the Base DN, e.g. "ou=Customer 1,dc=provider,dc=com"
® System Settings > Configure > User Connector:
® User Groups:
® In case customers are grouped per security group:
® Enable Sign in White List.
® Define the group that should have access and cross the check box Sign In Whitelist.
® Define the group that need administrator rights (and cross the Sign In Whitelist check box if applicable):
members of that group can manage that Awingu environment. As all customers share the same Windows
domain, it is not recommended to allow customers themselves to manage their Awingu environment. It make
more sense that the assigned solution engineer(s) of the service provider are managing the Awingu
environment.
® User Group Labels:
® Assign the Admin label to the defined administrator group
System Settings > Manage > Application Servers: define or import the application servers for that Awingu environment.
System Settings > Manage > Applications: define the applications for that Awingu environment.
System Settings > Manage > Drives: define the drives for that Awingu environment.
System Settings > Configure > Features: you can limit some features for that Awingu environment.
System Settings > Configure > Branding: you can define the branding for that Awingu environment.

Administration

Each Awingu environment can be fully managed by the members of the Admin group defined for each environment.

Case 5: Multiple Awingus / One Awingu Domain per Awingu / Multiple Windows Domains
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Domain for customer 1

Awingu 1

}.‘ @omain Controller(sD
“ —>® customerl.provider.com >

Customer 1 Limit access to Awingu File App
domain via ou/group Server(s) Server(s)

Domain for customer 2

Awingu 2

}.‘ @omain Controller(sD
“ 4>® customer2.provider.com >

Customer 2 Limit access to Awingu File App
domain via ou/group Server(s) Server(s)

Domain for customer 3

Awingu 3

’.‘ @omain Controller(sD
u 4>® customer3.provider.com =

Customer 3 Limit access to Awingu File App
domain via ou/group Server(s) Server(s)

Architecture

Access to Awingu:

® Each Awingu environment has its own IP address and DNS entry. Each customer has his own URL, e.g. https://customerl.provider.com.
® You can define branding for each Awingu.

For the Awingu topology, following is required

® Multi node setup for each customer with +100 concurrent users.

® External load balancing for each customer requiring high availability or +200 concurrent users.

* External database for each customer requiring high availability or +200 concurrent users. The same database server(s) can be shared for
multiple customers.

The Windows architecture:

® Each customer has his own domain with one or multiple domain controllers, file servers and application servers.

Licensing

You need an Awingu license for each Awingu (customer), each one for the desired number of maximum concurrent users.

Configuration

® Per Awingu environment:
® System Settings > Global > Domain:
® Define 1 domain.
® This domain should be an Administrative domain.
® Provide a bind user to allow import.
® System Settings > Configure > User Connector:
® User Groups: define the group that need administrator rights. Members of that group can manage that Awingu
environment. Typically, members of that domain are the IT administrators of the customers and/or the solution
engineer(s) of the service provider.
® User Group Labels: assign the Admin label to the defined administrator group
® System Settings > Manage > Application Servers: define or import the application servers for that Awingu environment.
® System Settings > Manage > Applications: define the applications for that Awingu environment.
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® System Settings > Manage > Drives: define the drives for that Awingu environment.
® System Settings > Configure > Features: you can limit some features for that Awingu environment.
® System Settings > Configure > Branding: you can define the branding for that Awingu environment.

Administration

Each Awingu environment can be fully managed by the members of the Admin group defined for each environment.
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How it works

® Sign-in Process
® Streamed Applications
® Reversed Proxied Web Applications

Copyright © 2012-2019, Awingu 129



Sign-in Process

Browser Awingu - User Connector LDAPIAD

Is a domain
linked to the host
header?

User enters

Y

sigh-in credentials

Is domain
name provided by
user?

Use linked domain
LDAP/AD settings

No

Use specified
domain LDAP/AD
sellings

Use default
domain LDAP/AD
seltings

The LDAP/AD
does the actual

The User Connector authenticates with the user |
credentials to the LDAP/AD and the Base DN l

authenticalion

An error message Is the user
s shawn d authenticated on the
e AD/LDAP?

Yes

Y

Sends the security

Ask for the list of the security groups to the 1
LDAP/AD J groups to Awingu

/

Is the White List
feature enabled?

Daoes the
user belong to a White
Listed group?

No

Yes

¥

User needs to
enter MFA token
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No.

The user is
signed-in and

The user is signed-in to Awingu

'

The labels for that user are defined based on the
security groups the user belongs to

Y

sees his/her
apps/drives
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The list of apps/drives for that user is generated

hased on the labels of that user. Each app/drive

having at least one label matching a user label is
accessible for that user
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Streamed Applications
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Browser

The user opens a
streamed app

Awingu - Applicatoin Connector

The Application Connector decides on what
application server the app show run and

from Applications

The user opens a
file with a
streamed

application from
Files

User enters
new

credentials

A WebSocket
connection is

provides this to the RDP Gateway

Awingu - RDP Gateway

From the SMC, following infarmation is retrieved:
- protocol (RDP or Remote App)
- command to open the app (e.g. WINWORD)

Y

Needs to open
file from Files?

Yes

Y

From the System Settings,
the UNC path is retrieved

Y

"Ask for Credentials" is
enabled?

No

Y

From memory, the user login credentials
are retrieved

A\

The RDP Gateway opens a <protocol> session
to the chosen <application server> with the
provided <command> and the <UNC path> (if
present) as parameter using <credentials>

The RDP Gateway
»-| accepts the WebSocket

set-up with
Awingu

v

The streamed app
is shown in the
browser and

connection

!

The RDP Gateway forwards:
- the keyboard/mouse inputs from the browser ta
| the app server

keyboard/mouse

inputs are
accepted

- the screen image from the app server to the
browser

Application Server

-
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The session is
opened with
desired app. If the
<UNC path> is
provided as
parameter, the
app opens it

The streamed app
session is running
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Reversed Proxied Web

® Flow Chart
® HTTP Headers

Applications

® Configuration 1: default
® Configuration 2: smart web applications

® Configuration 3: mult

Flow Chart

Browser

iple smart websites on one web server

Awingu

Web Application

User browses to
<source host header>

User is redirected to

Accessible from and listens to.
- default host header (per domain), e.g. awingu.mycompany.com
- source host header (per web app), e.g. intranet. mycompany.com

Has the user
got a valid session

The content of the web

<default host header> i No cookie for <source
i host header>?
The user is logged in and a
valid cookie for <default Yes
| | host header>is provided Is the
. —] user already
User is redlrec‘Eed ‘0_19 login logged in on Awingu?
page and enters their correct | No (valid cockie for <default
credentials host header>)
Logged-in user clicks on Yes
a Web Application on the *
Applications page I
\ An autentication token is
generated
User is redirected to 4——'/
<source host header>
with an authentication token —t—
\ Based on the authentication taken,
a valid session cookie for <source
host header> is provided
User is redirected to -«
<source host header> \\
Y

\

Awingu "browses” to <destination URL>. |
Changes HTTP "host” header to configured one

Accessible from and listens to.
- host of destination URL
e.g. 10.0.0.1, intranet.local

| The content of the

If configured: HTTP authorization header is added ’

Is the setting
Rewrite Content
enabled for the
application?

Yes

Replace occurences of <host of the destination URL>
with <source host header> in following places

application is shown

- all HTTP headers (including cookies)
- body of frames with text/html content type

ji Web Application is served

HTTP Headers
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This sections shows the HTTP Headers used in combination with the built-in reverse proxy.

This is the network example:

Browser Awingu Web Server
IP address 172.22.2.162 172.16.4.69 172.16.0.62
Listening port  (none) 443 80
DNS entries (none) awingu.mycompany.com intranetl.local*

intranet.mycompany.com

* Use case 3 (cf. further)
We use following configuration example:

® Destination URL: http://172.16.0.62:8000
® Source Host Header: https://intranet.mycompany.com

# Use case Destination Host Header Rewrite

Content

1  The web server is not aware of any reverse proxy (default) Same as Destination URL Enabled
(default)

2 The web server supports running behind a reverse proxy Equals to Source Host Header Disabled

3 The web server serves multiple sites (based on host headers) and supports running behind a Same as Destination URL Disabled
reverse proxy (default)

In the example, the web application does following actions:

® Returning an HTML page
® Setting a cookie "locale=en"
® Setting a CORS header (Cross-Origin Resource Sharing)

Configuration 1: default

Destination Host Header = host of Destination URL: this reflects in changing the header "Host" in the HTTP request.
Rewrite Content = Enabled: this reflects in the fact that all response headers (cookies and CORS) are modified.

As the web server is not aware of the presence of Awingu (meaning: it ignores the X-Forwared header), it behaves as if Awingu would be the
end-user.

HTTP Request

Browser Awingu

Host: intranet.myconpany. com

Awingu Web Server

Host : 172. 16. 0. 62: 8000

X-Real -1 P; 172.22.2.162

X- For war ded- For : 172.22. 2. 162

X- For war ded- Host : i ntranet. myconpany. com 443

X- Forwar ded- Server: intranet.nyconpany.com
X- For war ded- Port : 443
X- Forwar ded- Proto: https
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HTTP Response

Web Server Awingu

Cont ent - Type: text/htm
Set - Cooki e: | ocal e=en;
Access-Control -Al low Origin: 172.16.0. 62

Domai n=172. 16. 0. 62; Pat h=/

<ht i >
<body>
<hl>Hel l o World! </ hl>
<a href="http://172. 16. 0. 62: 8000/ nyl i nk. ht M ">My |i nk</a>
</ body>
</htm >

Awingu Browser

t ext/ ht n

Cont ent - Type:
| ocal e=en; Domai n=i ntranet. myconpany. com

Set - Cooki e:

Pat h=/
Access-Control -Al low Origin: intranet. myconpany.com

<htm >
<body>
<hl>Hel o World! </ hl>
<a href="https://intranet.nyconpany.conl nylink.htm ">M |ink</a>
</ body>
</htm >

Configuration 2: smart web applications

Destination Host Header = Source Host Header: this reflects in not changing the header "Host" in the HTTP request.
Rewrite Content = Disabled: this reflects in the fact that none of the response headers (cookies and CORS) are modified.

As the web server is aware of the presence of Awingu (it uses the X-Forwared headers or it is configured like that), it will set the headers
immediately correct for the end-user, so Awingu does not need to rewrite anything.

HTTP Request

Browser Awingu

Host: intranet.nyconpany.com

Awingu Web Server
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Host : i ntranet. myconpany. com

X-Real -1 P: 172.22.2.162
X- For war ded- For : 172.22.2.162
X- For war ded- Host : i ntranet. myconpany. com 443

X- Forwar ded- Server: intranet. nyconpany.com
X- Forwar ded- Por t : 443
X- Forwar ded- Proto: https

HTTP Response

Web Server Awingu

Cont ent - Type: text/htn
Set - Cooki e: | ocal e=en; Domai n=i ntranet. myconpany. com
Pat h=/

Access-Control -Al low Origin: intranet. myconpany.com

<ht i >

<body>
<hl>Hel l o World! </ hl>
<a href="https://intranet. myconpany.coninylink. htm">M [|ink</a>
</ body>

</htm >

Awingu Browser

Cont ent - Type: text/htm
Set - Cooki e: | ocal e=en; Domai n=i ntranet. myconpany. com
Pat h=/

Access-Control -Al low Origin: intranet. myconpany.com

<htm >

<body>
<hl>Hel o World! </ hl>
<a href="https://intranet.nyconpany.conl nylink.htm ">M |ink</a>
</ body>

</htm >

Configuration 3: multiple smart websites on one web server

Destination Host Header = host of Destination URL: this reflects in changing the header "Host" in the HTTP request.
Rewrite Content = Disabled: this reflects in the fact that none of the response headers (cookies and CORS) are modified.

The web server uses the Host header field to define which website to serve. The web server is however not configured to use the public DNS

entries pointing to Awingu.
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As the web server is aware of the presence of Awingu (it uses the X-Forwared headers), it will set the headers immediately correct for the
end-user, so Awingu does not need to rewrite anything.

HTTP Request

Browser Awingu

Host: intranet.myconpany.com

Awingu Web Server

Host : i ntranet 1.1 ocal

X-Real -1 P: 172.22.2.162

X- For war ded- For : 172.22.2.162

X- For war ded- Host : i ntranet. myconpany. com 443

X- Forwar ded- Server: intranet.nyconpany.com
X- For war ded- Port : 443
X- Forwar ded- Proto: https

HTTP Response

Web Server Awingu

Cont ent - Type: text/htm
Set - Cooki e: | ocal e=en; Donai n=i ntranet. myconpany. com
Pat h=/

Access-Control -All ow-Origin: i ntranet. myconpany. com

<htni >
<body>
<h1>This is Intranet 1</hil>
<a href="https://intranet. myconpany.coninylink. htm">M |ink</a>
</ body>
</htm >

Awingu Browser
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Cont ent - Type: text/htn

Set - Cooki e: | ocal e=en; Domai n=i ntranet. myconpany. com
Pat h=/

Access-Control -Al low Origin: intranet. myconpany.com

<htm >
<body>
<h1>This is Intranet 1</hil>
<a href="https://intranet.nyconpany.conifnylink.htm">M |ink</a>
</ body>
</htm >
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Monitoring and Reporting

Introduction

The Dashboard can be found in Applications. You need to be signed in as a user belonging to a user group labeled as admin.

Status Overview of Services on All Servers
Monitoring Servers and Components
Awingu License Tracking

Live Monitoring of Users Activity
Monitoring the Application Connector
Insights Reporting

Audit Reporting

Anomaly Reporting
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Status Overview of Services on All Servers

The Status tab of the Dashboard provides a heath-map of servers (vertical axis) versus components (horizontal axis). This tab is only available
for admins of an administrative domain (global admins) and the management user (defined at installation).

The following color code convention is adopted:

Empty: The corresponding component is not installed on this server.

Dark gray: The component is installed but no data are available.

Green: The corresponding component is running on the server.

Orange: One of the corresponding sub components is installed, but not running on the server
Red: The corresponding component is installed but not running on the server.

Clicking on a component bubble you to a detailed page with more information on the particular component on that server.
Clicking on a server will lead you to a detailed page with more information on the server.
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Monitoring Servers and Components

From the Servers tab in the Dashboard, system administrators can obtain more detailed information on servers and processes. This tab is only
available for admins of an administrative domain (global admins) and the management user (defined at installation).

On the servers tab a list of servers is presented, together with hosthame and status.
Clicking on a server leads you to a detailed page with statistics and components.

Statistics are shown over a configurable time interval for the following parameters:

Memory Usage

CPU Usage

Status Information (running/halted)
Disk Usage

All components/processes installed on that server are also shown with the following attributes:

* Name of component
® |P address

® Port

® Status

Clicking on a component leads you to a page with more details on the component.
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Awingu License Tracking

Awingu provides system administrators the means to track license consumption, as part of the Dashboard.
Three metrics are shown:

® Number of named users.
® Number of concurrent user sessions. The "Concurrent User Count" field in your Awingu license (see General Information) is the
maximum value allowed for this metric.

This tab is only available for admins of an administrative domain (global admins) and the management user (defined at installation).

Number of Named Users

This metric tracks the number of named users on the Awingu platform on a calendar month basis. It shows the number of named users for the
past 12 months as well as for the current month. It counts the number of named users that are known in the Awingu database over the course of a
calendar month. Named users that are in the database and that have not been explicitly removed before the end of the previous calendar month
will be counted, even when these users do not log in to Awingu in the current calendar month. The current calendar month value tracks the
number of named users up-to the current date.

For users that have been removed from the database, an entry will be re-created at next login time.

Note that the values are not updated real-time, but twice a day.

Peak Number of Concurrent User Sessions

This metric tracks the peak number of browsers signed-in to Awingu on a calendar month basis. It shows the number of concurrent user sessions
for the past 12 months as well as for the current month. For the current calendar month, the value is peak number of concurrent sessions up to
the current date. One user simultaneously signed-in to Awingu from two different devices/browsers counts as two user sessions.

The "Concurrent User Count" field in your Awingu license (see General Information) is the maximum value allowed for this metric. The
management user, created during installation, does not count as concurrent user.

Note that the values are not updated real-time, but every 5 minutes.

Example
Please follow this example on how the data for the license graphs are generated:

Time stamp Action Named Users  Concurrent
User Sessions

2019-01-01 09:00 Awingu is just installed 0 0
2019-01-01 10:00 Ada signs-in and opens the streamed app Word 1 1
2019-01-01 10:01 Youssef signs-in and opens the streamed apps Word and Excel 2 2
2019-01-01 10:03 Ada signs-out without closing Word (app is disconnected) 2 1
2019-01-01 10:04 Ada signs-in on other device and recovers the Word app 2 2
2019-01-01 10:05 Youssef closes Word and Excel and signs-out 2 1
2019-01-01 10:06 Ada closes Word and signs-out 2 0
2019-01-01 10:07 Wong signs-in 3 1
2019-01-01 10:08 Wong signs-out 3 0
January 2019 Resulting graphs (peak) 3 2
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Live Monitoring of Users Activity

The Activity page in the Dashboard gives administrators insights in the current usage of the platform and allows them to logout users and
terminate their application sessions.

More specifically, it gives information regarding the number of simultaneous connected browsers to the platform, a.k.a. the number of concurrent
users.

If users are simultaneously connected from multiple browsers, e.g. connecting simultaneously from multiple devices, these will be counted as
multiple concurrent user sessions.

Admins of an administrative domain (global admins) and the management user (defined at installation) can filter for specific domains with the
dropdown on the top left. Domain admins only see users of their domain.

® Total active concurrent user sessions: counts the number of currently connected concurrent users.

® Total disconnected user sessions: counts the number of user sessions that have not been properly closed. This can happen when a
user closes the browser without logging out of Awingu or when the battery of the end-user device fails, or when the end-user experiences
a connectivity glitch. In those cases, the sessions remain the disconnected state for 10 up to 15 minutes. The list is refreshed at a 5
minute interval.

The table below provides more details regarding the individually connected users:

® The table is sorted according to the number of user sessions per user.

® Per user session, it is possible to see the session ID, the start time of the session, the disconnect time of the session (if applicable), the
country and the current status.

® Each user session can be individually logged out.

® Per user session, the linked application sessions can be shown (eye icon).

® Per application session, it is possible to see the application session ID, the application name, the start and end time, the used application
server, whether the session was recorded and the status.

® Each application session can be disconnected (still visible in the side bar of the user) and terminated (unsaved changes will be lost).

Note that the countries shown in the table are based on a static geo IP database defined during installation or the last upgrade. Those locations
might not be accurate anymore.
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Monitoring the Application Connector

From the Application Overview tab in the Dashboard, system administrators can obtain information about applications and application servers.

Admins of an administrative domain (global admins) and the management user (defined at installation) can filter the views for specific domains
with the dropdown on the top left. Domain admins only see content of their domain.

Application Servers

For each server, one can see the number

® active sessions: active applications streamed to the end users
® reserved sessions: a session is reserved when a user requests to open a streamed application. When the application is actually started,

the session is not reserved anymore, but active.

Note that the sum of the active and reserved sessions cannot be higher than Max Connections defined for that application server.

Applications
For each streamed application, one can click through the application insights, showing the number of unique users that used the application

(monthly), the maximum concurrent usage of the application (monthly) and how many time each user has used the application. The data can be
filtered with the date picker on the top.
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Insights Reporting

The Insights tab contains some overall information about the usage of Awingu. Admins of an administrative domain (global admins) and the
management user (defined at installation) can filter for specific domains with the dropdown on the top left. Domain admins only see users of their
domain.

Application Usage

The table shows the number of distinct named users that have been using a particular streamed application over a configurable time interval.

OS and Browser
This page provides 2 tables that show information about the end-user device OS and browser usage over a configurable time interval. Every

browser session is counted. So for example, if a user has signed-in 20 times during the specified time interval, this will count as 20 sessions in
both pie charts.
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Audit Reporting

The Audit reporting tab in the Dashboard provides system administrators further insights in the usage of the Awingu system. Admins of an
administrative domain (global admins) and the management user (defined at installation) can filter for specific domains with the dropdown on the
top left. Domain admins only see users of their domain.

All data is kept for 13 months. The output can be exported to CSV.

Query Syntax

On each page, the admin can query and/or change the date period to limit the shown output.

Examples of query strings:

Query Expected result

john All records containing the full word "john"

john* All records containing a word starting with "john"
*john* All records containing "john" anywhere

john alice All records containing the full words "john" or "alice"
john AND alice All records containing the full words "john" and "alice"
NOT john All records not containing the full word "john"

@timestamp:{2018-05-02T19:00 TO 2018-05-02T20:00} All records with timestamp between given times

User Sessions

The user sessions show a list of sessions with following information:

Property Meaning

Start The start date/time of the Awingu session (when logging on to Awingu)
End The end date/time of the Awingu session (at disconnect or at logout)
Domain The Awingu domain of the user

User Session Id  The internal user session id, which can be used to filter on the other audit pages.

Ip The IP address of the machine which started the Awingu session
Username The domain\username

Labels All (user) labels fetched from the AD/LDAP

Location Coordinates/ based on geo IP (which is indicative).

Note that first the longitude and then the latitude is shown!

Application Sessions

This only applies for streamed applications (RDP and RemoteApp).

Property Meaning

Start The start date/time of an application session

End The end date/time of an application session

Domain The Awingu domain of the user opening the application

Client Session Id The internal id for the connection between browser and Awingu*
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Application Session Id The internal id for the connection between Awingu and application servers
User Session Id The User session id (cf. User Sessions)

Client Session Numeric Id = Short version of the Client Session Id*

Application Key The internal Awingu id for application (cf. Application Overview > Applications)
Server The DNS or IP address of the application server

Port The server port used to connect to the application server

Exe The alias of the RemoteApp (empty for RDP applications)

Recorded Whether the application sessions has been recorded.

* This id changes at each time the session is taken over on another device or in another browser tab.

Correlate with the logs on the application server

If you want to correlate an application session in Awingu with an RDP session on application server, for that application session, you need to find
the oldest log entry. The Client Session Numeric Id corresponding to that entry is the one used at startup of that application session.

This Client Session Numeric Id can be found on the application server during the connection:

® Windows Task Manager:
On the Users tab, the column "Client name" (not shown by default) contains the Client Session Numeric Id (prefixed with AW-)
® Server Manager (Windows 2008 only):
In left column go to Roles > Remote Desktop Services > Remote Desktop Services Manager.
® Users tab: right-click and click on Status. The "Client name" contains the Client Session Numeric Id and the "Client address"
contains the real IP address of the user.
® Sessions tab: the column "ClientName." contains the Client Session Numeric Id.

This Client Session Numeric Id can be found on the application server post mortem:

® In the Event Viewer, go to Windows Logs > Security. Click on "Find..." in the right column to search for the Client Session Numeric Id
(prefixed with "AW-").
The event has following properties:
* Keywords: Audit Success
® Source: Microsoft Windows security auditing
® Task Category: Logon

Shared Application Sessions

The Shared Application Sessions view lists all guests that joined a shared application session.

Property Meaning

Start Timestamp on which the client joined the shared application session
End Timestamp on which the client joined the shared application session
Client Session Id The internal id for the connection between browser (guest) and Awingu

Client Session Numeric Id  The internal id for the connection between browser (host) and Awingu
(is equal to the Client Session Numeric Id of the host of the application session)

P The IP address of the client that joined the shared application session

* |s equal to the Client Session Numeric Id of the host of the application session

Web Applications

The Web Applications view lists all web applications accessed through Awingu:

® For all web applications, each time a user clicks on the application within Awingu, this is logged.
® For a reverse proxied web application, we also log when the user browses directly to the configured source host header, but the session
cookie is not valid anymore. This is the case when the user has logged out from Awingu since the last visit of the web application.

Copyright © 2012-2019, Awingu 148



Property Meaning

Timestamp Timestamp on which the user has opened the web application

Domain The Awingu domain of the user opening the web application

User Session Id The User session id (cf. User Sessions)

Name Name of the Web Application

Url Destination URL of the Web Application (connection between Awingu and web server)

Behind Reverse Proxy Whether the built-in reverse proxy is used for the web application

IdP Sessions

Only applicable if Awingu is configured to be used a Identity Provider for Single Sign-On (SSO)

Property Meaning

Login Time Timestamp an external SSO Service requests Awingu to identify a user
Domain The Awingu domain of the user opening the web application

Service Provider Name Name of the service provider, as mentioned in User Connector Configuration
Username The username

User Session Id The User session id (cf. User Sessions)

Assertion Customer Service ACS URL, as configured for the SSO service

Request Issuer Issuer, as configured for the SSO service
Request Id SAML request ID, provide by the SSO service
Shares

The Shares view lists the creation, update, access and deletion of all shares.

Property Meaning
Timestamp Timestamp of the log entry
Domain The Awingu domain of the user that created the share

User Session Id  For create/update/delete: the User session id (cf. User Sessions) performing the action
For access: the User session id (cf. User Sessions) accessing the share*

Ip IP address of the client that created/updated/deleted/accessed the share
country Country based on geo IP for the listed IP address

Action Can be create, update**, access or delete.

Name Name of the share

Drive Drive from which the file/folder was shared

Path File path of the shared file/folder

Content Type Content type of the share

Created By Username of the user that shared the file
Expires Expiration date of the share
Id Internal ID of the share

Copyright © 2012-2019, Awingu

149



Folder Indicates if the share is a folder

Public Indicates if the share is publicly accessible

Mode Mode in which the file was shared (DOWNLOAD or PREVIEW)
Checsum Checksum of the shared file (when accessed)

Range Range accessed during request***

* Anonymous access of a public share leads to an empty value.

** A share is updated when a property (e.g. Expiry date/time) has changed or the content has been updated (via Update button in end-user Ul).
*** A single access to a shared preview document can lead to multiple entries in the list. When viewing the document, this can be downloaded in
multiple chuncks into the PDF reader, leading to multiple requests and entries. This allows you to see if a document was downloaded entirely or
not.

Files

The Files view lists all file actions using Awingu. Note that in-app file actions can not be audited, because this happens directly between the
application server and the file server. Only actions invoked in the Workspace and Files page can be tracked via Awingu.

Property Meaning

Timestamp Timestamp of the log entry

Domain The Awingu domain of the user that performs the file action

User Session Id The User session id (cf. User Sessions)

Action The performed file action, e.g. copy, move*, create folder, upload, ...

Drive The drive where the file is located

File Path The path where the file is located

Destination Drive In case of copy or move: the drive where the file has been copied/moved to

Destination File Path In case of copy or move: the path where the file has been copied/moved to

* Renames are treated as moves, where the destination file path is showing the new name.
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Anomaly Reporting

The Anomalies reporting tab in the Dashboard provides system administrators insight in unusual activities on the Awingu environment.

Admins of an administrative domain (global admins) and the management user (defined at installation) can filter for specific domains with the
dropdown on the top left. Domain admins only see users of their domain.

The admin can query and/or change the date period to limit the shown output, which can be exported to CSV. The query syntax is the same as for
Audit Reporting.

Following anomalies are reported:

Code Description
COUNTRY_MISMATCH Same user is logged in in 2 different countries simultaneously
TRAVEL_SPEED The distance between to logins is too far to travel at realistic speed

TOO_MANY_FAILED_ATTEMPTS A user uses the wrong password more than 3 times

NEW_BROWSER A user logs in with a new browser

For each detected anomaly, following information is provided:

Property Meaning

Timestamp Timestamp of the detected anomaly
Domain Domain of the user

Category Only LOGIN category is supported by now
Code Type of anomaly (see table above)
Description More details of the actual anomaly

Ip IP address of the user

Users Session Id = Users Session Id in case the user logged in (see Audit Reporting)

Username domain\username

Country mismatch anomaly

At each login, we identify the country of the user based on his IP address. If a user is logged in simultaneously in two or more different countries,
a COUNTRY_MISMATCH anomaly will be logged. The description field will mention the detected countries.

Travel speed anomaly

At each login, we identify the location of the user based on his IP address. If the distance of a user between the last logout and the current
successful login would imply that the user would travel at a speed of more than 1000 km/h, a TRAVEL_SPEED anomaly will be logged. The
description field will mention the distance and calculated speed in metric and imperial units.

Too many failed attempts anomaly

When a user fails 3 times consecutively to login, because of a wrong password or a wrong MFA (Multi Factor Authentication) attempt, a
TOO_MANY_FAILED_ATTEMPTS anomaly will be logged. The description field will mention the number of consecutive failed attempts.

Note: if a user has never logged in to Awingu before, the anomaly won't be logged.

New browser anomaly

When a user logs in for the first time to Awingu on a certain browser, a fingerprint is calculated to identify the browser. This fingerprint is stored
locally in the browser. At each successful login, that fingerprint is sent to Awingu and if the fingerprint is different from the one of the previous
successful login, a NEW_BROWSER anomaly is logged. The description field will mention the fingerprint.

To calculate the fingerprint, different parameters are taken into account, like user agent, language, screen resolution, time zone etc. If one of
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those parameters changes, the fingerprint will not be recalculated as long the previous fingerprint is still stored locally in the browser. If the user
however clears the local storage of the browser, the fingerprint will be recalculated and an anomaly will be logged.
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Integration

Integrating with existing Windows environment

Using Awingu on existing Citrix infrastructure

SSL offloader, reverse proxy or loadbalancer settings
Multi Factor Authentication

Single Sign-On for SaaS Applications

Microsoft OneDrive for Business

Microsoft Skype for Business Online

Smart Card Redirection

Automate Awingu via the REST API
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Integrating with existing Windows environment

Introduction
Using the Active Directory Server as NTP server
Organizational Units for users and application servers
Group Policy recommendations
® GPOs for the Awingu users
® GPOs for the applications servers
® Set-up Drives connectivity
® CIFS connectivity:
® WebDAV drives:
® To set-up WebDAV via IIS (version 8)
®* WebDAYV support for large files
®* WebDAYV adding MIME Type
®* WebDAYV create default MIME type
® Set-up the Application Servers
® Supported Windows versions
® Enabling audio support
®* RDP vs RemoteApp
® Windows 2008 R2 Application server
¢ |nstall Remote Desktop Services
® Configuration
® Configure RemoteApp Setting
* Add/Remove RemoteApp programs
® Additional Remarks
® Windows 2012 (R2) and 2016 Application server
¢ |nstall Remote Desktop Services
® Configuration
® Configure deployment service
® Configure RemoteApp Collections
® Configure RemoteApps
® Using Windows AD Administrative Center

Introduction

Although there are many possibilities to the Awingu plaform into your existing IT environment, below you can find some useful remarks about this
integration effort.

Using the Active Directory Server as NTP server

When you configure Awingu to use the time service of your Active Directory Server as NTP server, you need to make sure that the AD server has
a reliable time source. The easiest option is to sync your AD server with a public NTP server pool, like nist.gov.

Example for Windows 2012 (can only be done via PowerShell):

net stop w32tine

w32t m / config /syncfronflags: manual /rmanual peerlist:"time-a.nist.gov,
time-b.nist.gov, tine-c.nist.gov, tinme-d.nist.gov"

w32t m/config /reliable:yes

net start w32tine

Organizational Units for users and application servers

Depending on the needs and the set-up of the customer Windows organization, there are multiple ways of organizing the Awingu platform in the
windows domain structure.

If users from separate organizational units (OU's) need to connect to the Awingu platform, we believe it is useful to set-up the application servers
into a separated OU. Such a set-up allows to straightforward set-up Group Policy rules on the pool of application servers. If the user processing
loopback Group Policy Object (GPO) is set within this application server OU, it is possible to apply and override user side policy rules when they
are logging into the application servers. This way special user side policy rules can be applied on the application servers for all users logging in
the application servers.

To configure the User Group Policy loopback processing mode, create and link a new GPO to your application server OU where the following is
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set:

® computer Configuration / Policies / Administrative Templates / System / Group Policy / user Group Loopback processing mode: This
GPO can be set-up in either merge or replace mode.
In merge mode, all user side GPOs of the users original OU are first applied, afterwards the GPOs specific to the application server is
applied.
In replace mode, only the user side GPO of the application servers are applied. If you opt for replace mode, all the user that start apps on
the application server will experience exactly the same behavior.

Group Policy recommendations

As described above, we recommend adding a few GPOs on the Awingu users and application servers.

GPOs for the Awingu users

Following GPOs are optional:

® User Conflguratlon / Policies / Administrative Templates:

Start Menu and Taskbar: Remove Run menu from Start Menu: Enable

System: Prevent access to the command prompt: Enable (Disable the command prompt script processing also? No)

System: Ctrl+Alt+Delete Options: Remove Task Manager Enable

System: Ctrl+Alt+Delete Options: Remove Lock Computer Enable

Windows Components Desktop Window Manager: Do not allow window animation: Enable

Windows Components / Windows Explorer: Hide these specified drives in My Computer: Enable (Pick one of the following

combinations: Restrict all drives.)

Windows Components / Windows Explorer: No Computers Near Me in Network Locations: Enabled

® Windows Components / Windows Explorer: No Entire Network in Network Locations: Enabled

Windows Components / Windows Explorer: Prevent access to drives from My Computer: Enabled (Pick one of the following

combinations: Restrict all drives)

Windows Components / Windows Explorer: Remove "Map Network Drive" and "Disconnect Network Drive": Enabled

Windows Components / Windows Explorer: Hides the Manage item on the Windows Explorer context menu: Enabled

Windows Components / Windows Explorer: Remove Hardware tab: Enabled

Windows Components / Windows Explorer: Remove “Map Network Drive” and “Disconnect Network Drive”: Enabled

Windows Components / Windows Explorer: Remove Search button from Windows Explorer: Enabled

Windows Components / Windows Explorer: Disable Windows Explorer's default context menu: Enabled

Windows Components / Windows Powershell: Turn on script execution: Enabled with Allow only signed scripts

Windows Components / Remote Desktop Services/Remote Desktop Session Host/Session Time Limits: Set time limit for

disconnected sessions: Enable (End a disconnected session: 1 minute)

® Windows Components / Remote Desktop Services/Remote Desktop Session Host/Session Time Limits: Set time limit for log off
of RemoteApp sessions: Enable (RemoteApp session logoff delay: 1 minute)

More settings are described in e.g. http://nikoscloud.wordpress.com/2013/04/23/how-to-secure-your-remote-desktop-server-with-gpo/

GPOs for the applications servers

® Computer Configuration / Policies / Administrative Templates / Windows Components / Remote Desktop Services / Remote Desktop
Session Host / Connections:

e /! Required: Restrict Remote Desktop Services users to a single Remote Desktop Services sessions: Disable.

e /! Needed when you want to publish programs in Awingu as an RDP application: Allow remote start of unlisted programs: Enab
le.
® Computer Configuration / Policies / Administrative Templates / Windows Components / Remote Desktop Services / Remote Desktop
Sessions Host / Session Time Limits:

® /! Required: Set time limit for disconnected sessions: End a disconnected session in 1 minutes

e /! Required: Set time limit for log off of RemoteApp sessions: RemoteApp session log off delay Immediately
® Computer Configuration / Policies / Administrative Templates / Windows Components / Remote Desktop Services / Remote Desktop
Sessions Host / Device and Resource Redirection:

. o Optional: Allow time zone redirection: Enable.

Set-up Drives connectivity

CIFS connectivity:

For Awingu to allow connections to the CIFS backend, the specific servers needs to enable SMB shares and SMB connectivity should be allowed
to the Awingu environment (for multi node Awingu setup: connect to workers and frontend nodes).
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For Windows 2012 R2 and 2016 (after update KB3161949 has been applied), you need to enable Direct TCP (in Connectivity Settings) if Awingu
and the file server are in a different subnet.

Please be sure the SMB protocol is enabled on your server. You can use following cmdlet:

Set - SmbSer ver Confi gurati on - Enabl eSMB2Pr ot ocol $true

WebDAYV drives:

In order to have access to your webdrive, the file structure needs to be published via Webdav on your file servers. Our WebDAV connector needs
at least DAV protocol version 2.

To set-up WebDAYV via lIS (version 8)

1. Install the IIS server role and features:
a. Add the IIS role, no extra feature, ignore WSRM,
b. IS Features: Common HTTP Features: Webdav Publishing, default document, Directory Browsing, Http Errors, Http Redirection,
Static Content.
c. IS Features: Health Diagnostics: Custom logging, HTTP logging, Logging Tools
d. IIS FeatureS: Authentication: Click on everything
2. Go to Manager IIS Manager
. Add an application pool called webdav
. Rename the Default site
. Add a website: webdav connect it to share location
. Bind it to port 80
Webdav
i. Add Authorizing Rule (that all users can connect)
ii. Enable WebDav
f. Authentication
i. Enable Basic, Digest and Windows.

Do T

WebDAYV support for large files

By default IS WebDAV has request filtering turned on, which limits the default upload size to 30000000 Bytes, which is approximately 28.6MiB.
Refer to this guide to change these settings.

In summary

® Open the IIS Manager:
® Click on the left pane to your WebDAV site.
® Find and clink on the middle pane 'Request Filtering'.
® Edit on the right pane: 'Edit Request Filtering Settings'
® |n this dialog box, you can change the default value of the Maximum Allowed content length (Bytes).
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@ Request Filtering

Use this feature to configure filtering rule

Edit Request Filtering Settings

General

Allowy unlisted file name extensions
Allow unlisted werbs

Allew high-bit characters

[ &llowy double escaping

Request Lirnits

Maximum allowed content length (Bytes):
1300000000 |

Faximum URL length (Bytes):
4096 |

Maximurm query string (Bytes):
2048 |

=

Bhrings

ok ||

Cancel

(& File Mame Extensions | =4 Rules | o
File ExteRsion Allowved
A58 False
\A50K False
saster False
.skin False
browser False
sitermap False
.config False
.Cs False
.Cipraj False
whb False
whproj False
anehinfo False
Jicx False
Jresx False
SFESOLFCES False
.mdhb False
wsproj False
Jawva False
Jsl False
db False
didgm False
ssdgrm False
Jsad False
S3map False
.cd False
.dsprototene False

WebDAV adding MIME Type

If you have MIME types that you want all of your Web sites to recognize, you can add the new MIME types at the global level in IIS.

To add a global MIME type

. Click MIME Types.
. Click Add (or New).

OO WOWNBE

WebDAYV create default MIME type

. Click MIME Types.
. Click Add (or New).

b wWNBE

. In the Extension box, type the file name extension.
. In the MIME type box, type a valid MIME type.

. In the Extension box, type the file name extension.
. In the MIME type box, type a valid MIME type.

. In 1IS Manager, expand the local computer, right-click the computer/site on which you want to add a MIME type, and click Properties.

. In 1IS Manager, expand the local computer, right-click the computer/site on which you want to add a MIME type, and click Properties.

a. To create a MIME type for an undefined MIME type, type an asterisk in the Extension box, and type application/octet-stream in

the MIME type box.

Example: File name extension: *' MIME type: application/octet-stream
b. To create a MIME type for a file without an extension, type a period (.) in the Extension box, and type your MIME type in the

MIME type box.

Example: File name extension: '." MIME type: application/octet-stream

6. Click OK.
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Do not use wildcard MIME-types on production servers. Doing so can result in |IS serving unrecognized files and displaying
sensitive information to users. Wildcard MIME-types are intended for testing purposes or in scenarios where Internet Server
API (ISAPI) filters have been developed specifically to handle these wildcard scenarios, for example, a custom authentication
ISAPI.

Set-up the Application Servers

Supported Windows versions

We support following Windows Application Server versions:

® Windows 2008 R2

® Windows 2012

® Windows 2012 R2 (recommended)

® Windows 2016 (recommended)

We recommend Windows 2012 R2 Application Server or newer, because it will use up to 5 times less network bandwidth than Windows 2008 R2,
especially when using images inside the applications. This bandwidth saving is both from the Application Server to the Awingu VM as from the
Awingu VM to the end-user's browser.

Note: when using certificates on the application servers, the ones Windows generates are not compatible with Awingu.

Enabling audio support

To enable audio in streamed applications, the Windows Audio Service needs to be enabled. To enable this service:

® Open Administrative Tools

® QOpen Services

® Open Windows Audio service

® Ensure that the service is running

Audio playback works on all supported browsers, except of Internet Explorer.

RDP vs RemoteApp

There are 2 methods to provide applications to Awingu:

® Remote Application is an extension to the Remote Desktop Protocol. Remote Application needs to be supported by your application
server, and your applications need be exposed over Remote Application. It have has several advantages over the regular RDP
applications:
® The window selector (Windows button in the top of the app) is available.
® The experience on tablets is smoother (especially when rotating the tablet and zooming in/out).
® The app sharing experience is better.
® |t uses less resources on the application server.
® RDP application will make use of the regular Remote Desktop Protocol. Full desktops can only be provided via this protocol.
If you provide an application (no full desktop) to Awingu, the user might notice a delayed closing of the session: after closing the
application, a black screen can be shown for up to 3 minutes. This is because Windows keeps a print service running. To mitigate this
behavior, please follow next solution: https://support.microsoft.com/en-us/help/2513330/

Windows 2008 R2 Application server

Please double check the Microsoft installation notes: http://technet.microsoft.com/en-us/library/dd883253%28v=ws.10%29.aspx

Install Remote Desktop Services

To install RD Session Host role service:

Log on to Windows 2008R2 Server as Administrator.

Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

Under Roles Summary, click Add Roles.

On the Before You Begin page of the Add Roles Wizard, click Next.

On the Server Roles page, select the Remote Desktop Services check box, and click Next.
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On the Introduction to Remote Desktop Services page, click Next.

On the Role Services page, select the Remote Desktop Session Host check box, and click Next.

On the Uninstall and Reinstall Applications for Compatibility page, click Next.

On the Specify Authentication Method for Remote Desktop Session Host page, click Don't Require Network Level Authentication, and
click Next.

On the Specify Licensing Mode page, select Configure later, and then click Next.

On the Select User Groups Allowed Access To This Remote Desktop Session Host Server page, click Next.

On the Configure Client Experience page, click Next.

On the Confirm Installation Selections page, verify that the RD Session Host role service will be installed, and click Install.

On the Installation Results page, you are prompted to restart the server to finish the installation process. Click Close, and then click Yes
to restart the server.

For Windows 2008 R2, you need following optional Windows Update to be applied in order to be compatible with Awingu: https://suppor
t.microsoft.com/en-us/kb/3080079

Configuration

Configure RemoteApp Setting

1. Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

2. Under Roles, Remote Desktop Services, open RemoteApp Manager page, from the right menu select "Remote Session Host Server
Setting".

. Select "Do not allow users to start unlisted programs on initial connection", click Apply/OK

Under Roles, Remote Desktop Services, open RD Session Host Configuration page.

. from edit setting, double click "Restrict each user to a single session", uncheck option, click OK.

oA w

Add/Remove RemoteApp programs

1. Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

2. Under Roles, Remote Desktop Services, open RemoteApp Manager page, from right menu select "Add RemoteApp Programs".
3. On RemoteApp wizard, click Next, and select/browse for required programs to add, click Next.

4. Confirm required programs, click Finish

Additional Remarks

® Under "Roles -> Remote Desktop Services -> RemoteApp Manager" page you will find the list of all added RemoteApp programs.
® Make sure that all paths for added RemoteApp are absolute paths on the local system and not prefixed with the domain path.

If applications doesn't have a correct path, double click the application in the list and edit the path.

(E.g replace "\appserver3.awingu.com\C$\Windows\System32\notepad.exe" with "C:\Windows\System32\notepad.exe")
® You can pass commadline arguments to your remoteApp by specifying them in your remoteApp properties tab as follows:
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| ‘2p RemoteApp Properties 2 I

Properties |Llser Assignment I

|
G Remotedpp program name:

I Google Chrome

Locakion:

I %S¥STEMDRIVES:\Program Files (x86)GoogleChrome application’c Browse...

alias:

I chrome

I ¥ Remoteapp program is available through RO Web Access

§ ~ Command-line argurnents
" Do not allow command-line arguments
| ™ fllow any command-line arguments

| % Always use the Following command-line arguments:

argumentl argumentz

Change Icon... |

(0] 4 Cancel |

Windows 2012 (R2) and 2016 Application server

Please refer to this guide: http://technet.microsoft.com/en-us/library/hh831447.aspx

Install Remote Desktop Services

. Log on to Windows 2012/2016 Server as Administrator.

Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

. From Dashboard, click "Add roles and features".

Select "Remote Desktop Services Installation", click Next.

. From deployment type, select "Quick" deployment if you need to quickly deploy all roles to a single server. To have more control, use
"Standard Deployment", click Next.

. From deployment scenario, select "Session-based desktop deployment”, click Next.

7. Finish and confirm Installation.

8. Restart the server.

aAwWN R

(2]

Awingu will detect the the network level authentication for RDP connection automatically. This setting can be changed in the Server Manager,
Remote Desktop Server Settings, deployment properties, security settings: Network Level Authentication can be enforced if desired.

If the Remote Desktop Connection Broker service is not running, we get following message when opening a streamed app to that application

server: "The server denied the connection". Note that the app will start anyway. To avoid that message, please make sure the Remote Desktop
Connection Broker service is running.

Configuration

Configure deployment service

1. Open Server Manager. (click Start -> Administrative Tools -> Server Manager)
2. Select "Remote Desktop Services".
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. From "DEPLOYMENT OVERVIEW", from the "TASKS" drop-down menu, click "Edit Deployment Properties"”.

. From "RD Gateway", select "Automatically ...".

. From RD Licensing, select "Per User", make sure that the Microsoft Remote Desktop Licensing Server is add to list, or add it.
. click Apply/OK to finish.

o0~ W

Configure RemoteApp Collections

. Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

. Select "Remote Desktop Services", select "Collections".

. If you don't have any collections create new one, the default "QuickSessionCollection"

. Make sure that network Level Authentication is not required.

. when on "QuickSessionCollection" on properties click tasks -> Edit properties

. Select Security,

. For the Security layer select negotiate.

. Encryption Level: Client Compatible

. Uncheck: Allow connections only from computers running Remote Desktop Service with Network Level Authentication

A WNBE

©T Qo 0T

Configure RemoteApps

. Open Server Manager. (click Start -> Administrative Tools -> Server Manager)

Select "Remote Desktop Services", select your collection "RemoteApps" from Collections.

From "REMOTEAPP PROGRAMS", from the "TASKS" drop-down menu, click "Publish RemoteApp Programs".

. From "Publish RemoteApp Programs" form select the apps you want to be available.

. For application interactivity (ex. edit files) you need to allow command line arguments:

After publishing, go again to "REMOTEAPP PROGRAMS" section, check the properties of the published app and allow for command line
arguments.

g wN P

On Windows 2012/2016 servers, the remoteapp alias cannot be changed through the GUI anymore. However, the remoteapp
alias can still be changed via powershell.
In powershell you can use the following commands:

i mport - nodul e Renot eDeskt op
Set - RDRenot eApp - Ali as "wordpad” -Di spl ayNane "wor dpad_Renaned"

Using Windows AD Administrative Center

In Windows AD Administrative Center, the UPN is not required for a user. Awingu, however, requires this. Please provide a domain UPN
as defined here: https://technet.microsoft.com/en-us/library/cc772007(v=ws.11).aspx
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Using Awingu on existing Citrix infrastructure

Migrating away from an existing Citrix infrastructure to Awingu is one of our most asked questions. It's actually a real easy 4 step process. Simple
& fast. We're describing it here below in full detail.

Note: There are a number of reasons why migrating from Citrix to Awingu is a good idea. We elaborate on this in more detail here.

Below is a picture of a typical Citrix XenApp Deployment:

Resource Hosts

Access Layer

r
O l’| e Citrix  Citrix  Citrix  Citrix
p— \\\ -”’ e TS Server TS Server TS Server TS Server
-’ L .
~ -y | Citrix NetScaler _~
A J g |~
e -” - Control Layer
Internet -’ \\‘\\\
Firewall TN
\\\\
\ StoreFront / Citrix Citrix Licence SQL
Director Studio Server  Database

Installing Awingu next to this setup can be achieved by deploying 1 (or more for load distribution or High Availability) Awingu appliance in the
Access Layer following this procedure which can be executed in less than 1 hour.

Note: as long Citrix is installed on the resource hosts, you need to have Citrix licenses for the RDP connections from Awingu to the resource
hosts.

Preparation

Download, install and configure Awingu as described in Admin Guide. The Citrix TS Servers (Resource Hosts) are the application servers to
configure in Application Server Management.

Allow non-administrators to RDP to the Citrix servers
When Citrix Virtual Delivery Agent is installed on a machine, non-administrators can no longer RDP to the machine. A new local group

called Direct Access Users is created on each Virtual Delivery Agent. Add your non-administrator RDP users to this local group so they can RDP
directly to the machine:
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File Action View Help

L AN

XE== H

@ Computer Management (Local
4 '[i’g System Tools
[ @ Task Scheduler
[ E Event Viewer
[ @] Shared Folders
4 &l Local Users and Groups
7 Users
[ 7] Groups
[ @ Performance
ﬂ Device Manager
4 E Storage
[> E Windows Server Backug
ﬁ Disk Management
[ & Services and Applications

Mame

Pl Access Control Assist...
P& Administrators

ﬁ-l Backup Operators

ﬁ-l Certificate Service DC...
ﬁ-l Cryptographic Operat...
2 Distributed COM Users
P Event Log Readers

B Guests

P Hyper-V Administrators
M 1i5_USRS

ﬁ-l Metwork Configuratio...
EJ Performance Log Users
Bl performance Monitor ...
e power Users

J/Print Operators

J2RDS Endpoint Servers
ﬁ-l RDS Management 5er...
ﬁ-l RDS Remote Access 5.
2 Remote Desktop Users
J2 Remote Management...
e Replicator

PelUsers

@Anonyrﬂous

Direct Acc 3
B WinRMRemoteWMIU...

Description

Members of this group can remot..,
Administrators have complete an...

Backup Operators can override se...
Mernbers of this group are allowe...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m..
Members of this group have com...
Built-in group used by Internet Inf...
Mermbers in this group can haves...
Members of this group may sche...

Members of this group can acces...
Power Users are included for back..,
Members can administer printers ...
Servers in this group run virtual m...
Servers in this group can perform ...
Servers in this group enable users ...
Members in this group are grante...
Members of this group can acces...
Supports file replication in a dom...
Users are prevented from making ...
Users granted anonymous access ..

Members in this gro

Members of this group can acces...

Add here the security group for the users which should have access:

@’ Direct Access Users

Dlescription: Members in this group are granted the right to logon
remately directhy without a brokered connection

Members:

82, XENAPPawingu

e

Changes to a users group membership
are not effective until the next time the

user logs on.

L ey |

Enable RDP policy in Citrix studio
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To be able to initiate a remote session a policy needs to be added to Citrix. Open the Citrix director and browse to the policy section. On the right
top choose Create Policy:

cry

[ Console Root Actions

4+ 88 Citrix Studio (XenApp(|
O search
' Machine Catalogs || Policies. & Create Policy
5 AppDisks View

£ Delivery Groups Policies |6 Refresh
3 Applications.
H Hep

[= Policies — -
[# Logging
4 8} Configuration L —"
£ Administrators| & Edit Policy.

(2 Controllers = Dissble Policy
= Hasing : Select sett Save as Templat
4 Licensing Studio ect settings B Saveas Template,
3 storeFront - B Hep
[ App v Publsi a1 versions ][ A Settings -l Pl
& AppDNA 1 Settings: 0 selected [ View selected only
@ Zones Settings
b 88 CitrixStoreFront M » Active Directory actions el
Rers ared Machines Computer setting - Profile ManagementLog settings
Summary Not Configured (Default: Disabled)
} Active write back Select
‘Computer setting - Profile Management\asic settings
Not Configured (Default: Disabled)
» Advance warning frequency interval Select
Computer satting - Connector for Configuration Manager 2012
Not Configured (Default: 01:00:00)
» Advance warning message bax Select

body
Computer setting - Connectar for Configuration Manager 2012
Not Configured (Default: (TIMESTAMP)
Please save your work. The system will go offline for maintenance in {TIMELEFT])

» Advance warning message box title Select
Computer setting - Connector for Configuration Manager 2012
Not Configured (Default: Upcoming Maintenance)

} Advance warning time period
‘Computer setting - Connector for Configuration Manager 2012 d

®
B

In the search field search for: "Launching of non-published programs during client connection" and select it:

stUdiO Select settings

| (Al Versions) + || Al Settings + | [non x|

Settings: 0 selected [ View selected only

Settings
y » Launching of non-published programs during client connection Select
Users and Machines User setting - ICA

Summary Mot Configured (Default: Disabled)

Enable this policy for all objects in this site:

Copyright © 2012-2019, Awingu 164



Launching of nen-published programs during client connection

(®) Enabled

If a custom client connection specifies an arbitrary program, it will run on farm servers
() Disabled

Cnly published applications and published desktops can be run

¥ Applies to the following VDA versions

Virtual Delivery Agent: 7.0 Server OS5, 7.1 Server O5, 7.5 Server O5, 7.6 Server OS5, 7.7 Server 05, 7.8
Server 05, 7.9 Server 05, 7.11 Server OS5

¥ Description
Specifies whether to launch initial applications or published applications through ICA or RDP on the
server. By default, only published applications are allowed to launch.

Give it a meaningful name and enable the policy:

Studio Summary
View a summary of the settings you configured and provide a name for your new policy.

Policy name:

+ Settings I allcrw_remote_appsl I Enable policy

+ Users and Machines Description:

Summary

Settings configured: 1 Assigned to: user and machine objects

Launching of nen-published prog... The settings are applied to all objects in the
User setting - ICA site,
Enabled (Default: Disabled)

Set the policy priority higher:
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_ o

Policies | Tempiates | Comparison = Modeling

Policies

Palicies

2 Unfiltered

allow_remote_apps

Overview | Settings | Assigned to

Name: allow_remote_apps
Priority:

Status: Enabled
Description:

Policies

g Create Policy
View

[c Refresh

H Hep

allow_remote_apps

F Edit Policy.

< Lower Priority

5y Disable Policy

i@ SaveasTemplate..

[ Delete Policy

H Hep

If you want to speed the policy up you can always update them manually:

pdating policw...

ssUserssctxadmin .. AiEMAPP >gpupdate ~force

. Administrator: Command Prompt - gpupdate fforce

icroszsoft Windows [Uerszion 6.3.976801
Ccr» 28013 Microsoft Corporation. All rights reserved.

= o |

Optional: uninstall Citrix software from app servers

The result would be like in following picture:

\
i
=

Internet

Firewall

Access Layer

Citrix NetScaler

Awingu Awingu Awingu
Appliance Appliance Appliance

Resource Hosts

Citrix

Citrix

Citrix Citrix

TS Server TS Server TS Server TS Server

Control Layer

Citrix
Director

Citrix
Studio

Licence SQL
Server  Database

Please note that the Netscaler can be optionally used to loadbalance to the different Awingu appliances but any loadbalancer will do.
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There is no need any more of the Citrix Control layer. The Awingu appliances have all knowledge needed to do the brokerage to the different RDS
servers.
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SSL offloader, reverse proxy or loadbalancer settings

Required Headers

WebSocket

WebSocket (WS) technology is based on upgrading a regular HTTP session to a long living WebSocket connection. To this end, the browser
requests a protocol upgrade by sending a HTTP request with the headers for a protocol upgrade. Therefore, the proxy server needs to allows

these headers to propagate, to ensure successful HTTP(S) to WS(S) upgrades
Header Explanation
Connection This value should be equal to Upgrade

Upgrade Should be equal to websocket in case of an websocket upgrade

The connection header is a hop-by-hop header, it needs to be explicitly set by the SSL off-loader or proxy stages in between the browser and the
Awingu environment. See the Nginx example below, to find the correct example settings.

This header only needs to be set to a limited set of URLs. These request are only request of the
form /awingu/RDP, /fawingu/JOIN and /awingu/API. For a multi node deployment, please replace awingu with the host names of the RDP

Gateways. In general this can be triggered by the following regular expression: /.*/(RDP|API|JOIN).

SSL Offloader Headers

Header Explanation

X-Forwarded-Proto = This is header is required to make share operational behind an SSL off-loader

Recommended Headers

These are settings that are known to work and they make sure the Awingu is aware of the proxy servers in front.

Header Explanation

X-Real-IP This should be the IP address of the requesting client
X-Forwarded-For  This should be the IP address of the requesting client
X-Forwarded-Host = This is the FQDN of the server name that was requested by the client

Host This is the FQDN of the server name that was requested by the client

Proxy Timeout

Usually reverse proxies and SSL offloader have built-in times outs for their requests to back-end servers. In case of WebSockets however, a TCP
connection is being kept open. Hence, one needs to make sure that the SSL off-loader or reverse proxies are not closing the connection after a
few seconds or minutes of inactivity. This would results in streamed applications that are closings automatically for the end-user after this idle

timeout value.
Please consult the documentation of your SSL offloader to change these settings in case of WebSocket. For Nginx based off-loading this setting
is as follows:

### Proxy Read Ti nmeout:
proxy_read_timeout 3500s;

Large File Uploads

Prior to version 4.1, Awingu accepted files up to maximum 100MB, and therefore the SSL and/or reverse proxies had to be configured to support
of body size with this maximum size. For NGINX, this was achieved by setting the value of client_max_body_size to 101M. Since version 4.1
there is no upload size limit anymore, so the restriction can be omitted from the configuration.
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Gzip compression

To reduce the size of transmitted data resulting in better performance, Awingu compresses it's HTTP(S) traffic using gzip. This is a standard

supported by most browsers.
Awingu only compresses the data if the browser supports this, which is indicated by the presence of gzip in the Accept-Encoding header sent by

the browser.

Please validate the Accept-Encoding header is not stripped by the reverse proxy, as this might result in performance loss.

Replacing Awingu Nodes

If an Awingu node with the proxy service enabled needs to be replaced, and you want to re-use the original IP address, then you need to remove
that IP address from the reverse proxy/loadbalancer before you replace the node with a fresh Awingu appliance. If you don't, that new appliance

will redirect port 80 to the 8080, where the installer is running.

After having added the new appliance to Awingu, you can re-add the IP address to the reverse proxy/loadbalancer.

Example NGINX Settings

Due to the SSL 'logjam' vulnerability, you need to generate a new Diffie-Hellman group for TLS. For more information, please

see https://weakdh.org/sysadmin.html.
In order to generate a new Diffie-Hellman group, please use the following command:

openssl dhparam -out dhparans. pem 2048

After you have generated the new Diffie-Hellman group, you need to reference it in your Nginx configuration with the ssl_dhpar
am variable (see below).

The following config settings are working Nginx for SSL off-loading:

upstream front ends {
server <I| P-COF- AW NGU- V\V=: 80
}
server {
listen 80;
server_nane $gO0. your conpany. con
## redirect http to https ##
rewite N https://$server_nanme$request _uri ? permanent;
}
server {
listen 443;
ssl on;
server_nane S$go. your conpany. com
ssl _certificate ssl cert s/ yourconpany. com chai ned. crt;
ssl _certificate_key sslcerts/yourconpany. com key;
# due to the SSL 'Poodle' vulnerability, SSLv3 shoul d be disabl ed
ssl _protocol s TLSv1l TLSv1.1 TLSv1. 2;
ssl _ci phers
' ECDHE- RSA- AES128- GCM SHA256: ECDHE- ECDSA- AES128- GCCM SHA256: ECDHE- RSA- AES25

Copyright © 2012-2019, Awingu 169


https://weakdh.org/sysadmin.html

6- GCM SHA384: ECDHE- ECDSA- AES256- GCCM SHA384: DHE- RSA- AES128- GCM SHA256: DHE- D
SS- AES128- GCM SHA256: kEDH+AESGCM ECDHE- RSA- AES128- SHA256: ECDHE- ECDSA- AES12
8- SHA256: ECDHE- RSA- AES128- SHA: ECDHE- ECDSA- AES128- SHA: ECDHE- RSA- AES256- SHA3
84: ECDHE- ECDSA- AES256- SHA384: ECDHE- RSA- AES256- SHA: ECDHE- ECDSA- AES256- SHA: D
HE- RSA- AES128- SHA256: DHE- RSA- AES128- SHA: DHE- DSS- AES128- SHA256: DHE- RSA- AES2
56- SHA256: DHE- DSS- AES256- SHA: DHE- RSA- AES256- SHA: AES128- GCM SHA256: AES256- G
CM SHA384: AES128- SHA256: AES256- SHA256: AES128- SHA: AES256- SHA: AES: CAMELLI A: D
ES- CBC3- SHA: ! aNULL: ! eNULL: ! EXPORT: ! DES: ! RC4: ! MD5: | PSK: | aECDH: ! EDH DSS- DES-
CBC3- SHA: | EDH RSA- DES- CBC3- SHA: | KRB5- DES- CBC3- SHA'
ssl _dhparam /etc/ssl/private/ dhparans. pem

ssl _prefer_server_ci phers on

keepal i ve_ti meout 60;

ssl _session_cache shared: SSL: 10m
ssl _session_tineout 10m

# &ip Settings

gzip on;

gzi p_di sabl e "nsi e6";

gzi p_types
appl i cati on/ at om+xm
appl i cation/javascri pt
appl i cation/x-javascri pt
application/json
application/l d+json
appl i cation/ mani f est +j son
application/rss+xn
appl i cation/vnd. geo+j son
appl i cation/vnd. ns-f ont obj ect
application/x-font-ttf
appl i cati on/ x-web- app- mani f est +j son
appl i cation/ xht m +xn
appl i cation/ xm
font/ opent ype
i mage/ bnp
i mage/ svg+xm
i mage/ x-i con
t ext / cache- mani f est
text/css
text/plain
text/vcard
text/vnd.rimlocation. x|l oc
text/vtt
t ext / x- component
t ext/ x- cross- domai n- pol i cy;

### We want full access to SSL via backend ###
location / {
proxy_pass http://frontends;

### force tineouts if one of backend is died ##

proxy_next _upstream error timeout invalid_header http_500
http_502 http_503 http_504;
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### Set headers #H###

proxy_set header
proxy_set header
proxy_set header
proxy_set _header
proxy_set _header
proxy_set header

$proxy_add _x forwarded for;

HH#

$renot e_addr;

### Most PHP, Pyt hon,

proxy_set header
add_header

Rai | s,

Accept - Encodi ng
Host

X-Real -1P

X- For war ded- Host

$host ;
$renot e_addr;
$host ;

X- For war ded- Ser ver $host ;

X- For war ded- For

Java App can use this header

X- For war ded- Pr ot ocol $schene;

Front - End- Ht t ps

### By default we don't want to redirect

proxy_redirect

location ~ /.*/(RDP| APl | JON) {

proxy_pass

http://frontends;

# WebSocket support (nginx 1.4)
proxy_http_version 1.1
proxy_set header Upgrade $http_upgrade;

on;

it HHHH

proxy_set _header Connection "upgrade";

proxy_set header
proxy_set header
proxy_set header

proxy_set header
proxy_set header
proxy_set header

$proxy_add_x_forwarded_for;
### Proxy Read Ti meout:
proxy_read_timeout 43200s;
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$host ;
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X- For war ded- For
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We recommend using minimum 512 worker connections per 50 concurrent users. This can be configured in /etc/nginx/nginx.conf. For the number
of open files, take some additional margin. Example for 200 users:

worker_rlinmit_nofile 3000;

events {
wor ker _connecti ons 2048;
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Multi Factor Authentication
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Using Awingu built-in OTP

¢ Introduction
® Configuration
® User Set-Up

Introduction

Awingu has a built-in Multi-Factor Authentication (MFA) option: counter based OTP (one time password):

® The first time a users logs in, they have to configure an application on their smartphone.
® Each next time they log in, they have to provide a token generated in that application.

Note that the OTP token will also be asked when required to login when using Awingu as Identity Provider or as Reverse Proxy.

Configuration

OTP can be enabled for each domain, cf. User Connector Configuration: in the Multi-Factor Authentication section, enable the option Counter
based OTP (builtin). Optionally, the admin can choose to allow users to remember their device for 30 days or to whitelist some networks. In those
cases, no OTP token will be asked at login.

The button Manage User Token Count allows the admin to reset the token count for specific users. When the token is reset, the user will need to
set-up their device again.

User Set-Up

The first time a user wants to login, they need to do following steps:

1. Download an application supporting counter based one-time password generation (typically on their smartphone).
a. i0S and Android: Google Authenticator (i0S/Android)
b. Windows Phone: Auth7
2. After providing credentials on the Awingu login page, the user will be forwarded to a page showing a QR code and a secret.
3. The user scans the QR code with their phone (or enters the secret manually).
4. The first token is generated in the app. The user enters that token to proceed.

Every next time the user logs in, they only need to provide their token.
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Integrating Awingu with Azure MFA

¢ Introduction
® Configuring Azure MFA for Awingu
® Configuring Awingu for Azure MFA

Introduction

Awingu integrates with Azure MFA for multi-factor authentication.

This guide will walk you through the different steps required to configure both Awingu and Azure MFA to enable the integration.

Configuring Azure MFA for Awingu

Awingu leverages the Microsoft Azure Multi-Factor Authentication Server to integrate Azure MFA. Step-by-step instructions can be found here:
https://azure.microsoft.com/en-us/documentation/articles/multi-factor-authentication-get-started-server/

Awingu will connect to the Azure Multi-Factor Authentication Server using Azure MFA Server Mobile App Web Service. Step-by-step instructions
can be found here:
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication-get-started-server-webservice

Configuring Awingu for Azure MFA

To configure MFA in Awingu, navigate to Configure > User Connector for your domain. Please be aware that the MFA configuration is domain
specific.

Scroll down to the Multi-factor Authentication section and select the Azure MFA mode. Following configuration options appear, which values are
configured during the setup of the Azure MFA Server Mobile App Web Service.

SDK url: Typically in the form of https://my-mfa-server/MultiFactorAuthWebServiceSdk/

SDK username: Named WEB_SERVICE_SDK_AUTHENTICATION_USERNAME in the Web Service setup.
SDK pasword: Named WEB_SERVICE_SDK_AUTHENTICATION_PASSWORD in the Web Service setup.
LDAP Username Attribute: can be kept to sAMAcountName.

Press Apply and Awingu is configured to use Azure MFA as MFA provider for all users of the selected domain.
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Integrating Awingu with DUO

Introduction
Prerequisites

Users
Known Limitations

Introduction

Configuring your Awingu application in Duo
Configuring Duo in Awingu

Awingu integrates with Duo for multi-factor authentication.

This guide will walk you through the different steps required to configure both Awingu and Duo to enable the integration.

Prerequisites

This guide assumes you have administrative access to a working Awingu environment and an active Duo account. The Duo personal plan is
sufficient to evaluate Duo integration with Awingu.

As Duo is a SaaS service, the Awingu environment requires access to the Duo SaasS service. This is TCP 443 to the API hostname of your
configured application (<your_api>.duosecurity.com).

Configuring your Awingu application in Duo

Sign-in to your Duo account and select Appl i cat i ons in the menu.

Dashboard
(9 Device Insight
7 Policies
Protect an Application
. Users
% Endpoints

2FA Devices 1

. Groups
Administrators 1

| Reports

¢ Settings

= Billing

Support
Need help? Email Support
or call 1-855-386-2884.

Account ID

3943-2422-29

Q. search for users, groups, applications, or devices

Welcome to Duo, Kurt Bonne

¥ Finish

Dashboard * Applications

Applications
Name Type Application Policy
Awingu Doc Auth API
Show|25 ~|applications 1-1 of 1 total

© 2016 Duo Security. All rights reserved. Terms of service

Awingu Kurt Bonne v

+ Protect an Application

Group Policies

‘0>

To add you Awingu application, click Protect an Application and select Auth API as type.
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A search for users, groups, applications, or devices e Awingu Kurt Bonne v

Dashboard

Welcome to Duo, Kurt Bonne

5 Device Insight

v Finish
Policies
Das > Applications » i

Applicati Dashboard pplication Protect an Application
Protect n Applcation Protect an Application

Users 2

APl

=1 Endpoints
B -lI= Auth API
L 2FA Devices = Read the doc ation
54, Groups 0 S Caradigm
) Protect this Application
=1 Administrators
- = Epic Hyperspace
&l Reports I Protect this Application | Read the documentation

Settings LDAP Proxy
- Protect this Application Read the documentation
—= Billing

PingFederate PingFederate

Support Protect this Application Read the documentation
Need help? Emall S t
or call 1-855-386-2884. ~ RADIUS
Account 1D Protect this Application | Read the documentation
3943-2422-29 -

This will result in a pre-configured application in Duo. The Details section of the application provides you with all details required to configure
Awingu later on.

Q. search for users, groups, applications, or devices e AWINGU Kurt Bonne v

— Dashboard Dashboard » Applications » Awingu Doc

AW|n8U DOC Authentication Log x Remove Application
Policies
Applications 1
@ See the Auth APl documentation to integrate Duo into your custom application.

Protect an Application

Details Reset Secret Key
Users 2

(9 Device Insight

55 Endpoints
ntegration key | oIm
[l 2FA Devices 1 secret key
. Don't write down your secret key or share it with anyone.
Groups

APl hostname  api

=1 Administrators

Il Reports
Policy
¢ Settings
- 0 Policy defines when and how users will authenticate when accessing this application. Your Global Policy always applies, but
= Billing

you can override its rules with custom policies.

Support
Need help? Email S

. Group policies Apply a policy to groups of users
or call 1-855-386-2884.

Account ID Application policy Apply a policy to all users
3943-2422-29 -

Before moving over to configure Awingu, we need to change some default values of the Duo settings in the General section.
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Settings

General
Type

MName

Username normalization

Voice greeting

Motes

Permitted groups

Auth API

Awingu Doc

Duo Push users will see this when approving transactions.

None

®  Simple
"DOMAIN\uUsername”, "username@example.com”, and "username” are treated as the same user.

Controls if usernames should be altered before trying to match them to a user account.

Welcome to Duo.

®

i

Specify the message read to users who use phone callback, followed by authentication instructions.

For internal use.

Only allow authentication from users in certain groups

‘When unchecked, all users can authenticate to this application.

v Save Changes

Please make sure the simple username normalization is enabled, or all authentication requests will fail. In this section you can also provide a
more meaningful name for your Duo Awingu application.

Save your changes and your Duo application is Awingu ready.

Configuring Duo in Awingu

To configure MFA in Awingu, navigate to Configure > User Connector for your domain. Please be aware that the MFA configuration is domain

specific.

Scroll down to the Multi-factor Authentication section and select the Duo Security mode.
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DEV-AWINGU ~ e[ #» Apply Changes

Multi-factor Authentication
Mode  Duo Security rd
APl Hostname api-eb0919f5.duosecurity.com
Integration Key ~ DINRO9QR7QERRHNOP4W2

Secret Key

SSO0O Identity Provider (IdP)

State  Disabled rd
Issuer rd
LogoutURL  / rd
Certificate @ rd
Private Key @ rd
SSO Services
Name « State =

System Management Console - © 2012-2016

Enter the beforementioned corresponding values from the Duo portal and press apply.

Now Awingu is configured to use Duo as MFA provider for all users of the selected domain!

Users

To enable Duo MFA for your users, the users should be enrolled with Duo. These can be enrolled manually, imported or synced with Active
Direct.

Please have a look at Duo's Enrolling Users documentation (https://duo.com/docs/enrolling_users) to see what option fits best your use case.

Known Limitations
® Awingu does not support users with status bypass

Duo provides a feature that allows you to configure users to skip MFA. This can be done be setting the user's status to bypass. Awingu
does not honour this status and thus will prevent the user to sign in.
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Single Sign-On for SaaS Applications
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Single Sign-On for Azure AD - Office 365

Introduction

Preparations

Setting up Awingu as ldentity Provider

Configure Exchange to use Awingu as Identity Provider
Configure Skype for business to use Awingu as Identity Provider
Configuring Azure AD to use Awingu as Identity Provider
Adding Office 365 Apps to Awingu

Use Azure AD as IdP Proxy

Introduction

Azure Active Directory (Azure AD) is the authentication service for Office 365.
Integrating Single Sign-On (SSO) for Microsoft Azure AD / Office 365 into Awingu enables following behavior:

® Once signed-in to Awingu, you can open Office 365 OneDrive, Word, Excel, PowerPoint etc. directly via Awingu without additional log-in.
® To sign-in to Office 365 OneDrive, Word, Excel, PowerPoint etc., you will be redirected to Awingu, where you need to sign-in with your
Awingu credentials.

Awingu serves as Identity Provider (IdP), as defined in SAML V2.0. This means that Azure AD will always check with Awingu if a user is allowed
to sign-in to its services.

When Awingu is not accessible for the end-user, (s)he won't be able to sign-in to Azure AD / Office 365.

There is no auto sign-out. Users still need to sign-out from both Awingu and Azure AD / Office 365 separately.

For more in-depth technical information, please refer to MSDN Documentation about Azure.

Preparations

Verifying your domain

To be able to use Awingu as IdP for Office 365, you will need to verify ownership of the domain for which you want to implement SSO (e.g.
mycompany.com). More information can be found on Azure's documentation portal.

Sourcing Azure AD with your Domain Controller
Awingu can only serve as Identity Provider (IdP) for Azure AD if the users are sourced from your (local) Domain Controller.

® Azure AD Connect integrates your on-premises Domain Controller with Azure AD. This allows you to provide a common identity for your
users for Office 365, Azure, and Saa$S applications integrated with Azure AD. More information can be found on Azure's documentation
portal.

® PowerShell can be used to automate adding new users to Azure AD and to synchronize changes from the on-premises directory. You
must download the Windows Azure Active Directory Modules which can be obtained here: http://technet.microsoft.com/library/jj151815.a
Spx

Setting up Awingu as ldentity Provider
Awingu is configured as IdP via the User Connector section in the System Settings.

System Settings > Configure > User Connector > SSO ldentity Provider (IdP)

® State: Enable or Disable IdP functionality in Awingu for all SaaS services.

® Issuer: URL from which Awingu is reachable for the end-users, e.g. https://awingu.mycompany.com/.

® Logout URL: The logout URL redirects the browser to this URL, once the user logs out of the SaaS application that is configured for
SSO. By default, the Logout URL is /' (i.e goes to Awingu main page), but it can hold any valid URL.

SAML V2.0 mandates that responses are cryptographically signed. Awingu uses a certificate and private key to generate the SAML responses.
The SaaS service validates the response with the certificate, which should be configured in the service. As there is no certificate authority
involved, the certificate can be self signed. Note that the certificate-key pair is the same for all configured Saa$S services configured within one
Awingu domain.
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® Certificate: The public X.509 certificate for the provided Issuer in .crt format/.pem format, ASCII file, starting with:
----- BEG N CERTI FI CATE- - - - -
® Private Key: The private key file associated with the certificate in .key format, ASCII file, starting with:
----- BEG N PRI VATE KEY-----
or
----- BEG N RSA PRI VATE KEY- - ---

The way you generate keys and certificates often depends on your development platform and programming language preference. Here an
example is shown how to generate a certificate using openssl (download for Windows here) via the command line:

set OPENSSL_CONF=C:/ OpenSSL- W n32/ bi n/ openssl . cfg

C.\ OpenSSL- W n32\ bi n\ openssl . exe genrsa -out private_key. pem 2048
C.\ OpenSSL- W n32\ bi n\ openssl . exe req -new -x509 -days 3650 -key
private_key. pem-out certificate. pem

When the "Common Name" is asked, please enter your domain name, e.g. mycompany.com.

An alternative way to generate keys: https://www.samltool.com/self_signed_certs.php (note: generating keys via a third party always induces a
security risk).

Security Warning

The private key should be kept secret at all times. If this key gets compromised, unauthorized individuals can access to your corporate
accounts of the SaaS services.

System Settings > Configure > User Connector > SSO Services

Select Azure AD / Office 365 in the list of Services and the pane SSO Service Details will appear below the table.

® State: Enable/disable SSO for Azure AD / Office 365
® ACS URL: Keep the default value https://login.microsoftonline.com/login.srf
® |ssuer: Keep the default value urn:federation:MicrosoftOnline

Configure Exchange to use Awingu as ldentity Provider
1. Start Powershell with admin rights

2. Windows PowerShell needs to be configured to run scripts, and by default, it isn't:

.........................................................................................................................................................................

$credential = Get-Credenti al

$Sessi on = New PSSessi on - Confi gurationName M crosoft. Exchange
-ConnectionUri https://outlook. of fice365. conf powershell-1iveid/
-Credential $UserCredential -Authentication Basic -AllowRedirection

| npor t - PSSessi on $sessi on

.........................................................................................................................................................................

.........................................................................................................................................................................

Set - Organi zati onConfi g - QAut h2Cl i ent Profil eEnabl ed $true
CGet - Organi zationConfig | Fornmat-Tabl e - Auto Nane, QAut h*

.........................................................................................................................................................................
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Configure Skype for business to use Awingu as Identity Provider

1. Download and install the skype for business powershell module from https://www.microsoft.com/en-us/download/details.aspx?id=39366

2. Start Powershell with admin rights

......................................................................................................................................................

| mport the nodl e:
| nport - Mbdul e LyncOnl i neConnect or

......................................................................................................................................................

.....................................................................................................................................................

$credential = Get-Credenti al
$sessi on = New CsOnl i neSessi on -Credential $credenti al

| nport - PSSessi on $sessi on

.....................................................................................................................................................

Enabl e ADAL aut hentication for the tennant
Set - CsQAut hConfi guration -C ient Adal Aut hOverri de Al |l owed
Get - CsQAut hConfi gurati on

Configuring Azure AD to use Awingu as Identity Provider

In order to configure Azure AD / Office 365 for SSO, the following steps need to be taken:

1. Download the Windows Azure Active Directory Modules from here: http://technet.microsoft.com/library/jj151815.aspx

2. Open Windows Azure Active Directory module forPowerShell. A new PowerShell window is opened.
3. Execute following commands, but substitute:

a. <issuer_url>is the URL from which the Awingu environment is reachable, e.g. https://awingu.mycompany.com

b. <domain_name> is the domain name linked to Azure AD, e.g. mycompany.com

c. <certificate> is the public certificate (the same as provided to Awingu). Only enter the characters between

CERTI FI CATE- - - - - and - - - - - END CERTI FI CATE- - - - - without spaces. Example:

...................

...................

....................

....................

----- BEG N CERTI FI CATE- - - - -
M | Dj zCCAnegAW BAgl JANcw qO+NeESMAOGCSGGS! b3 DQEBOMUANMF4x Cz AJ BgNV
BAYTAK FVMRMVEQYDVQQ DApTh211 LVNOYXR! MSEWHWYDVQQKDBhJIbnR! cbl dCBX
aWRnaXRz| FBOe SBMIGQx Fz AVBgNVBAMVDNRI di 1hd2l uZ3UuY29t MB4XDTE2MDYxX
----- END CERTI FI CATE- - - - -

becomes:

M | Dj zCCAnegAW BAgl JAMEwv qO+Ne ESMAOGCSGGSI b3 DQEBOMIAMFAX Cz AJBgNV
BAYTAK FVNMRMVEQYDVQQ DApTb21l LVNOYXR MSEWHWYDVQQKDBhJIbNnR! cnbl dCBX
aWRnaXRz | FBOe SBMIGQxFz AVBgNVBAMVDNRI di 1hd21 uZ3UuY29t MB4XDTE2NMDYxX
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| nport - Modul e MSOnl i ne
Connect - Msol Servi ce
$dom = " <dommi n_nane>"

$LogOnUrl = "<issuer_url>/idp/login"

$LogOF fUrl = "<issuer_url>/idp/logout"

$uri = "<issuer_url>/" # inportant to put the trailing slash
her el

$MYSi gni ngCert = "<certificate>"

Set - Msol Dorai nAut henti cati on - Domai nNane $dom - Feder at i onBr andNane
$dom - Aut henti cati on Federated -Passi veLogOnUri $LogOnUr |
-SigningCertificate $M/SigningCert -lssuerUi $uri -LogOff Uri
$LogOr f Url - PreferredAut henti cati onProtocol SAMLP

4. You can verify with:

Connect - Msol Servi ce
CGet - Msol Donmmi nFeder ati onSetti ngs -donmi nnane: <donai n_nane>

Sync between local AD and Azure active directory

. Prepare for single sign-on (verify requirements)

. Install the Windows Azure Active Directory Module for Windows PowerShell (we will not use ADFS)

. Verify additional domains

. Prepare for directory synchronization (verify requirements)

. Activate Active Directory® synchronization

. Install and configure the Directory Sync tool (Syncs on Premise AD accounts with Azure AD for Office 365)
. Verify directory synchronization

. Activate synchronized users

. Verify and manage single sign-on

O©CoO~NOUTAWNPE

Microsoft provides a detailed Implementer's Guide for Office 365 SAML2.0 integration Download doc here.

Adding Office 365 Apps to Awingu

Office 365 Apps can be added as web applications to Awingu in System Settings > Manage > Applications:

Name: The application name as it will appear in the Awingu user interface, e.g. Office 365 Portal.
Description: Description of the application, not visible to end-users.
Icon: The application icon that will be visible to the end-user in the Awingu user interface. Please use PNG or JPG format.
Protocol: Select Web Application.
Command: https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=<domain_name>&wreply=<redirection_url>
® <domain_name> is the domain name linked to Azure AD, e.g. mycompany.com
® <redirection_url> is the URL of the application you want to open (URL encoded):

Office 365 <redirection_url>

App

Office 365 https%3A%2F%2Fportal.office.com%2F

Portal

Office 365 https%3A%2F%2Foutlook.office.com%2Fowa%2F

Mail

OneDrive https%3A%2F%2F<sharepoint_domain>-my.sharepoint.com%2F_layouts%2F15%2FMySite.aspx%3FMySit

eRedirect%3DAllIDocuments
Word Online https%3A%2F%2Foffice.live.com%2Fstart%2FWord.aspx%3Fauth%3D2

Excel Online https%3A%2F%2Foffice.live.com%2Fstart%2FExcel.aspx%3Fauth%3D2
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PowerPoint https%3A%2F%2Foffice.live.com%2Fstart%2FPowerPoint.aspx%3Fauth%3D2
Online

Categories: Associate zero, one or more application categories to this application.

Media Types: Keep empty: not applicable for web applications.

Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports.

Server Labels: Keep empty: not applicable for web applications.

User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see
the application in the Applications tab (use all: to be visible for all users).

See Application Management for more details.

User labels in Awingu only affects whether the application is shown for the user. If the user has valid credentials for Office 365 apps,
(s)he still will be able to use the application.

Use Azure AD as IdP Proxy

To support single sing-on (SSO) for other SaaS services than the ones supported by Awingu, like Citrix GoToMeeting, Facebook At Work, etc.,
you can use Azure Active Directory (Azure AD) as IdP Proxy.

This enables following behavior:

® Once signed-in to Awingu, you can open open the SaaS service directly via Awingu without entering credentials of Azure AD, nor the
ones of the Saas service.
® To sign-in to the Saa$S service, you will be redirected to Awingu, where you need to sign-in with your Awingu credentials.

When accessing such a SaaS services, following steps happen:

The SaaS service redirects the user to Azure AD, which serves as an Identity Provider (IdP) for that SaaS service.
Azure AD redirects the user to Awingu, which serves as an Identity Provider (IdP) for Azure AD, as defined in SAML 2.0.
Awingu identifies the user. If the user is not signed in, the Awingu log-in screen appears.

After successful identification, Awingu redirects back to Azure AD

Azure redirects the user back to the original SaasS service.

To use Azure AD as IdP proxy for Awingu, you need first to set-up SSO for Azure AD, as described in the previous sections.

Adding SaaS Services on Azure AD

Saas services are called Applications on Azure AD.

. In the Azure classic portal, on the left navigation pane, click Active Directory.

. From the Directory list, select the directory that you would like to add Salesforce to.

. Click on Applications in the top menu.

. Click Add an application from the gallery.

. Search for your desired application, e.g. Citrix GoToMeeting, Facebook At Work, etc.

. Select the desired application and click on the complete button on the lower right.

. You should now see the Quick Start page for the application.

. Click the Configure single sign-on button.

. Select Azure AD Single Sign-On, and then click Next.

. Follow the steps of the wizard.

. Once the SSO is configured, click on Dashboard in the top menu of the corresponding application.
. On the bottom right, you will find the Single Sign-On URL. Note this for the next section.

ol
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More details for all supported applications can be found on documentation portal of Azure.

Adding the SaaS Service as Application to Awingu

The added SaaS service can be added as web applications to Awingu in System Settings > Manage > Applications:

Name: The application name as it will appear in the Awingu user interface, e.g. Citrix GoToMeeting, Facebook At Work, etc.
Description: Description of the application, not visible to end-users.

Icon: The application icon that will be visible to the end-user in the Awingu user interface. Please use PNG or JPG format.
Protocol: Select Web Application.

Destination URL: Enter the Single Sign-On URL from the previous section.

Reverse Proxy: Disabled.

Categories: Associate zero, one or more application categories to this application.

Media Types: Keep empty: not applicable for web applications.

Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports.
Server Labels: Keep empty: not applicable for web applications.
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® User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see
the application in the Applications tab (use all: to be visible for all users).

See Application Management for more details.

When opening the application in Awingu while not being signed-in to Azure, you will first reach the Azure login page.

® |f you have used your Azure account before on that browser, you can just click on your username to continue.
® |fitis the first time you have used your Azure account on that browser, you just need to fill-in your username after which you
should automatically be redirected.

User labels in Awingu only affects whether the application is shown for the user. If the user has valid credentials for the SaaS services,
(s)he still will be able to use the application.
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Single Sign-On for Google Apps

Introduction

Preparations

Setting up Awingu as ldentity Provider

Configuring Google Apps to use Awingu as ldentity Provider
Adding Google Applications to Awingu

Introduction

Integrating Single Sign-On (SSO) for Google Apps for Work into Awingu enables following behavior:

® Once signed-in to Awingu, you can open Google Mail, Google Drive, Google Sheets etc. directly via Awingu without additional log-in.
® To sign-in to Google Mail, Google Drive, Google Sheets etc., you will be redirected to Awingu, where you need to sign-in with your
Awingu credentials.

Awingu serves as Identity Provider (IdP), as defined in SAML V2.0. This means that Google Apps will always check with Awingu if a user is
allowed to sign-in to its services.

When Awingu is not accessible for the end-user, (s)he won't be able to sign-in to Google Apps.

There is no auto sign-out. Users still need to sign-out from both Awingu and Google Apps separately.
For more in-depth technical information, please refer to Google's documentation for SSO integration.

Preparations

Set-up your domain for Google Apps

To be able to use Awingu as IdP for Google Apps domain, you need Google Apps for Work to be set-up and verified for your domain (e.g. for
mycompany.com) on https://apps.google.com/

To access the Admin Console, you can browse to https://www.google.com/a/<account>, with <account> the account domain name configured at
Google Apps, e.g. https://lwww.google.com/a/mycompany.com

Link your Google Apps accounts with the users on the Active Directory

In order to configure SSO for Google Apps, you'll need to make sure every user has an Active Directory (or LDAP) account that maps onto a
Google Apps account. Awingu uses the e-mail address (mail attribute) configured on the AD as account name for Google Apps. In case the e-mail
address is not provided, the UPN is used.
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Sam Lovely Properties _
Publizhed Certificates I tember OF I Pazsward Replication I Dial-in I Object
Security I E nvironment I Sesziong I Femate control
Femote Desktop Services Prafile I COM+ | Attribute Editor
General | Address I Account | Prafile I Telephones I QOrganization
Sam Lowel
2 v
First name: |Sam | Initials: | |
Last name: | Lowvely |
Dizplay name: |Sam Lowely |
D escription: | |
Dffice: | |
Telephone number: | | | Other... |
E-mail: —)| zam lovely@mycompary. con |
Web page: | | | Other... |
| QK. | | Cancel | | Apply Help

Go gle Search for users, groups, and settings (e.g. cannot login)

= Users » Sam Lovely

a Sam Lovely
! |
L :" sam.lovely@mycompany.com
N /f Super Admin - Active \
4
> B Last login 11:51 PM PDT
0GB 1
Mail storage used Docs owned
Account

View and manage profile, security, aliases, and usage stats.

8 Google Apps enabled

View active Google apps and services.
SEND FEEDBACK

If you already have your user accounts in your Active Directory, you can sync them with your Google Apps domain using Google Apps Directory
Sync (GADS). GADS is a versatile utility that you can use to synchronize user accounts between your Google Apps domain and your AD server.
Using GADS you can automatically add, modify, and delete users, groups, and non employee contacts to synchronize the data in your Google
Apps domain with your LDAP directory server (Active Directory Server). The data in your LDAP directory server is never modified or
compromised. GADS is a secure tool that help you easily keep track of users and groups.

The GADS Configuration Manager is quite versatile and allows you to customize synchronizations. Before you perform the actual synchronization,
you can simulate test synchronizations to find what works best for your organization and then schedule synchronizations to occur when you need

Copyright © 2012-2019, Awingu 188



them.

For more information about GADS, please see https://support.google.com/a/topic/2679497.

Example: although each directory sync depends on specific AD and Google Apps settings, a few essential synchronization steps are shown

below:

1. Configure connectivity with your LDAP server

[V
Eile  Windows Help

Google Apps Directory Sync

Google Apps Directory Sync

General Settings

Google Apps Configuration

I LDAP Configuration

Org Units

User Accounts

Groups

User Profiles

Shared Contacts

Calendar Resources

Motifications

Logging

Sync

2. Specify which organization unit (OU) you want to map to Google App unit names

File Windows Help

H Connection Settings \

Serser Type:

Connection Type:

Host Marme:

Aythentication Type:

Authorized User:

Password:

Base DM:

|M8Actiue Directary '|

Standard LDAP |

172.28.05

389

|Simp|e =

AINGUadmin

de=rmy,de=awingu,dc=com

Google Apps Directory Sync

General Settings

HLDAP Org Unit Mappings | Search Rules |, Exciusion Rules |,

Google Apps Configuration Sync
LDAP Configuration
| Org Uniits

User Accounts

Graups Chi=Users, de=www, de=awingu, dc=com

User Prafiles
Shared Contacts
Calendar Resources
Notifications
Logging

Syne

Actions

Description

of Google O

LDAP DN

(from LDAP Org Units)

Do not create or delete Google Organizations, but mave users between existing Organizations,
a5 specified in the User Sync Rules

Bningu-Users

Google Org Unit Mame

.~ EditMapping from LDAP DN to Google Apps Org Name-

Specify the full LDAP DN (xample: ou=users, de=example,de=com) and
the carmespanding Goagle Apps Org Unit nams (sxarmple: users).

(LDAR) DN:

[ch=Users de=wwwde=awinguge=com |

(Goagle Apps) Name: [Awingu-Users

EA pepty  cancel

Add Mapping

Google

Org Units

Specify how OUs on your LDAP server correspond to Org Units in Google Apps. Add mappings for top-level Org Units, and Directory Sync will automatically rmap sub-organizations to Org Units
with the same name. Add specific rules to override sub-organization mappings. See Examples
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3. Specify an LDAP search query to select the users you want to synchronize

Eile Windows Help

Google Apps Directory Sync

Google

User Account:

| Base DN Ovarride I
cn=Users,de=w de=awingu,de=... + + 27 3

- — . -

AT User i User m Search Rules | Exclusion Rules ',

Google Apps Configuration Active f Suspended User Search | Org Mame/Org Mapping Attribute | Scope Filter
o Acive [derived] SUBTREE {objectClass=persan)

LDAP Configuration

Org Units

v Edit LDAP User Sync Rule -

| User Accounts

Groups Import users that match this LDAP rule. For exsmples, click the "See Examples® link an the previous
—_—— page.

User Profiles

e [] Suspend these users in Goagle Apps

Scope: |ub-tree ¥
Calendar R T
alendar Resources Rule: (abjectClass=persar)
Notifications
Base DN: [cn=Users,de=www; de=awingu,de=com
Logging (leave blank to use the Base DN frorn the "LDAP Connection” page)
Syne
EL3 #eply Cancel TestLDAP Query
Actions

Add Search Rule | Use defaults

Specify which users to import and synchronize, Other users are deleted or suspended. These rules use LDAP query notation. To match all users, enter(objectdlass=user). Search rules apply in the

Description

order they appear in the table. See Examples

File Windows Help

4. Specify the user attribute you want to synchronize. Every Google Apss user account needs to be linked to an email address. You can
synchronize an existing email address from an AD user using the mail attribute. E-mail aliases (to be used in Google Mail) can be
synchronized by mapping the proxyAddresses attribute.

Google Apps Directory Sync

 User Attril \\ iti User

General Settings ' SearchRules | Exclusion Rules
Goagle Apps Configuration

Ernail Address Attribute: rriail
LDAP Configuration

Org Units
Unique identifier Attribute: objectGUID

I User Accounts

Groups
E Add

User Profiles prooghddresses Remove

Shared Contacts Alias Address Attributes:

Calendar Resources

Notifications

Logging Google Apps Users Deletion / Suspension Policy

Sync ) Delete only sctive Gaogle Apps users not faund in LDAP (suspended users are retained).

) Delete active and suspended Gaogle Apps users nat found in LDAP.

@) Suspend Google Apps users not found in LDAR, instead of deleting them
Don't suspend or delete Gaogle Apps admins net found in LDAP,

Actions

Use defaults

Description

Google

User Accounts

Enter the LDAP attribute names to use in the synchronization. If your LDAP server stores aliases in multiple attributes, enter attribute names one at a time, and dick Add for each, The "LDAP unigue
identifier attribute should contain an imrmutable icdentifier that is unicue for all users in LDAP. It is required to specify this attribute to detect user renarmes. See Examples

Setting up Awingu as Identity Provider

Awingu is configured as IdP via the User Connector section in the System Settings.

System Settings > Configure > User Connector > SSO ldentity Provider (IdP)

® State: Enable or Disable IdP functionality in Awingu for all SaaS services.

® |ssuer: URL from which Awingu is reachable for the end-users, e.g. https://awingu.mycompany.com/.

® Logout URL: The logout URL redirects the browser to this URL, once the user logs out of the SaaS application that is configured for
SSO. By default, the Logout URL is /' (i.e goes to Awingu main page), but it can hold any valid URL.

SAML V2.0 mandates that responses are cryptographically signed. Awingu uses a certificate and private key to generate the SAML responses.
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The SaaS service validates the response with the certificate, which should be configured in the service. As there is no certificate authority
involved, the certificate can be self signed. Note that the certificate-key pair is the same for all configured SaaS services configured within one
Awingu domain.

® Certificate: The public X.509 certificate for the provided Issuer in .crt format/.pem format, ASCII file, starting with:
----- BEG N CERTI FI CATE- - - - -
® Private Key: The private key file associated with the certificate in .key format, ASCII file, starting with:
----- BEG N PRI VATE KEY-----
or
————— BEG N RSA PRI VATE KEY-----

The way you generate keys and certificates often depends on your development platform and programming language preference. Here an
example is shown how to generate a certificate using openssl (download for Windows here) via the command line:

set OPENSSL_CONF=C:/ OpenSSL- W n32/ bi n/ openssl . cfg

C:\ OpenSSL- W n32\ bi n\ openssl . exe genrsa -out private_key. pem 2048
C. \ OpenSSL- W n32\ bi n\ openssl . exe req -new -x509 -days 3650 -key
private_key.pem -out certificate. pem

When the "Common Name" is asked, please enter your domain name, e.g. mycompany.com.

An alternative way to generate keys: https://www.samltool.com/self_signed_certs.php (note: generating keys via a third party always induces a
security risk).

Security Warning
The private key should be kept secret at all times. If this key gets compromised, unauthorized individuals can access to your corporate
accounts of the SaaS services.

System Settings > Configure > User Connector > SSO Services

Select Google Apps in the list of Services and the pane SSO Service Details will appear below the table.

® State: Enable/disable SSO for Google Apps
® ACS URL: Enter following URL: https://www.google.com/a/<account>/acs, with <account> the account domain name configured at
Google Apps. E.g. https://www.google.com/a/mycompany.com/acs

Google

N Home

2 Users

Configuring Google Apps to use Awingu as ldentity Provider

In order to configure Google Apps for SSO, the following steps need to be taken:

1. Login to the Admin Console of your Google Apps for Work domain: https://www.google.com/a/<account>, with <account> the account
domain name configured at Google Apps, e.g. https://www.google.com/a/mycompany.com
2. Goto Security > Set up single sign-on (SSO)
3. Enable Setup SSO with third party identity provider and fill-in following fields.
Note: <issuer_url> is the URL from which the Awingu environment is reachable, e.g. https://awingu.mycompany.com
a. Sign-in page URL: <issuer_url>/idp/login. E.g. https://awingu.mycompany.com/idp/login
b. Sign-out page URL: <issuer_url>/idp/logout. E.g. https://awingu.mycompany.com/idp/logout
c. Change password URL: not supported, but cannot be left blank. Enter <issuer_url>
d. Verification certificate: Upload your your public certificate. This is the same as provided to Awingu.
4. Click on Save.

Copyright © 2012-2019, Awingu 191


https://www.openssl.org
https://slproweb.com/products/Win32OpenSSL.html
http://mycompany.com
https://www.samltool.com/self_signed_certs.php
https://awingu.mycompany.com

Adding Google Applications to Awingu

The Google Applications can be added to Awingu as any web application in System Settings > Manage > Applications:

Name: The application name as it will appear in the Awingu user interface, e.g. Google Mail.

Description: Description of the application, not visible to end-users.

Icon: The application icon that will be visible to the end-user in the Awingu user interface. Please use PNG or JPG format.

Protocol: Select Web Application.

Destination URL: Enter the corresponding URL, with <account> the account domain hame configured at Google Apps, e.g. mycompany.
com

Google App URL

Google Malil https://mail.google.com/a/<account>
Google Calendar https://calendar.google.com/a/<account>
Google Drive https://drive.google.com/a/<account>
Google Docs https://docs.google.com/a/<account>
Google Sheets https://sheets.google.com/a/<account>
Google Slides https://slides.google.com/a/<account>
Google Groups https://groups.google.com/a/<account>

Google Sites https://sites.google.com/a/<account>

Reverse Proxy: Disabled.

Categories: Associate zero, one or more application categories to this application.

Media Types: Keep empty: not applicable for web applications.

Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports.

Server Labels: Keep empty: not applicable for web applications.

User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see
the application in the Applications tab (use all: to be visible for all users).

See Application Management for more details.

User labels in Awingu only affects whether the application is shown for the user. If the user has valid credentials for Google Apps, (s)he
still will be able to use the application.
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Single Sign-On for Okta

Introduction

Linking Okta users with AD

Setting up Awingu as ldentity Provider

Configuring Okta to use Awingu as Identity Provider
® Inbound SAML
® JIT Provisioning

® Configure Awingu to Enable SSO for Okta

® Adding Okta Applications to Awingu

Introduction

To support single sing-on (SSO) for other SaaS services than the ones supported by Awingu, like Citrix GoToMeeting, Facebook At Work, etc.,
you can use Okta as IdP Proxy (ldentity Provider Proxy).

This enables following behavior:

® Once signed-in to Awingu, you can open open the SaaS service directly via Awingu without additional log-in.
® To sign-in to the SaasS service, you will be redirected to Awingu, where you need to sign-in with your Awingu credentials.

There is no auto sign-out. Users still need to sign-out from both Awingu, Okta and the SaasS service separately. Awingu and Okta
sign-out the users after a certain inactivity time.

When accessing such a SaaS services, following steps happen:

The SaaS service redirects the user to Okta, which serves as an Identity Provider (IdP) for that SaaS service.
Okta redirects the user to Awingu, which serves as an Identity Provider (IdP) for Okta, as defined in SAML 2.0.
Awingu identifies the user. If the user is not signed in, the Awingu log-in screen appears.

After successful identification, Awingu redirects back to Okta

Okta redirects the user back to the original SaaS service.

In Okta, SaaS services are called Applications.

For more in-depth technical information, please refer to the Okta Help Center.

Linking Okta users with AD

In order to configure SSO for Okta, you'll need to make sure every user has an Active Directory (or LDAP) account that maps onto an Okta
account. Awingu uses the e-mail address (mail attribute) configured on the AD as account name for Okta. In case the e-mail address is not
provided, the UPN is used.
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Publizhed Certificates I tember OF I Pazsward Replication I Dial-in I Object
Security I E nvironment I Sesziong I Femate control
Femote Desktop Services Prafile I COM+ | Attribute Editor

General | Address I Account | Prafile I Telephones I QOrganization

& Sam Lowvelp

First name: | Sam | Initials: |

Last name: | Lowvely

Dizplay name: |Sam Lowely

D escription: |

Difice: |

Telephone number: |

E-mail: —)| zam lovely@mycompary. con

Web page: |

QK. | | Cancel | | Apply | | Help

Directory

Sam Lovely /
e Active

Applications Groups Profile

Assigned Applications

Assign Applications Q) search...

Application Assignment & App Username

Individual 7 X

UptimelSt | ptimeRobot )
sam.lovely@mycompany.com

> A individual 7| [x

Salesforce.com ;
sam.lovely@mycompany.com

If you already have your user accounts in your Active Directory, you can:

® Sync them with your Okta account using the Okta Active Directory Agent. Detailed instructions can be found on the Okta Help Center.
® Use Just-In-Time (JIT) provisioning. Users are auto-added to Okta the first time they access a SaaS service via Awingu through Okta
(see section JIT Provisioning).
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Setting up Awingu as ldentity Provider

Awingu is configured as IdP via the User Connector section in the System Settings.
Go to System Settings > Configure > User Connector > SSO Identity Provider (IdP)

¢ State: Enable or Disable IdP functionality in Awingu for all SaaS services.

® |ssuer: URL from which Awingu is reachable for the end-users, e.g. https://awingu.mycompany.com/.

® Logout URL: The logout URL redirects the browser to this URL, once the user logs out of the SaaS application that is configured for
SSO. By default, the Logout URL is /' (i.e goes to Awingu main page), but it can hold any valid URL.

SAML V2.0 mandates that responses are cryptographically signed. Awingu uses a certificate and private key to generate the SAML responses.
The SaaS service validates the response with the certificate, which should be configured in the service. As there is no certificate authority
involved, the certificate can be self signed. Note that the certificate-key pair is the same for all configured Saa$S services configured within one
Awingu domain.

® Certificate: The public X.509 certificate for the provided Issuer in .crt format/.pem format, ASCII file, starting with:
----- BEG N CERTI FI CATE- - - - -
® Private Key: The private key file associated with the certificate in .key format, ASCII file, starting with:
----- BEG N PRI VATE KEY-----
or
----- BEG N RSA PRI VATE KEY-----

The way you generate keys and certificates often depends on your development platform and programming language preference. Here an
example is shown how to generate a certificate using openssl (download for Windows here) via the command line:

set OPENSSL_CONF=C:. / QpenSSL- W n32/ bi n/ openssl . cfg

C:\ OpenSSL- W n32\ bi n\ openssl . exe genrsa -out private_key. pem 2048
C:\ OpenSSL- W n32\ bi n\ openssl . exe req -new -x509 -days 3650 -key
private_key.pem-out certificate. pem

When the "Common Name" is asked, please enter your domain name, e.g. mycompany.com.

An alternative way to generate keys: https://www.samltool.com/self_signed_certs.php (note: generating keys via a third party always induces a
security risk).

Security Warning
The private key should be kept secret at all times. If this key gets compromised, unauthorized individuals can access to your corporate
accounts of the SaasS services.

Configuring Okta to use Awingu as Identity Provider

Inbound SAML

In order to configure Okta for SSO, the following steps need to be taken:

. As Okta Administrator, login to your Okta account and click on Admin.
. On the top menu, go to Security > Authentication.
. Go to the Inbound SAML section.
. Click on Add Endpoint and fill-in following data:
<issuer_url> the URL from which the Awingu environment is reachable. E.qg. https://awingu.mycompany.com
IDP Certificate: Upload your your public certificate. This is the same as provided to Awingu.
IDP Issuer: <issuer_url>/. Note the trailing slash, e.g. https://awingu.mycompany.com/
IDP Login URL: <issuer_url>/idp/login, e.g. https://awingu.mycompany.com/idp/login
IDP Binding: HTTP-Post
Default Group Assignment: (optional) New users will be added to the group when JIT provisioning (auto-creation of Okta
users) is enabled.
f. Transform Username: username
Name ID Format: Email Address
Enable SP initiated SAML: enable this to auto-redirect to Awingu.

AwNk
P00

JQ

When Awingu is not accessible for the end-user, (s)he won't be able to sign-in via Okta. There is a workaround by
using the link mentioned in the form. Note that when the user has no Okta credentials (e.g. because of JIT
provisioning), (s)he won't have this workaround.
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5. Click on Save Endpoint.

6. Note down the 2 shown URLs needed for next section Configure Awingu to enable SSO for Okta:
a. Assertion Consumer Service
b. Audience URI

JIT Provisioning
To auto-create users in Okta the first time they access Okta via Awingu:

. As Okta Administrator, login to your Okta account and click on Admin.
On the top menu, go to Security > Authentication.

. Go to the JIT Provisioning section.

Click on Edit to Enable Just In Time Provisioning.

Note that users created via JIT won't have an Okta password and can only use Okta via Awingu.
Note that the First name, Last name, User name and E-mail should be configured on the AD.

Configure Awingu to Enable SSO for Okta

Go to System Settings > Configure > User Connector > SSO Services.
Select Okta in the list of Services and the pane SSO Service Details will appear below the table.
You will need the links note down in the previous section Configuring Okta to use Awingu as Identity Provider.

® State: Enable/disable SSO for Okta
® ACS URL: the link for Assertion Consumer Service
® |ssuer: the link for Audience URI

Adding Okta Applications to Awingu

All applications defined in Okta can be added to Awingu as Web Application. This can be configured in Awingu in System Settings > Manage >
Applications:

Name: The application name as it will appear in the Awingu user interface, e.g. Citrix GoToMeeting, Facebook At Work, etc.
Description: Description of the application, not visible to end-users.
Icon: The application icon that will be visible to the end-user in the Awingu user interface. Please use PNG or JPG format.
Protocol: Select Web Application.
Destination URL: Enter the Embed Link for the Okta application. You can retrieve the link as follows:

1. As Okta Administrator, login to your Okta account and click on Admin.

2. On the top menu, go to Applications.

3. Click on the desired application.

4. Click on General.

5. In the section App Embed Link you can find the link to use as Command in Awingu.
To add a link to Okta Home, you can use base URL of your Okta account.
Reverse Proxy: Disabled.
Categories: Associate zero, one or more application categories to this application.
Media Types: Keep empty: not applicable for web applications.
Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports.
Server Labels: Keep empty: not applicable for web applications.
User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see
the application in the Applications tab (use all: to be visible for all users).

See Application Management for more details.

User labels in Awingu only affects whether the application is shown for the user. If the user has valid credentials for the applications
configure in Okta, (s)he still will be able to use the application.
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Single Sign-On for Salesforce

Introduction

Linking Salesforce users with AD

Setting up Awingu as ldentity Provider

Configuring Salesforce to use Awingu as Identity Provider
Configure Awingu to Enable SSO for Salesforce

Adding the Salesforce Application to Awingu

Force Salesforce to Use Awingu Only to Sign-In

Introduction

Integrating Single Sign-On (SSO) for Salesforce in Awingu enables following behavior:

® Once signed-in to Awingu, you can open the Salesforce Application directly via Awingu without additional log-in.
® To sign-in to Salesforce, you will be able to select to "Log In Using Awingu", where you can sign-in with your Awingu credentials.
Optionally, a you can still choose to be able to sign-in with your Salesforce credentials

Awingu serves as Identity Provider (IdP), as defined in SAML V2.0. This means that Salesforce will check with Awingu if a user is allowed to
sign-in to its services.

There is no auto sign-out. Users still need to sign-out from both Awingu and Salesforce separately.

For more in-depth technical information, please refer to Salesforce's documentation for SSO integration.

Linking Salesforce users with AD

In order to configure SSO for Salesforce, you'll need to make sure every user has an Active Directory (or LDAP) account that maps onto
a Salesforce account. Awingu uses the e-mail address (mail attribute) configured on the AD as account name for Salesforce. In case the e-malil
address is not provided, the UPN is used.

Sam Lovely Properties _

Published Certificates I tdember OF I Paszword Replication I Diakin I Object
Security I Ervironment I Sessionz I Remote control
Remote Desktop Services Profile I COM+ | Attribute Editor

General | Address I Account | Profile I Telephones I Organization

3_} Sam Lovely

First name: |Sam | Initials: | |
Last name: | Lowvely |
Display name: |Sam Lawely |
D ezcription: | |
Office: | |
Telephone number: | | | Other. .. |
E-mail: —)| sam. lovely@mypcompany. coml |
‘wieb page: | | | Other. .. |
akK | | Cancel | | Apply Help
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User Detail Edit | | Sharing | | Reset Password | | Freeze

Mame  Sam Lovely
Alias  saml
Email  sam.lovely@mycompany.com
Username  sam.lovely@mycompany.com
Nickname  gom |i \

Title

Company

If you already have your user accounts in your Active Directory, you can sync them with your Salesforce account using Salesforce Identity
Connect. Detailed instructions can be found on the Salesforce help pages.

Setting up Awingu as Identity Provider

Awingu is configured as IdP via the User Connector section in the System Settings.
Go to System Settings > Configure > User Connector > SSO Identity Provider (IdP)

® State: Enable or Disable IdP functionality in Awingu for all SaaS services.

® |ssuer: URL from which Awingu is reachable for the end-users, e.g. https://awingu.mycompany.com/.

® Logout URL: The logout URL redirects the browser to this URL, once the user logs out of the SaaS application that is configured for
SSO. By default, the Logout URL is /' (i.e goes to Awingu main page), but it can hold any valid URL.

SAML V2.0 mandates that responses are cryptographically signed. Awingu uses a certificate and private key to generate the SAML responses.
The SaaS service validates the response with the certificate, which should be configured in the service. As there is no certificate authority
involved, the certificate can be self signed. Note that the certificate-key pair is the same for all configured Saa$S services configured within one
Awingu domain.

® Certificate: The public X.509 certificate for the provided Issuer in .crt format/.pem format, ASCII file, starting with:
----- BEG N CERTI FI CATE- - - - -
® Private Key: The private key file associated with the certificate in .key format, ASCII file, starting with:
----- BEG N PRI VATE KEY-----
or
————— BEG N RSA PRI VATE KEY-----

The way you generate keys and certificates often depends on your development platform and programming language preference. Here an
example is shown how to generate a certificate using openssl (download for Windows here) via the command line:

set OPENSSL_CONF=C:/ OpenSSL- W n32/ bi n/ openssl . cfg

C.\ OpenSSL- W n32\ bi n\ openssl . exe genrsa -out private_key. pem 2048
C.\ OpenSSL- W n32\ bi n\ openssl . exe req -new -x509 -days 3650 -key
private_key.pem -out certificate. pem

When the "Common Name" is asked, please enter your domain name, e.g. mycompany.com.

An alternative way to generate keys: https://www.samltool.com/self_signed_certs.php (note: generating keys via a third party always induces a
security risk).

Security Warning
The private key should be kept secret at all times. If this key gets compromised, unauthorized individuals can access to your corporate
accounts of the SaaS services.

Configuring Salesforce to use Awingu as Identity Provider

In order to configure Salesforce for SSO, the following steps need to be taken:

1. As Salesforce Administrator, go to Setup.
2. Go to Security Controls > Single Sign-On Settings.
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3. Click on New:
<issuer_url>the URL from which the Awingu environment is reachable. E.g. https://awingu.mycompany.com
Name: Awingu
. Issuer: <issuer_url>/. Note the trailing slash, e.g. https://awingu.mycompany.com/
. ldentity Provider Certificate: Upload your your public certificate. This is the same as provided to Awingu.
. Request Signing Certificate: Default Certificate
. Request Signature Method: RSA-SHA1
. Assertion Decryption Certificate: Assertion not encrypted
SAML Identity Type: Assertion contains User's salesforce.com username
SAML Identity Location: Identity is in the Nameldentifier element of the Subject statement
Service Provider Initiated Request Binding: HTTP POST
. Identity Provider Login URL: <issuer_url>/idp/login, e.g. https://awingu.mycompany.com/idp/login
. Identity Provider Logout URL: <issuer_url>/idp/logout, e.g. https://awingu.mycompany.com/idp/logout
. Custom Error URL: (empty)
API Name: Awingu
. Entity ID: https://<salesforce_domain>.my.salesforce.com. You can find your <salesforce_domain> in Domain Management >
Domains.
4. Click on Save.
5. Enable Federated Single Sign-On Using SAML.
6. In the table with SAML Single Sign-On Settings, click on Awingu.
a. Scroll down to Endpoints
b. Please note down the Salesforce Login URL needed for next section Adding the Salesforce Application to Awingu:

SAM L Slngle Slgn_on Settlngs Printable View | Help for this Page &

Back to Single Sign-On Seftings

S3 X _TQ 40 Q0T

Edit | | Delete || Clone | | Download Metadata || SAML Assertion Validator

Name  Awingu APl Name  Awingu
SAML Version 2.0
Issuer  hitpsufawingu.mycompany.com/ Entity ID  httpsiimycompany.my.salesforce.com

identity Provider  CN=mycompany.com, O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Certificate  Ewpiration: 15 Jun 2026 12:30:24 GMT

Request Signing  Default Certificate

Centificate
Request Signature  RSA-SHAL
Method
Assertion Decryption  Assertion not encrypted
Centificate

SAML ldentity Type  Username

SAML Identity  Subject
Location

Service Provider HTTP POST
Initiated Request

Binding
ldentity Provider  hitps:ifawingu.mycompany.com/fidp/login
Login URL
ldentity Provider  hitps:fawingu.mycompany.com/fidp/logout
Logout URL

Custom Error URL

Just-in-time User Provisioning

User Provisioning
Enabled

Endpoints

Salesforce Login - hitps:/mycompany.my.salesforce.com?so=( g 4—"_—--_
URL

OAuth 2.0 Token  hitps:/mycompany.my.salesforce.comiservices/oauth2token?so=0( |
Endpoint

Edit | | Delete | | Clone | | Download Metadata | | SAML Assertion Validator

Configure Awingu to Enable SSO for Salesforce

Go to System Settings > Configure > User Connector > SSO Services
Select Salesforce in the list of Services and the pane SSO Service Details will appear below the table.

¢ State: Enable/disable SSO for Salesforce
® Login URL: You can enter the URL noted down in the previous section (Configuring Salesforce to use Awingu as Identity Provider).
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® Issuer: You can keep the default value https://saml.salesforce.com

Adding the Salesforce Application to Awingu

Salesforce can be added as web application to Awingu in System Settings > Manage > Applications:

* Name: The application name as it will appear in the Awingu user interface, e.g. Salesforce.

® Description: Description of the application, not visible to end-users.

® |con: The application icon that will be visible to the end-user in the Awingu user interface. Please use PNG or JPG format.

® Protocol: Select Web Application.

® Destination URL: https://<salesforce_domain>.my.salesforce.com. This is the same value you entered for Entity ID in the section Config
uring Salesforce to use Awingu as Identity Provider.

® Reverse Proxy: Disabled.

® Categories: Associate zero, one or more application categories to this application.

®* Media Types: Keep empty: not applicable for web applications.

® Labels: Add labels to applications to group them. These groups can be used to filter application servers in lists and reports.

® Server Labels: Keep empty: not applicable for web applications.

® User labels: User labels are used in the process of authorizing users to applications. Only users with labels assigned in this field will see

the application in the Applications tab (use all: to be visible for all users).

See Application Management for more details.

User labels in Awingu only affects whether the application is shown for the user. If the user has valid credentials for Salesforce, (s)he
still will be able to use the application.

Force Salesforce to Use Awingu Only to Sign-In

When opening the Salesforce application in Awingu, users will still have the option to choose whether they sign-in via Salesforce directly or via
Awingu. To redirect immediately to sign-in via Awingu, you need to configure following on Salesforce:

1. As Salesforce Administrator, go to Setup.

2. Goto Domains > My Domain.

3. Edit the Authentication Configuration:
a. Keep Awingu as the only Authentication Service.
b. Click on Save.

You can even go one step further and completely disable direct login to Saleforce:

1. As Salesforce Administrator, go to Setup.

2. Go to Domains > My Domain.

3. Edit the My Domain Settings:
a. Enable the Login Policy: Prevent login from https://login.salesforce.com
b. Click on Save.

When Awingu is not accessible for the end-user, (s)he won't be able to sign-in to Salesforce if SSO is configured to be required.
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Microsoft OneDrive for Business

® |ntroduction
® Allowing Awingu to access your Office 365 subscription
® Step 1. Get an Office 365 subscription
® Step 2. Set up an Azure Active Directory tenant
® Step 3. Register your app with Azure Active Directory
® Step 4. Have the network right
® Configuring Awingu to access OneDrive
® Configuring the Awingu OneDrive app
® Using OneDrive on Awingu

Introduction

Users of OneDrive for Business can have their home drive shown on the Files page in Awingu. They can do all actions as with normal drives, like
upload, download, copy, move, rename, delete, preview, except of opening a file with a streamed application.

We describe in this section how to configure both your Microsoft account and your Awingu environment.

Allowing Awingu to access your Office 365 subscription

In order to allow your Awingu environment to access the OneDrive of your Office 365 subscription, Microsoft provides following documentation:

https://dev.onedrive.com/app-registration.htm#register-your-app-for-onedrive-for-business

That document is however somewhat outdated, so we summatrize here the steps to take.

Step 1. Get an Office 365 subscription

All Office 365 subscriptions for Small Businesses and Enterprises should be compatible with Awingu. Even the smallest package, Office 365
Business Essentials, works fine.

The procedure dictates to get an Office 365 Developer Site:

. Go to https://portal.office.com > Admin
. Resources > Sites
. Click on "Add a site"
. Fillin all the fields like you desire
For following fields, please note:
®* Template Selection: Developer Site
® Server Resources: default value should be enough
Click OK and you end-up in the SharePoint admin center (direct link: https://<your_account>-admin.sharepoint.com)
5. The new developer site URL in the Site Collections list.
6. When the site creation is finished (spinning wheel next to the URL), you can navigate to the URL to open your Developer Site.
This takes a long time (up to one hour).

A WNBE

Step 2. Set up an Azure Active Directory tenant

Make sure your Office 365 subscription is synced with Azure AD.

Step 3. Register your app with Azure Active Directory

The documentation is quite harsh, but what you actually need to do:

1. Go to https://portal.azure.com
2. Go to Azure Active Directory > App registrations
3. Click on Add:
a. Name: e.g. "OneDrive on Awingu"
b. Application Type: Web app / API
c. Home page URL: the URL to your Awingu environment (e.g. https://awingu.mycompany.com)
4. Once created, click on the app to retrieve the Client ID = Application ID.
You will need this value to configure Awingu.
5. Click on All settings > Keys and create a key:
a. Key description: secret
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b. Expires: never expires
Click on Save
d. Retrieve Client secret = secret
You will need this value to configure Awingu.

!, The value cannot be retrieved afterwards. Don't loose it!
6. Go to Required permissions and click on Add:
a. Select an API: Office 365 SharePoint Online
b. Select permissions: Read and write user files (delegated permission)
c. Click on Done

o

Step 4. Have the network right

Awingu needs to be able to reach the OneDrive for Business servers directly, or through an HTTP proxy (see Connectivity Settings). HTTPS (port
443) access is required to:

® <mydmain>-my.sharepoint.com
® graph.microsoft.com
® api.office.com

Configuring Awingu to access OneDrive

OneDrive for Business can be configured as Drive in the System Settings. Go to Manage > Drives and add a drive with following settings:

Name: e.g. OneDrive

Description

Backend: ONEDRIVE

Client ID: see previous section

Client secret: see previous section

Awingu URL: the URL a user uses to access Awingu, e.g. https://awingu.mycompany.com
Redirect URL: you will need this value to configure Azure Active Directory

URL: link to your sharepoint.com environment, e.g. https://mycompany.sharepoint.com
UNC: can be left empty

Labels: you can use labels to group drives together. You can leave this empty.

User Labels: the drive will only be visible for users with a matching user label. Use "all:" to assign the drive to all users.

Configuring the Awingu OneDrive app

. Go to https://portal.azure.com

Go to Azure Active Directory > App registrations

. For your app (e.g. OneDrive on Awingu), go to All settings > Reply URLs
. Change the URL to the Redirect URL you've obtained in System Settings
. Press Save

R wWN R

Using OneDrive on Awingu
When a user opens their OneDrive folder on the Files page in Awingu for the first time, they will be redirected to the Office login portal where

access is requested to their OneDrive. Once access is granted, they can use OneDrive as any other folder in Awingu, except of opening a file with
a streamed application (only open with Preview will work).
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Microsoft Skype for Business Online

® |ntroduction

Allowing Awingu to access your Office 365 subscription

® Step 1. Get an Office 365 subscription

® Step 2. Set up an Azure Active Directory tenant

® Step 3. Register your app with Azure Active Directory
® Step 4. Have the network right

® Configuring Awingu to access Skype for Business Online

Using Skype for Business Online in Awingu

Introduction

Users of Skype for Business Online can send the links of shared applications, files and folders to their contacts in Microsoft Skype for Business

Online.

We describe in this section how to configure both your Microsoft account and your Awingu environment.

Allowing Awingu to access your Office 365 subscription

Step 1. Get an Office 365 subscription

All Office 365 subscriptions for Small Businesses and Enterprises should be compatible with Awingu. Even the smallest package, Office 365
Business Essentials, works fine.

Step 2. Set up an Azure Active Directory tenant

Make sure your Office 365 subscription is synced with Azure AD.

Step 3. Register your app with Azure Active Directory

1.
2.
3.

Go to https://portal.azure.com
Go to Azure Active Directory > App registrations
Click on Add:
a. Name: e.g. "Skype for Business Online on Awingu"
b. Application Type: Web app / API
¢. Home page URL: the URL to your Awingu environment (e.g. https://awingu.mycompany.com)

. Once created, click on the app to retrieve the Client ID = Application ID.

You will need this value to configure Awingu.

. Click on All settings > Keys and create a key:

a. Key description: secret
b. Expires: never expires
c. Click on Save
d. Retrieve Client secret = secret
You will need this value to configure Awingu.

!, The value cannot be retrieved afterwards. Don't loose it!

. Go to Reply URLs and add all URLs to your Awingu environment, e.g. https://awingu.mycompany.com/*
. Go to Required permissions and click on Add:

a. Select an API: Skype for Business Online
b. Select following delegated permissions:
® Read/write Skype user contacts and groups
® Receive conversation invites
® Read/write Skype user information
® Create Skype Meetings
® |nitiate conversations and join meetings
c. Click on Done

Step 4. Have the network right

Awingu needs to be able to reach the Skype for Business servers directly, or through an HTTP proxy (see Connectivity Settings). HTTPS (port
443) access is required to:

¢ *online.lync.com
® *infra.lync.com
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® |ogin.microsoftonline.com

Configuring Awingu to access Skype for Business Online

Skype for Business Online can be configured for each domain in the System Settings.

1. Go to Configure > User Connector

2. Scroll down to Skype for Business Online Integration and click on the pencil to edit:
¢ State: Enabled
® Client ID: configured in the previous section
® Secret: configured in the previous section

Using Skype for Business Online in Awingu

When a user wants to send a link to a share for the first time, they will first need to connect to their Office 365 account. This can be done on the
Account settings page in Awingu. They will be redirected to the Office login portal where access is requested to his/her Skype for Business Online
account. Once access is granted, they can select any of their contacts when sharing a file/folder/session.
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Smart Card Redirection

Introduction

Awingu supports accessing smart cards in streamed applications. This enables a user to access a smart card connected to his client device (e.g.
a smart card reader in his laptop) from an application running on an application server. Typical use cases include electronic ID cards, banking
cards or access cards. This does not include using smart cards as second factor authentication for accessing the Awingu portal.

Although any smart card should work, Awingu has explicitly tested following smart cards:

® Belgian elD
® Dutch UZI pas
® [talian InfoCert Business Key

® [sabel
How It Works
Application server Awingu End-user's device
Browser
Canvas, mouse,
N keyboard
Application eyboar
Smartcard
middleware
WebSaocket with
normal RDP data RDP/WS Client
RDP
RDP server smartcard virt. channel RDP/WS Gateway
WebSocket with Remote Application
smartcard virt. channel Helper
Smartcard reader
driver

Smartcard &
Smartcard reader

In order to use a smart card in a streamed application, the administrator should explicitly enable smart card support for the application and the
user should dispose of a smart card reader connected to his device. When the user launches such a smart card support enabled application, the
Awingu portal will connect to the locally installed Remote Application Helper, which will connect to the smart card reader and act as a bridge
between the smart card reader and the Awingu portal.

Enabling smart card support

Preparing the application server

The application server should have the middleware installed of the smart card.

Enabling smart card access on Awingu
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To enable smart card access to an RDP or RemoteApp application, the smartcard: label should be assigned to the application. This can be set in
the details of an application in the System Settings under Manage > Applications

DEV-AWINGU Configure Manage ~

Application Details

Name €D Viewer ,
Description elD Viewer running on Application Server 2016 P
(]
lcon 16 p
L
Protocol ~ Remote Application ,

Alias elDViewer

Unicode Keyboard ~ Enabled ;
Support
Categories Smaﬂcard .,‘
Windows 2016
Media Types !‘
Labels TS ,

Server Labels ’

User Labels a: | rd

Once this label is assigned to an application, the application will try to connect to the Remote Application Helper.

Enabling smart card access on the client

The first time a user launches a smart card enabled application, the browser will ask the user to download the Remote Application Helper. This
software can be downloaded from the Awingu appliance and is available for Windows, macOS and Linux (tested with Ubuntu 16.04).

Note that for macOS, the installer is not signed: the user needs to do right-click > Open on the installer.

The user needs to have the drivers of the smart card reader installed on their device. Note that some drivers are included in the operating system
and don't need any end-user intervention.

Limitations
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1. Smart card functionalities don't work anymore once the application session has been disconnected (e.g. opened in another browser
window). In this case, the application has to be opened again.

2. The smart card reader needs to be connected before opening the application.

3. The libraries to communicate with smart cards differ slightly between Windows and macOS/Linux. Therefore, it might be that some
applications on the Windows application server will perform certain library call that is incompatible with the macOS/Linux library available
on the end-user device. We have seen this behavior for the elD Viewer and Isabel.

Troubleshooting

® Awingu provides an application called Browser Check, available in the user's profile menu. The section "Remote Application Helper"
shows whether Awingu is able to connect to it.
If this check is green, but smart cards don't work, please check:
® whether the driver of the smart card reader is installed on the user's device;
® whether the middleware of the smart card is installed on the application server.
® When Firefox has been installed after the installation of the Remote Application Helper, the Remote Application Helper needs to be
re-installed.
® When the user did not stop Firefox during the installation (as requested in the installer), the Remote Application Helper needs to be
re-installed.
® When using clients with Windows 7 Embedded, you will need to install Visual C++ 2015 redistributable (32-bit/x86 version) on them. It is
a known issue that you need to install KB2999226 first to be able to install Visual C++ 2015.
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Automate Awingu via the REST API

Awingu provides a REST API allowing to install, configure and manage Awingu. This allows you to integrated Awingu in an automation
framework.

® Getting Started with the Awingu API
® PowerShell example using an API Token
® Navigating Through the API
® Changing Settings
® Logging Out
® Further documentation
® |nstalling with the Awingu API
® Configuring with the Awingu API

Getting Started with the Awingu API

This section assumes:

® You have an installed Awingu appliance running.
® You have a domain configured.
® You have the correct tools to execute REST API calls (e.g. PowerShell, see below).

To test it out manually, you can use as tool to execute the REST API calls

® The live API browser at http(s)://your-awingu-environment/api/v2/
® The API documentation at http(s)://your-awingu-environment/api/v2/docs/

Note: all API call are addressed to port 80 of the appliance.

PowerShell example using an API Token

If enabled for the domain, admin users with can get an API token to interact with the REST API.
See User Connector Configuration for information on how to limit API token based authentication to certain subnets.

In order to get an API token go to your Account settings and click Manage API token, which will bring a dialog window for generating a token.

Manage AP| token

When automating the configuration by means of a REST AP|, it is possible to use a token to
bypass logging in and the multi-factor authentication: you will not be prompted to fill in a
username and password.

Only administrators can generate a token for their username. When generating a new token,
the previous token is disabled.

Please refer to the Administration Manual for more information about REST API-based
configuration.

Warning: A token is equivalent to a password and should therefore be kept secret. Anyone
with a token has the same access rights and configuration permissions as the user who
generated it.

Please enter your password to generate or disable a token:

Generated token for dev-awingu\kerwyny:

Disable token

Generate new token

Note that API tokens continue to be valid even when the user was removed from Active Directory, or when removed from the admin
group.
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For an audit trace of the API tokens check Changes for your domain in System Settings, and filter on Session Token as Resource Type.

DEV-AWINGU ~ Configure ~

Changes
Filters Action ¥ Session Token : User v
Authentication ¥ & @ Reset
Action  Resource Type Resource Id User Authentication Timestamp
« Create Session Token DEV-AWINGU - kerwyny dev-awingL\kerwyny Session 2018-10-27 19:53:00
Create  Session Token admin admin Session 2018-10-24 10:39:37
Create  Session Token DEV-AWINGU - kerwyny dev-awinguikerwyny Session 2018-10-23 12:51:57
Create  Session Token DEV-AWINGU - kerwyny dev-awingu\kerwyny Session 2018-10-22 18:28:43
Create  Session Token admin admin Session 2018-10-21 19:33:38
10 items per page M P 1 IS M
& Export CSV
Changes Details
Request {
"password': k!
¥
Response 1{
"token": e
¥
System Settings - © 2012-2018 - 41

With the API token you can consume the REST API from PowerShell as shown in the below example, listing all application servers:

$t oken = "<your APl token here>"
$your _uri = "https://<address of your appliance here>/api/v2/ app-servers/"

[ Net . Servi cePoi nt Manager]:: SecurityProtocol =
[ Net . SecurityProtocol Type]::Tlsl2

$headers = @}
$header s. Add( " Aut hori zati on", "Token $token")

$result = I nvoke- Rest Met hod - Met hod get -Uri $your _uri -Headers $headers
$result.results | Format-Table

Navigating Through the API

® To list the URIs to all available system resources:
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URI :
Met hod:
Header s:

[ api/v2/

GET

Accept: */*

Aut hori zati on: Token your-api-token

Expected response: 200 with following payload:

(...

"br andi ng-i mages":

"branding": "http://172.16.5.74/api/v2/branding/",
"http://172.16.5. 74/ api / v2/ br andi ng-i mages/ ",
"favicons": "http://172.16.5. 74/ api/v2/favicons/",

"domai ns": "http://172.16.5. 74/ api/v2/ donai ns/",

"host headers": "http://172.16.5. 74/ api/v2/ host headers/",
"certificates": "http://172.16.5. 74/ api/v2/certificates/",
"apps": "http://172.16.5. 74/ api/v2/ apps/",

"app-servers": "http://172.16.5. 74/ api/v2/ app-servers/",
"app-icons": "http://172.16.5. 74/ api/v2/ app-icons/",
"user-apps": "http://172.16.5. 74/ api/v2/ user-apps/",
"key-conbos": "http://172.16.5. 74/ api / v2/ key- conbos/",
"configuration": "http://172.16.5. 74/ api/v2/configuration/",

® To retrieve an system resource, e.g. the drives, you can use the URI mentioned in the output of the previous command:

URI :
Met hod:
Header s:

[api/v2/drives/

GET

Accept: */*

Aut hori zation: Token your-api-token

Expected response: 200 with following payload:
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“count": 31,
"next": null,
"previous": null
"results": |
{
"backend": "CIFS",
"config": [],
"description": "Home Drive via ClFS",
"domain": "http://172.16.5. 74/ api/v2/ domai ns/ 2/ ",

"nanme": "Hone Drive",
"unc": "\\\\fileserver\\Users$\\ <user nane>\\ Docunents",
"url":

"smb://fil eserver. myconpany. conf User s$/ <user nane>/ Docunent s",
"use_dommi n": fal se

"l abels": [],
"user | abel s": |
"all "
1,
"uri": "http://172.16.5. 74/ api/v2/drives/1/",
"smb_max_protocol ": " SVB3"
3
(...)

For more information about this resource, you can use your web browser to navigate to http(s)://your-awingu/api/v2/docs/#drives

Changing Settings

® To add a resource, e.g. to add a drive to a domain:

URI : [api/v2/drives/

Met hod: POST

Headers: Content-Type: application/json
Accept: */*
Aut hori zation: Token your-api -token
Referer: http://your-aw ngu-env/

Payl oad: {
"domain": "http://172.16.5. 74/ api/v2/ domai ns/ 2/ ",
"name": "New Drive",
"description": "This is a drive to test the APl ",
"backend": " Cl FS",
"config": [],
"url": "snb://fil eserver. myconpany. coni Test Share",
"unc": "\\\\fileserver\\Test Share",
"use_domai n": fal se,
"l abel s": ["testkey:testlabel"],
"user_labels": ["all:"]
}
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Expected response: 201, with the URI of the drive in the payload.
Note that the API will automatically create the labels and user_labels provided in case they don't exist. You can verify this in / api / v2/ |
abel s/

® To change fields of an existing resource, e.g. change the unc field of a drive:

URI : [api/v2/drives/9/

Met hod:  PATCH

Headers: Content-Type: application/json
Accept: */*
Aut hori zati on: Token your-api-token
Referer: http://your-aw ngu-env/

Payl oad: {"unc": "\\\\fileserver\\Share"}

Logging Out

URI : [ api/v2/ sessions/current/

Met hod: DELETE

Headers: Accept: */*
Cont ent - Type: application/json
Aut hori zation: Token your-api-token
Referer: http://your-aw ngu-env/

Expected response: 204

Further documentation

All available API resources are documented on your appliance on /api/v2/docs/.

Installing with the Awingu API

1. Deploy the Awingu appliance and configure the networking, which can be automated with the API tools provided by the virtualization or
cloud platforms in combination with DHCP.
2. Once the VM has been started, the installer API will start to listen on port 8080.

3. To start the installation, do following call on port 8080. For more details about the fields that are also shown in the web installer, please
refer to Awingu Installer.
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URI : [ api
Met hod: POST
Headers: Acce
Cont
Payl oad: {
"c
}
}

/v2/updates/install/

pt: */*
ent - Type: application/json

onfig": {

"eula": {
"accepted": true

} H

"network": {
"dns": "172.19.0.1",
"ntp": "ad.nyconpany. coni

H

"dat abase": {
"graphite_web": null,
"frontend_web": nul

H

"environment": {
"managemnent _user”: {

"usernane": "my-adm n-user",
"password": "my-password",
“confirned _password": "my-password"”
}
b
"appliances": [
{
"ip": "172.19.0.2",
"host nane": "aw ngu"
}
1,
"features": {
"comon": {
"ext ernal database": false
}
}

Expected response: 201 with payload:
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"uri": "http://172.16.5.76: 8080/ api / v2/ updates/ 1/ ",

"progress": [],

"begin": "2017-10-20T11: 04: 24",

"end": null,

"status": "I N_PROGRESS",

"service": null,

"version": "http://172.16.5.76:8080/ api/v2/versions/1/",

"outputs": "http://172.16.5.76: 8080/ api / v2/ updat e- out put s/ 2updat e=1"

4. Wait until the installer has finished:

URI : [ api/v2/ updat es/ 1/
Met hod: GET
Headers: Accept: */*

If field "status" can be IN_PROGRESS, SUCCEEDED or FAILED.
The error output can be retrieved via the outputs field of the response:

URI : [ api / v2/ updat e- out put s/ ?updat e=1
Met hod: GET
Headers: Accept: */*

Configuring with the Awingu API

Once the installation is done, you can configure Awingu as follows:

1. Enable an API token for the management user configured during the installation.
2. Add your first domain via POST to /api/v2/domains/.
Hostheaders are autogenerated if you provide a list of FQDNs in the "hostheaders" field.
The user connector is configured in the same domain resource.
3. User groups, like for admin, are added via /api/v2/user-groups/
4. Application servers are added via /api/v2/app-servers/
For each application server, a server label is automatically created and linked to it.
5. Icons for applications are uploaded via /api/v2/app-icons/create/
6. Applications are added via /api/v2/apps/, where you need to provide the link to the uploaded app-icon.
Provided labels (labels, user_labels, server_labels), categories and media-types are automatically created if they don't exist yet.
7. Drives are added via /api/v2/drives.
Provided labels (labels, user_labels) are automatically created if they don't exist yet.

Please refer to the documentation on /api/v2/docs/ to have more information of the payload to provide.
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Backup and recovery of the Awingu Database
Introduction

The Awingu platform allows to generate a off-site backup of the internal database.

This section does not apply when using an external database. To backup an external database, please refer to the snapshot capabilities of MS
SQL or PostgreSQL.

Backup

Awingu saves the database to local disk every day. You can retrieve this dump and saving it on another system via SFTP. In case of a database
or disk failure, you can recover your Awingu environment.

To configure the SFTP user:

1. Go to the System Settings > Global > Connectivity
2. Configure the password for the SFTP user dbbackup.

The dump of the database is done every night at midnight. The dumps are retained on local disk for a period of 3 days, before being discarded.
To download the database dump from the Awingu environment:

® you need an SFTP capable client (graphical tool: filezilla; Linux command-line: sftp)

® Connect to the IP or FQDN of the datastore node, on port 22. For a single node VM, the datastore is located on the Awingu VM.
® Enter the username/password defined in System Settings

® You will find the recent database backups in the folder postgres.

Restore

To recover from a broken database, you can upload a previously downloaded dump to the Awingu appliance via SFTP or use a dump which is still
available on the Awingu appliance.
You can list the available dumps on an appliance by executing the database-list-backups action from the Troubleshoot page.

Same configuration and credentials apply for downloading or uploading dumps using SFTP.

After you uploaded a dump to restore to, you can execute the database-restore-backup action from the Troubleshoot page. If you want to restore
to a fresh new appliance, you will need to "Force" the restore.

If you restored to fresh new appliance, you will need to re-enter following data in System Settings:

Global > Certificates

Global > Connectivity > SSL Offloader: SSL mode

Global > Connectivity > SNMP: Password

Global > Domains > For each domain: Bind Password

Per domain: Configure > User Connector > SSO Identity Provider (IdP): Certificate + Private Key
Per domain: Configure > User Connector > Skype for Business Online Integration: Client ID + Secret
Per domain: Manage > Drives: Secret for OneDrive backends

It is also recommended to do an Apply Changes by modifying the setting Global > Connectivity: Keepalive Disconnected Timeout
Some data are not stored into the database and won't be recovered:

® |nsights (in the Dashboard)
® Audit (in the Dashboard)
® Metering data (in the Dashboard)

Note that when opening the Insights after recovery to a newly installed appliance, you will be asked to Configure an index
pattern. Click on create (without changing any settings) to start using the Insights again.
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